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	Foreword








The Federal Information Processing Standards Publication Series of the National Institute of Standards and Technology (NIST) is the official series of publications relating to standards and guidelines adopted and promulgated under the provisions of Section 111(d) of the Federal Property and Administrative Services Act of 1949 as amended by the Computer Security Act of 1987, Public Law 100�235.  These mandates have given the Secretary of Commerce and NIST important responsibilities for improving the utilization and management of computer and related telecommunications systems in the Federal Government.  The NIST, through the Computer Systems Laboratory, provides leadership, technical guidance, and coordination of Government efforts in the development of standards and guidelines in these areas. 





Comments concerning Federal Information Processing Standards Publications are welcomed and should be addressed to the Director, Computer Systems Laboratory, National Institute of Standards and Technology, Gaithersburg, MD 20899.








	Shukri Wakid, Director


	Computer Systems Laboratory 








	Abstract





This standard specifies requirements to be met by government Cryptographic Key Recovery Systems. Such systems provide for decryption of stored or communicated data when access to the data is properly authorized.





Key words: ADP security, computer security, Cryptographic Key Recovery Systems, Federal Information Processing Standard.
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	Announcing the Standard for





	CRYPTOGRAPHIC KEY RECOVERY SYSTEMS (CKRS)








Federal Information Processing Standards Publications (FIPS PUBS) are issued by the National Institute of Standards and Technology (NIST) after approval by the Secretary of Commerce pursuant to Section 111(d) of the Federal Property and Administrative Services Act of 1949 as amended by the Computer Security Act of 1987, Public Law 100�235.





Name of Standard: Cryptographic Key Recovery Systems (CKRS).





Category of Standard: Computer Security, Cryptography.





Explanation: This Standard specifies requirements for Cryptographic Key Recovery Systems (CKRSs).  Such systems provide for the recovery of plaintext data from stored or communicated ciphertext when cryptographic keys are not otherwise available.  Key recovery is motivated by three primary scenarios:





recovery of stored data on behalf of an organization (or individual) e.g., in response to accidental loss of keys


recovery of communicated or stored data by lawfully authorized authorities


recovery of stored or communicated data on behalf of an organization engaged in internal surveillance activities





The first scenario supports the ability to regain access to data that would otherwise be lost.  The second scenario encompasses data acquired under the authorization of court orders for wiretaps, search and seizure orders, civil suit subpoenas, etc.  The final scenario encompasses internal surveillance authorized by an organization.





A CKRS manages cryptographic keys in support of data recovery.  These systems must be carefully designed so that plaintext may be recovered in a timely manner and so that only authorized recoveries are permitted.  Therefore, security is a critical factor in any CKRS design.





The purpose of this standard is to specify requirements for components of CKRSs, to enable validation of products claiming conformance.  The standard encompasses system security (from an implementation and operation perspective) and availability of recovery components, and it defines interoperability requirements.





Approving Authority: Secretary of Commerce.





Maintenance Agency: U.S. Department of Commerce, National Institute of Standards and Technology (NIST).





Applicability:  This standard is applicable to all Federal departments and agencies and their contractors.  This standard may be used in designing, acquiring and implementing general encryption products and systems, that Federal departments and agencies use or operate, or which are operated for them under contract.  Products that implement cryptography for purposes other than general encryption (e.g., digital signatures, password encryption, or access control techniques) are outside the scope of this standard.





This standard shall apply to systems when all of the following are true:





Encryption is or will be employed to achieve confidentiality of communicated or stored data.


Cryptographic key recovery will be employed.


The data protected by encryption are not classified according to Executive Order 12356, entitled ÒNational Security Information,Ó or to its successor orders, or to the Atomic Energy Act of 1954, amended.





Systems in Federal departments or agencies that process data classified according to either of the acts cited in "c" above, may employ encryption devices approved for classified data protection, to protect unclassified data, in lieu of this standard.





This standard supersedes FIPS 185.  However, products which have been built to conform to FIPS 185 are still approved for U.S. Government use.  The SKIPJACK encryption algorithm and the Key Exchange Algorithm used by FIPS 185 products continue to be FIPS approved.





This standard and products conforming to this standard, may be adopted and used by non-Federal Government organizations on a voluntary basis.





Applications: This standard is appropriate for use in the following applications:





When computer files are encrypted for secure storage or transmission


When electronic mail is encrypted before transmission among communicating entities


When electronic voice communications are encrypted for privacy


Whenever cryptographic keys are backed-up for recovery purposes.











Implementations: System components, or parts thereof, conforming to this standard may be implemented in software, firmware, hardware, or any combination thereof. All cryptographic modules employed in components of such systems shall comply with FIPS 140-1.  FIPS approved encryption algorithms (e.g., DES) shall be used in Federal applications of systems conforming to this standard.  The use of new encryption algorithms which are FIPS approved after the date of the standard is also permitted.





Information about the validation of implementations conforming to this standard may be found in Section 4 of the attached Specification.  Additional information may be obtained from the National Institute of Standards and Technology, Information Technology Laboratory, Attn: CKRS Validation, Gaithersburg, MD 20899.





Export Control: Implementations of this standard are subject to export controls as specified in Title 22, Code of Federal Regulations, Parts 120-130 and Title 15, Code of Federal Regulations, Parts 768 through 799.  Exporters are advised to contact the Department of Commerce, Bureau of Export Administration for more information.





Patents: Implementations of this standard may be covered by U.S. and foreign patents.





Implementation Schedule: The effective date of this standard is <insert date>.  From approval of CKRS FIPS by the Secretary of Commerce to its effective date, agencies may purchase products that have been affirmed in writing from the manufacturer as complying with this standard.  From the effective date until six months after the establishment of the CKRS validation program by NIST, agencies that have determined a need for CKRS products shall purchase products that have been affirmed in writing by the manufacturer as complying with this standard.  A copy of the written affirmation shall have been sent to the Director, Information Technology Laboratory, National Institute of Standards and Technology, Gaithersburg, MD 20899.





For a one year period following the six months after the establishment of the CKRS validation program, agencies shall purchase validated CKRS products, or products that have been submitted for CKRS validation. After this period, only CKRS validated products will be considered as meeting the provisions of this standard.





Specifications: Federal Information Processing Standard (FIPS xyz) Cryptographic Key Recovery Systems (affixed).





Cross Index:





   a. FIPS PUB 46�2, Data Encryption Standard.





   b. FIPS PUB 81, DES Modes of Operation.





   c. FIPS PUB 140�1, Security Requirements for Cryptographic Modules.





Glossary: The following terms are used as defined below for purposes of this standard:





Authorized key	Key recovery either with the permission of the owner of the data or as


recovery                       otherwise permitted by law.





Cryptographic Key	A system consisting of key recovery agents, subsystems, and products. 


Recovery System	Sometimes abbreviated as "recovery system."


(CKRS)





Data			Voice, facsimile, computer files, electronic mail, and other stored or communicated information.





Data recovery		Decryption of encrypted data with the aid of at least one data recovery


				agent.





Decryption		Transformation of ciphertext form of data to plaintext form.








Key recovery agent	An organization which provides information which facilitates key recovery.





Encryption		Transformation of plaintext form of data to ciphertext form.





Interoperability	The ability of products to communicate with one another.





Key Recovery		





Owner			





Product		An end user cryptographic device containing a mechanism which enables key recovery.





Recovery field		A field, output by the key recovery mechanism of a product, which identifies key recovery agents and enables key recovery agents to identify the key(s) required to decrypt corresponding ciphertext output by the product.





Recovery subsystem	The physical components of a CKRS which provide for the recovery of plaintext when legally authorized.





Registration Agent





Testing laboratory	A laboratory which has been accredited by NIST to test systems, subsystems, key recovery agents, or products for conformance to this standard.





User			�



Qualifications: The security of a CKRS is dependent on several factors.  For example, keys and other critical security parameters must be protected from compromise; the integrity of system data must be maintained; and denial of service attacks must be prevented.  Conformance to this standard does not assure that a particular implementation is secure.  The responsible authority in each agency or department shall assure that an implementation provides an acceptable level of security.  This standard will be reviewed every five years in order to assess its adequacy.





Waiver Procedure: Under certain exceptional circumstances, the heads of Federal departments and agencies may approve waivers to Federal Information Processing Standards (FIPS). The head of such agency may redelegate such authority only to a senior official designated pursuant to section 3506(b) of Title 44, United States Code.  Waiver shall be granted only when:





  a.	Compliance with a standard would adversely affect the accomplishment of the mission of an operator of a Federal computer system; or


  b.	Cause a major adverse financial impact on the operator which is not offset by Government wide savings.





Agency heads may act upon a written waiver request containing the information detailed above.  Agency heads may also act without a written waiver request when they determine that conditions for meeting the standard cannot be met.  Agency heads may approve waivers only by a written decision which explains the basis on which the agency head made with required finding(s).  A copy of each such decision, with procurement sensitive or classified portions clearly identified, shall be sent to: National Institute of Standards and Technology; ATTN: FIPS Waiver Decisions, Technology Building, Room B�154, Gaithersburg, MD 20899.





In addition, notice of each waiver granted and each delegation of authority to approve waivers shall be sent promptly to the Committee on Government Operations of the House of Representatives and the Committee on Governmental Affairs of the Senate and shall be published promptly in the Federal Register.





When the determination on a waiver applies to the procurement of equipment and/or services, a notice of the waiver determination must be published in the Commerce Business Daily as a part of the notice of solicitation for offers of an acquisition or, if the waiver determination is made after that notice is published, by amendment to such notice.





A copy of the waiver, any supporting documents, the document approving the waiver and any supporting and accompanying documents, with such deletions as the agency is authorized and decides to make under 5 U.S.C. Sec. 552(b), shall be part of the procurement documentation and retained by the agency.





Where to Obtain Copies of the Standard: Copies of this publication are for sale by the National Technical Information Service, U.S. Department of Commerce, Springfield, VA 22161.  When ordering, refer to Federal Information Processing Standards Publication xyz (FIPS PUB xyz), and identify the title.  When microfiche is desired, this should be specified.  Prices are published by NTIS in current catalogs and other issuances.  Payment may be made by check, money order, deposit account or charged to a credit card accepted by NTIS.
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