S

SETELS

OneGroup™ — Secure Group Communication System

SETECS OneGroup™

Secure Group Messages Exchange System

Pt Pt P Pt

E-mail : sead.muftic@setecs.com
Office : (202) 994 — 5506
Cell : (240) 535 - 2095

January 14, 2004
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SETELS

OneGroup™ — Secure Group Communication System

SETECS OneGroup™:

A family of secure group applications
supported by the GSAKMP and PKI protocols

1. Secure instant messaging
2. Secure whiteboard (forum)
3. Secure sharing of protected documents

It P P P Pt P P P P P P P P P P P P P P P P P P P P P P P P P P Pt P Pt Pt P P Pt
:
Enviro ents:
nm .

1. Java based client
2. Web based client (browser)
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Topology and Roles

SETELS

N

Web Server GSA Server MC Server

OneGroup Server

Admin Messages GO Messages n i
: I -
————1 - :

GSA Administrator

//_-— 4 GSAKMP Messages GSAKMP Messages
. ! ¥

SETECS

GSA Applications

Group
Member

Protected Protected
messages documents

<
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OneManager™ — |[dentity Management System 4

SETECS

& SETECS Security System - Logged in as: admin

Start  Registration  Smart Cards  Local Servers  Certificates  Settings  Audit Log

£ 80 MR SEAEOESIN A
ik CSPRI )

-] Metwork Resources
=-£8 OneMan

532 Reqgistered Users
4% admin
A7 mark
A% albin
4% chih-chun
M sead
ﬁ gernot
4% moharnmad

ﬁ i

-4 stefana
ﬁ john
= registered Servers
T Gsaserversa
OneMETServer3s
LCAServerd3
GSASErvertd
GernoktServer
OrneMETServerdd
OneMETServerss
----- SCASErverss
[—:I---I]:I Direckary
B4 a=setecs
cri=directory administrators
-] ou=groups
-~ ou=people
- l=special users
E e=us
Bl o=setecs
| [E-129 ou=seters low assurance ca server
L cn=m Setecs.com
[ ] ou=unit
-] o=gw
- Je=us
[ ] PKI System
L[] Smart Cards
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9 Activation — Initial Login

=2ETELS

Start SETECS Security System:

login panel will show up depending whether
low assurance authentication (password) or

medium assurance authentication (smart cards) is used

Smart Card Login

Login

User name: ||

User password : |

[6]4 | Cancel | Help |

Password

User PINPassword :

CK

Cancel Use Passwor d

|7

-~
y .
R{WQ/ SETECS
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9 SETECS Security System 6

SETECS

After successful login, security system interface will be displayed.
You may configure the system and access PKI

& SETECS Security System - Logged in as: sead
Start  Certificates  Settings  Audit Log

ﬂ EL Change Passwaord Alt+c @ QO]

é cspp List Cer  Update Registration
B[] Export
Imnport
Update Domain
Update Configuration
Refresh System
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9 SETECS Security System 7

SETECS

Selection of secure application, OneGroup . ..

& SETECS Security System - Logged in as: sead
Start  Certificates  Settings  Audit Log

Eonerﬂanager 5 é O =) @ La

[P] PKI System
[N]orerer — »

OneGroup b Cnearoup Adminiskrakor

Group Owner
CneBASE Group Member
(5] Exit
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s Switching to Administration section of OneGroup 8

SETECS

When Administration section of OneGroup is selected
the interface is automatically expanded with administrator’s
drop—down menus and all OneGroup servers are shown

& SETFre Sacuribw Swetam - Logged in as: sead

ertificates  Settings  Audit Log

- DES3E @
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Switching to Administration section of OneGroup

S

SETECS

Administration can login into the Controller (or remove it).
After login, all administrative functions become available

& SETECS Security System - Logged in as: sead

Stark  Controllers  Raoles  Certificates  Settings  Aodit Log

PR SELAEO ESINOC

il CSPRI

(-] Metwork Resources J
E@ GEAAdmIn vonnection successful

Remove

Message

Administrator successfully logged in the controller !
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SETECS

Administrator’s Functions 10

All resources may be listed, Controllers and Roles menus
are activated, right—click drop—down menu is changed.

& SETECS Security System, - Logged in as: sead
Start  Controllers  Roles  Certificates  Settings  Aodit Log

ah
il CSPR

_| I

I ES30 @

H

Log Cuk Contraller

Start Controller

Add Cantraller
Update Controller Configurakion
Request Conkroller Certificate ficate

= § Group Cwiners

- ﬁ albin
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11

s The Functions for Group Owners

SETECS

If you are a group owner, you may update controllers list,

Login/Logout from the selected controller, and get controller’'s information

& SETEC: ;GL.-LII |l|._1' ;Ja;.slll - ;_UEEE"' il'l d5: SEﬂd

Stark | Controllers  Groups and Forums  Bertificates  Settings  Aodit Log

& - SO ESQILO @

il CSPRI
= Open Forum
F-[__ ] Metwork Reso

El@ GSAGroupowr
SR Bssnserverss
=4 Groups

€ Group ¢

El J Forums

po Forum 1
e Forum 2

H
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Open Group/Forum — Create Authorization Policy Token

12

5 E TECS & SETECS Security System - Logged in as: sead

Start  Controllers  Groups and Forums

Audit Log

é CIPRI

| Mebwark Resaurces
E@ GSAGroUpCwNEr
- {8 Gsmserversa
[=-/_4 Groups
ﬁ Group 1

Farurmn 1
Forum 2

HCRPITSSaBE0 ESINO AT

M

Forum Information

Forum Name:

Forum Serial Mumber:

Descripkion:

Authorization

Kew Controller:

Access Control

Inclusionary:

Exclusionary:

Forum SA Mechanisms

Encryption Algorithm:
Exchange Protocol:

Rollover after (himis):

Unicast SA Mechanisms

Encryption Algorithm:

Exchange Protocol:

Encryption Algorithm:
Exchange Protacal:

Rollover after (him:s):

Key Management SA Mechanisms

Open Forum

—
—

3DES -

|PKCS#T Encrypted Data = |

1:00:00

3DES -
=1 =

3DES T
GEAKMP ~
1:00:00

Add Rule
Edit Rule

Remove Rule
Add Rule

Edit Rule

Remove Rule

Import Policy File | Ok |

Cancel

CUPYTIYTNITY O TLULO CUTPUTAtluTl




13

s OneGroup — Group Member Interface

SETECS

Users may Join/Leave the group. Group communication is
secure instant messaging or secure whiteboard (forum)

& SETECS Security System - Logged in as: sead

Start  Controllers  Groups and Forums  Certificates  Settings  Audit Log

S 2ABF SoLE0 ESTO O

ik, CSPRI b
- | Metwork Resources
-G8 GsAClient

E‘E:-:]. G583erversd

= Groups
. ﬁw Group Join
=4 Forums J-:-in
o Message
B Farum 2
Request accepted !

User has successfully joined the group
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OneGroup — Group Member Interface for Secure Messages 14

SETECS

# SETECS Security System - Logged in as: sead

Start  Controllers  Groups and Forums — Certificates  Settings  Audit Log

FCRFIRSSALAEO ESIO A

ik CSPRI |

-] Metwark Resources

Group Communication (Group 1)

B-£8) G5AClient

Username

Message

S ]
=45 Gaagerverss —

The First message

-3 Groups sead

The second message

| &

=4 Forums

e Forum 1
Lo Forum 2

\

Displayed

-

Group Messages

—

Entered

Message: Send
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s OneGroup — Group Member Interface 15

SETECS

Users may Join/Leave the forum,
thus becoming permanent members of the forum

£ SETECS Security System - Logged in as: sead

Start  Controllers  Groups and Forums  Certificates  Settings  Audit Log

FrRRRISE2AEO ESIAO O
il CSPRI ]

FH-_| Mebwork Resources
[E-£8) Gsaclient
=-{8 Gsazerverss
-] Groups
= 4 Forums

B o |

Message

Request accepted !

User has successfully joined the forum
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OneGroup — Group Member Interface

S

SETECS

However, users still must Login to the forum
in order to write and read messages

& SETECS Security System - Lopged in as: sead

Start  Controllers  Groups and Forums  Certificates  Settings  Aodit Log

HFL2IRSSAEO ESIO T

il CSPRI

[ | Metwork Resources
=-F) G5AClent
=-{8) GsAservers3
- ) Groups

= J Farurns
=R o
0 e L|_||;| N
- Forum 2 Leave

Message

Request accepted !

User has successfully logged in to the forum

Copyright©
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OneGroup — Group Member Interface for Secure Forum

17

SETECS

% SETECS Security System - Logged in as: sead

Start  Controllers  Groups and Forums  Certificates  Settings  Audit Log

PRI SSAEOESIN T

il CIPRI

FH-[) Metwork Resources
=-E3) G5AClent
-4 Gsaserversa
[H-_] Graups
-4 Forums
=
A} sead
€% Forum 2

h Forum Communication (Forum 1)

Username Message

Date

Cpen Send
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OneGroup — Group Member Interface for Secure Forum 18

SETECS

2 SETECS Security System - Logged in as: sead

Start  Controllers  Groups and Forums  Certificates  Settings  Audit Log

FOPIF S SLAEO ESIO A

& CSPRI ol Message Subject: Subject Send

[ | Metwark Resources
=-E8) GsAClient
=48 asAserverss
(] Groups
-4 Forums
=y
oL sead
ﬁ Farum 2

This is the text of the message.
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OneGroup — Group Member Interface for Secure Forum 19

SETECS

& SETECS Security System - Logged in as: sead

Start  Conktrollers  Groups and Forums  Certificates  Setkings  Audit Log

HCAF SSAaEO ESIN T

ik CSPRI

-] Metwark Resources
=-£8) GsAClient
= {5 GsAserverss
[H-[ ] Groups
-4 Forums
B
-7 sead

------ m Farurn 2

N Forum Communication {Forum 1} o

Username | Message | Date |
sead [Subject [Sat Jan 10 16-43-26 EST 2004 |

Open Send
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OneGroup — Group Member Interface for Secure Forum 20

SETECS

& SETECS Security System - Logged in as: sead

Start  Controllers  Groups and Forums  Certificates  Setkings  Audit Log

HCRIT S AEO BESINAD

&. CSPRI ol Message Subject: Subject Close

-] Metwark Resources
=-¢2) asaclient
=48 Gsaserverss
[ ] Groups
-4 Forums
=
i M} sead

m Farum 2

Thizs is the text of the message.
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Next Application — Web—-based Shared Protected Documents 21

=2ETELS

MC Server

GSAKMP Messages GSAKMP Messages

Group
Member

Protected Protected
messages documents

GSA Applications
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OneManager™ — Secure Web Services 22

SETELS ;
OneMAN — Central Security Server

- '\\'/ |
NS Registration CA Server
Security Administration B bE

Interface (OneMAN)

Smart Cards
Administration

> Web Server

Web Services
(SAML)

Web Server

OneGroup Server MC Server
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Integration with Web Browser

23

=2ETELCT

3 Yahoo! - Microsoft Internet Explorer

J File Edit “ew Favorites Tools Help

v Standard Buttons

|
I',s.

JCZB&CK'E>'°@|@5€afCh¢&ddressBar @“%" B
]Agdress |@ hittp /i, yahoo.com Liriks LI @ Go
J W ppplications ~ M Registration ~ W Certi Lock the Tookars Configuration *  AuditLog =
— = MING Comm Band — —
g DAF Bar - = o ZHalp] | —
iy @ ool v & w
Perzonalize Finance hdail Messenger HotJabs
2, Yahoo! Search - Popular terms: Tour de France, Kobe Bryant, NASCAR, Christina Aquilera, PlayStation 2
. = Advanced
Search the Web: | search I - Preferences
Yahoo! Personals - [cebreakers make flirting a breeze 8ign In .
. L ) o Get fi il with SpamGuard!
Shop Auctions, Autos, Classifieds, Eeal Estate, Shopping, Travel o > Yzm;elemilri?a_' SV:' " upanr;:ar
Find HotJobs, Maps, People Search, Personals, Yellow Pages ' an
Connect Chat, GeoCities, Greetings, Groups, Mail, Messenger, Mobile
Organize Addresses, Briefcase, Calendar, My Yahoo! PayDirect, Photos
Fun Games, Horoscopes, Kids, Movies, Music, Radio, TY ;
Info Finance, Health, News, Sports, VWeather More Yahoo!... | .
N i " . |
Make ¥ahoo! your home page Visit Official Site - Open 4d - Ad Feedback
“:";.Yahoo‘ Shﬂpp]ﬂg Music - Apparel - Books - More... Zi41prn ET, Thu Jul 24
* |5 releases photos of Saddam's
- Computers - Consumer Reports 50N5
- Home & Garden - Save on PDAS * C|A concludes new tape is likely
: Electronics - Besearch & Compare 4 Saddam
- DVD & Video - Palm Showcase . .
e e Great Deals at Dell! Sao Tome coup ends; rebels get
_— — Free Shipping with m _
Search in Shopping: | ﬂ Dell PCs. Details., * Eight to share Elizabeth Smart
reward N
|@ Cicne @ Internet 4

.'E;"Startl J B [% @ . ”@Yahoo! - Micros...

[N
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5 OneGroup™ — Secure Group Communication System

SETELS

SETECS OneGroup™

Free Download !

http://www.setecs.com/DL/Download.html

E-mail : sead.muftic@setecs.com
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