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SUMMARY OF CHANGES

1 October 2001

–
Initial Draft of Document released for review.

30 November 2001 

–
Initial Release of Document.

1 January 2002    

–
Added list of required hotfixes.


Added Appendix A for future hotfixes and retroactive IAVA listing.

18 January 2002     

–
Added list of previous IAVAs that apply to Windows XP to Appendix A.
19 February 2002  

–
Added SNMP Patch to required hotfixes.

11 March 2002      

–
Added additional required hotfixes.

15 April 2002      

–
Added additional hotfixes.

Removed FOUO references.

Added path search order restriction.

Deleted Section 1.9, Document Revisions.

Added Section 7, Additional Security Requirements.

Deleted Appendix B, Document Revision Request.

2 May 2002        

–
Added IAVM references to required fixes where applicable.

1 July 2002        

–
Added additional hotfixes.



–
Added initial information on the .NET Framework.

30 Aug 2002       

–
Updated general information throughout the document.



–
Added Microsoft Security bulletin numbers to required patches.



–
Added additional required hotfixes to Appendix A.



–
Inserted Section 1.6, DISA IAVM Program/VCTS Process.

· Changed Section 1.8, Waivers and Exemptions, to the Extensions section.

16 Sept 2002
–
Added bold text to Section 6.1.5.1.

–
Added Section 7.2 to cover automatic updates of Windows Media Player.

–
Removed requirements to run task scheduler as an account other than LocalSystem; the service must still be disabled if not needed.

7 Oct 2002
–
Added a requirement for Windows XP Service Pack 1.


–
Updated required service packs to indicate post SP 1 hotfixes.

25 Nov 2002
–
Added new required hotfixes for Windows XP and Internet Explorer 6.


–
Replaced the 1st paragraph in Section 1.1, Purpose, with a paragraph referencing DOD Directive 8500.1.

1.  INTRODUCTION

DISA Field Security Operations has developed this Secure Configuration of Windows XP Professional Security Technical Implementation Guide (STIG) to enhance the confidentiality, integrity, and availability of sensitive Defense Information Systems Agency (DISA) Automated Information Systems (AISs) that use the Windows XP Professional operating system (OS).  The existence of this STIG does not indicate approval to use the Windows XP Professional Operating System; it merely provides configuration guidance for use when and if a decision is made to deploy systems using the Windows XP Professional Operating System.

All future references to Windows, Windows XP, or XP in this STIG will refer to the Windows XP Professional operating system unless otherwise specified.

1.1  Purpose

Department of Defense (DOD) Directive 8500.1, Information Assurance, requires that "all IA and IA-enabled IT products incorporated into DOD information systems shall be configured in accordance with DOD-approved security configuration guidelines."  DISA Instruction 630‑230‑31 assigns the DISA Principle Director for Operations with the responsibility to develop and maintain Security Technical Implementation Guides (STIGs).  These STIGs serve as the security configuration guidelines required by DODD 8500.1.  The specific guidance contained in this STIG will change considerably in the future with the new international standard (Common Criteria for Information Technology Security Evaluation - ISO/IEC 15408) being implemented by the National Information Assurance Partnership (NIAP) and the planned release of DOD Instruction 8500.bb.  These issues will be addressed in an upcoming release of this STIG.  This document has been supplemented with additional information concerning the Windows XP operating system.

Each site network/communications infrastructure must provide secure, available, and reliable data for all customers, especially the warfighter.  This STIG is designed to provide security guidance with DISA-specific requirements.  This STIG will assist the following sites in meeting the minimum requirements, standards, controls, and options that must be in place for secure network operations.  Each of the following will be referred to hereafter as a site:

· Defense Enterprise Computing Centers (DECCs)

· Defense Enterprise Computing Center - Detachments (DECC-Ds)

· Regional Network Operations and Security Centers (RNOSCs)

· Global Network Operations and Security Centers (GNOSCs)

· Network Operations and Security Centers (NOSCs)

· Systems Support Offices (SSOs)

· DISA Continuity of Operations and Test Facility (DCTF)

· DOD Components

· Combatant Commanders

· Other DISA customers

Because customer-driven requirements and site operating environments are so varied, a cookie‑cutter approach to security is not practical.  The Information Systems Security Manager (ISSM), the Information Systems Security Officer (ISSO), the Terminal Area Security Officer (TASO), and the Network Security Officer (NSO), in cooperation with customers, must weigh security with operational necessities.  This STIG specifies the minimum requirements for securing the Windows XP operating system.  Each site may implement additional security measures as necessary to optimize the system’s overall operation.  If guidelines must be modified for the proper and secure operation of an operating environment and infrastructure, the ISSO will ensure the system's overall secure operation.

1.2  Scope

The requirements set forth in this document will assist ISSOs and ISSMs in securing the Windows XP Professional operating system for each site.  The document will also assist in identifying external security exposures created when the site is connected to at least one Information System (IS) outside the site’s control.  The site’s Configuration Control Board (CCB) will approve all major revisions to site systems.  Therefore, before implementing Windows XP security measures, the ISSO or TASO should submit a change notice to the CCB for review and approval.

1.3  Authority

The STIGs were initially developed to assist the sites in securing their systems against security and infrastructure vulnerabilities.  All sites have a vested interest in maintaining system security, as it directly impacts the site’s Certification and Accreditation (C&A).  Sites are mandated by DISA to have a valid C&A status by the authority derived from DOD Directive 5200.28, Security Requirements for Automated Information Systems, 21 March 1988, and the Computer Security Act of 1987, Public Law 100-235, January 1988.  The requirements for accreditation of DISA Information Technology, as described here, are found in DISAI 630-230-19, DISA Information Systems Security Program, July 1996.

This process has been extended to Joint Commands seeking to secure their systems against the same vulnerabilities.  While there is no mandate for their use at the Joint Commands, the value of the STIGs has been seen by each of the Unified Commands.

1.4  Writing Conventions

Throughout this document, statements are written using words such as “will,” and “should.”  The following paragraphs are intended to clarify how these statements are to be interpreted.

A reference using “will” implies mandatory compliance.  All requirements of this kind will also be documented in the italicized policy statements in bullet format, which follow the topic paragraph.  This will make all “will” statements easier to locate and interpret from the context of the topic.  The ISSO or SA (System Administrator) must adhere to the instruction as written.  Only a VMS (Vulnerability Management System) extension approved by DISA will table this requirement for DISA facilities.  The extension will have an expiration date, and does not relieve the ISSO or SA from continuing their efforts to meet the requirement.

A reference to “should” is considered a recommendation that further enhances the security posture of the site.  These recommended actions will be documented in the text paragraphs but not in the italicized policy bullets.  All reasonable attempts to meet these recommendations will be made.  However, if certain factors limit the implementation of the recommendation (such as customer requirements), written documentation must be maintained explaining the reason why the conditions cannot be met and what alternative implementation strategy is supplementing the instruction.
1.5  Intended Audience

This document is intended for ISSOs, SAs, ISSMs, and others who are responsible for the configuration, management, or support of information systems.  It assumes that the reader has knowledge of the Windows XP operating system and is familiar with common computer terminology.

This STIG is not intended to be an introduction to the Windows Operating System (OS).  Wherever possible, the complete sequence of steps needed to perform an action will be provided, but the reader should understand that these steps may vary based upon the configuration of the particular system being worked on.  It is assumed that the reader has enough knowledge to access and use the programs and tools discussed without explicit instruction.

1.6  DISA Information Assurance Vulnerability Management (IAVM)/Vulnerability Compliance Tracking System (VCTS) Process

DISA developed and mandated the Vulnerability Compliance Tracking System (VCTS) to notify its commands, agencies, and organizations of new and potential security vulnerabilities.  The VCTS meets the DOD mandate to ensure that information systems vulnerability alert notifications are received and acted on by all System Administrators (SAs).  It provides a mechanism to ensure that new vulnerabilities are corrected within the specified time period.  It provides the means, via the SRRDB (Security Readiness Review Database), for scheduling periodic validations of system status.  VCTS and the SRRDB have recently been combined into the Vulnerability Management System (VMS).  Users who require access to VMS should contact the Weblog Help Desk, DSN 570-5690, Commercial (717) 267-5690, e-mail weblog@chamb.disa.mil.

Each site will ensure that all DISA information systems and their SAs register with the VCTS.  A DISA information system is a system that is physically located at a DISA site or managed by DISA personnel.  The site will be responsible for registering all new systems and all new SAs with the VCTS.  The ISSO and ISSM will be responsible for ensuring that all Information Assurance Vulnerability Management (IAVM) notices are responded to and/or implemented.  The Field Security Operations SRRDB tracks the site implementation status of all IAVM alerts, bulletins, and technical advisories.  The SRRDB can provide SRR review teams with a list of system specific IAVM notices as well as the applicable fixes and patches.  The SRR Team will check each system to ensure IAVM compliance.  This document includes detailed information on any IAVM notices issued that applies to this technology.  Where applicable, these IAVM notices are referenced or included in summary format in this document.  All database related IAVM notices can be found in Appendix A, Windows XP Hotfixes, Service Packs, and IAVM Notices.
· The ISSO will ensure that all DISA critical assets are registered with the VCTS.

· System Administrators (SAs) responsible for critical assets will be registered with the VCTS.

· The ISSO and ISSM, in coordination with the SA and DBA, will be responsible for ensuring that all IAVM notices are responded to within the specified time period.

1.7  Extensions

With the recent migration of the SRRDB into VMS, one of the major changes is that the previous SRR waiver and exemption process has been discontinued.  Instead, sites must submit an on-line request for extension for any SRR finding that cannot be fixed and closed within the designated timeframe.  This is the same process used by VCTS.  The VMS SRRDB extension process for reviews and approvals will be similar as well.

Deviations from the standards will be allowed as long as:

· C2/EAL controls are not jeopardized.

· A true business case justifies each deviation.

· The security of the site is not adversely affected.

After a Security Readiness Review (SRR), a report of findings will be presented to the organization.  If findings cannot be resolved in a timely manner, an extension may be requested.  Justification may include operational reasons, technical conflicts, and insufficient funding.  An extension request should identify a plan and timetable for resolving the finding(s).  Any supplemental security countermeasures should also be addressed.

1.8  STIG Distribution

Compliance with the applicable Security Technical Implementation Guide (STIG) is mandatory for systems residing in a DISA facility and for any system directly administered by DISA.  The use of the principles and guidelines in this STIG will provide an environment that meets or exceeds the security requirements of DOD systems operating at the C2 system high level or EAL3 level, containing unclassified but sensitive information.  In the interest of promoting enhanced security for systems both inside DOD and within the Federal Government's computing environments, DISA encourages any interested DOD activity or party to obtain the applicable STIG from the Information Assurance Support Environment (IASE) web site.  This site contains the latest copies of any STIG, as well as checklists, scripts, and other related security information.

The NIPRNet URL for the IASE site is http://iase.disa.mil/.  The Secret Internet Protocol Router Network (SIPRNet) URL is http://iase.disa.smil.mil/.  The DISA Field Security Operations URL is http://guides.ritchie.disa.mil/.  Access to the STIGs on the IASE web server requires a network connection that originates from a .mil or .gov.  The STIGs are available to users that do not originate from a .mil or .gov by contacting the FSO Support Desk at DSN 570-9264, commercial 717‑267-9264, or e-mail to fso_spt@ritchie.disa.mil.

1.9  Document Revisions

Revisions to this document should be sent via e-mail to stig_comments@ritchie.disa.mil.  DISA Field Security Operations will coordinate all change requests with the relevant DISA Field Security Operations organizations, and other DISA organizations as appropriate, before inclusion in this document.
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2.  WIN32 OS

Although this STIG is designed to aid in the configuration of Windows XP Professional systems, it would not be complete without an examination of the ways in which these systems may inter‑operate with other versions of the Windows OS.

Guides are available for both Windows NT 4.0 and Windows 2000, so specifics about securing these systems will not be discussed here.  Consult the appropriate STIGs for all systems in your environment to ensure adequate security of your information systems.

2.1  A Brief History of the Windows Operating System

The Windows operating system was announced in November 1983, and the first version, Windows 1.0, was released in November 1985.  In November of 1987, Windows 2.0 was released.  Windows/386 was released after Windows 2.0 and added support for the Intel 386 processor line.  Windows 3.0 was released on 22 May 1990, and Windows 3.1 was released in April of 1992.

Windows NT, the first version of Windows to support true 32 bit processing, was released in July of 1993.  It was primarily intended for business use.  The first home version of the operating system to offer 32-bit support was Windows 95.  Windows 95 was released in August 1995.  Windows 98, the successor to Windows 95, was released in June 1998.  Windows 2000, the successor to Windows NT was released in February 2000.  Windows ME, the final version of the Windows 95 line, was released in the fall of 2000.

Windows XP is intended to be the final merger between the Windows 95 and the Windows NT kernel lines.  There will no longer be separate operating system lines for home and business use.  There will be different versions of the XP line intended for different users, but the underlying architecture will be the same.  Windows XP Professional and Home Edition were released on 25 October 2001.  Windows .NET server, the server version of the XP operating system, is scheduled for release in Q4 2002 or Q1/Q2 of 2003.

2.2  About the Win32 OS Kernels

There are two kernel lines currently in use, the Windows 9X kernel and the Windows NT kernel.  Both kernels provide 32-bit operations, but the manner in which they provide these operations differs.

The Windows 9X kernel line, which includes Windows 95, 98, and ME, is designed to maintain compatibility with legacy DOS-based programs.  To facilitate this, much of the underlying code is 16 bit.  32-bit operations are supported, but in many cases they are converted internally to 16‑bit code before execution.

The Windows NT kernel line, which includes Windows NT, 2000, and XP, is based entirely on 32-bit code.  The 16-bit operations are supported, but are converted to 32-bit code before execution.

2.3  Common Windows Features

All versions of Windows released after Windows NT 3.51 share a common user interface.  This interface includes the use of the Start menu, Taskbar, and Desktop elements.  This continuity across versions eases the transition and lessens the learning curve required when moving between versions.

Most Windows applications have the same interface elements.  This continuity between applications makes it easier for users to learn the operation of new applications.  To help present a standard interface, many of the common display elements are provided and controlled by the operating system itself.

2.4  Windows 9X Features

The Windows 9X kernel line was designed for the home user.  This line has little in the way of security features.  Network access may be controlled in a limited manner, but otherwise security is essentially non-existent.

The 9X line is more user friendly as a result of the lack of security.  No special rights or privileges are required to install or use programs, and no special access is required to access files.

The Win9x kernel originally had support for a wider range of software and hardware than systems based on the NT kernel, but newer versions of the NT kernel based OS (2000, XP) have essentially eliminated this difference.

2.5  Windows NT Features

The Windows NT kernel was designed to power Microsoft’s line of business products.  It provides built-in support for various network models and discretionary access control down to the file level.

Administration and use of the OS is more complicated than the 9X line due to the security features.  Windows NT 4.0 with Service Pack 6a and the C2 hotfix installed was evaluated and found to be compliant with C2 level security.

The Trusted Computer Security model is no longer being used to evaluate products.  It has been replaced by the common criteria standard.  The Controlled Access Protection Profile, available at http://www.radium.ncsc.mil/tpep/library/protection_profiles, has replaced the C2 level of certification.  Windows 2000 is currently being evaluated against this standard.  Information about the status of this evaluation is available at http://www.microsoft.com/technet/treeview/default.asp?url=/TechNet/security/prodtech/secureev.asp.

2.6  Windows XP

Windows XP is intended to be the final merger between the two kernel lines.  It combines the security features of the NT line and the hardware and software support of the 9X line.  There are currently three versions of the XP kernel operating system planned.

Windows XP Home Edition is intended for home users.  It implements a limited security model, true 32-bit operations, and many features designed for the home user.  It should not be used as a business operating system since it does not implement the full security model.

Windows XP Professional is intended for business or home use on systems that desire greater security than that provided by the home edition.  It has all of the features of the Home Edition and supports the full range of security options that are available from the NT line.

Windows .NET Server is planned for release in Q4 of 2002 or Q1/Q2 of 2003.  It is intended to replace existing operating systems on servers and to provide the advanced features necessary to accommodate multiple users at once.

2.7  Network Models

The Windows operating system provides two main networking models for connecting computers.

The first model is the workgroup model.  This model is intended for connecting small groups of computers and users together.  There is no shared security information and no centralized management.  Every user must have an account on every computer on which they need to access resources.

The other model is the domain model.  A domain contains centralized security and policy administration.  Users are usually issued accounts at the domain level, and those accounts can be used to access various computers and resources in the domain.  The domain is the preferred method of administering large groups of computers and users.  The two domain models currently available are NT 4.0 domains and the Active Directory integrated domains.

The domain model provides more control of users and security than the workgroup model, and it is recommended that a domain model be used in all systems.

2.7.1  Windows NT 4.0 Domains

Windows NT 4.0 domains are the prevalent domains in use today.  The servers in this type of domain may be either Windows NT 4.0 or 2000.  This model relies on one of the servers acting as a Primary Domain Controller (PDC), and others acting as Backup Domain Controllers (BDC).  The majority of security settings in an NT 4.0 domain must be set at the workstation level.

2.7.2  Active Directory Integrated Domains

Active Directory (AD) Integrated Domains are not as common yet, but most of the networks in use today or currently planned for deployment, will probably be using this model in the future.  This domain model requires that all servers run Windows 2000.  In addition, all Domain Controllers (DC) in this model are equal.  There is centralized policy management provided through the use of Group Policy Objects (GPO) in conjunction with the Active Directory.  This means that many security settings can be centrally managed.  It should be noted that these settings would only be effective when the domain controllers are available.  If a computer is placed on the network without retrieving the policy from the domain, it will be configured using only the local settings.

3.  SECURITY ADMINISTRATION

This section addresses administrative security requirements that are unique to DISA organizations and are required by DISA directives.  However, the concepts outlined here are recommended to any organization requiring a framework for managing security initiatives.

3.1  Access Matrices and Service Level Agreements (SLAs)

Organizational relationships play a significant role in providing infrastructure network security.  The site must provide a robust and secure environment that protects the software and hardware from unauthorized access.  This includes the protection of system-level resources (i.e., applications, database systems, and other utilities used by the DOD user community/customers).  The sites, in consideration of customer requests for system administration or operation, must provide a reasonably secure environment for these customers.  Owners of the data must define access requirements for their resources (i.e., actual databases, master files, and interactive transactions).

· The ISSO will document policy and procedures that reflect subjects (processes and authorized personnel) and their access to physical and logical (databases, applications, etc.) resources.

· The ISSO will provide documentation (such as SLAs and Memorandums of Agreement [MOAs]) that address security and define the responsibilities of both the site and the customer.  SLAs and Memorandums of Agreement should include measures for documenting who has access to system resources (e.g., DISA Form 41, etc.).

Sample forms for Access Matrices and SLAs are available from the IASE server as explained in Section 1.8, STIG Distribution.

3.2  Security Controls

Windows XP provides many configurable security features to secure both the operating system and networking functions.  System-level integrity consists of protecting both hardware resources and software resources.  The ISSO will ensure a Windows XP Professional system is configured to provide compliance with the security required by Department of Defense (DOD) Directive 5200.28 and OMB Circular A-130.  Use the following guidelines in the acquisition and implementation of products to ensure that security-related issues are adequately addressed:

· Products will be evaluated for sensitive functions that could compromise XP security, and will implement controls to protect those functions.  All security controls implemented will be coordinated with, and approved by, DISA Field Security Operations.

· The ISSO will ensure that a Vendor Integrity Statement has been obtained, either directly or through Field Security Operations, for all commercial software.

· The ISSO will approve any shareware, freeware, or any other non-Commercial-Off-The-Shelf or non-Governmental-Off-The-Shelf products.  Before approving the use of these products, the ISSO will have the products evaluated to ensure that they do not pose a security risk to the systems.

DISA Field Security Operations maintains a file of Vendor Integrity Statements.  To determine if a Vendor Integrity Statement is on file for a commercial product, contact the Field Security Operations Point-of-Contact (POC) at 717-267-9347 or DSN 570-9347.

A list of current Vendor Integrity Statements will be published on the DISA Information Assurance web site.

3.3  Patch Control

Maintaining the security of a Windows XP system requires frequent reviews of security bulletins.  Many security bulletins mandate the installation of a software patch or service pack to overcome security vulnerabilities.

SAs and ISSOs should regularly check the OS and application vendor web sites for information on new security patches that are applicable to their site.

· The ISSO will ensure that the Standard Operating Procedure (SOP) for each system includes the requirement to monitor Department of Defense Computer Emergency Response Team (DOD-CERT) bulletins at URL http://www.cert.mil.  Select the link to the DOD-CERT bulletins.

· The ISSO and SA will subscribe to the DOD-CERT/VCTS (Vulnerability Compliance Tracking System) bulletin mailing list.

· The ISSO will ensure that software patches are applied and documented.
3.4  Department of Defense Computer Emergency Response Team (DOD-CERT)

DOD-CERT is the approved DOD source for vulnerability updates.  The DOD-CERT web page is http://www.cert.mil.

· As a minimum, the ISSM will establish a policy to ensure that DOD-CERT Information Assurance Vulnerability Management Bulletins are being responded to and implemented in a timely fashion.  Refer to Section 12, Information Assurance Vulnerability Management (IAVM) Compliance.

· The ISSM will ensure that all applicable application-specific IAVM Bulletins are being responded to and implemented in a timely fashion.  Refer to the DOD-CERT web page at http://www.cert.mil.

· The ISSM will ensure that all ISSOs, SAs, and appropriate staff register with the Vulnerability Compliance Tracking System (VCTS).

· The ISSM will ensure that all servers are registered with the VCTS.

These requirements are in accordance with the Information Assurance Vulnerability Alert Process Within DISA memo from the DISA Chief of Staff.  VCTS was developed to comply with the SECDEF/ASD (C3I) Message, 252016Z, June 1998, Information Assurance Vulnerability Alert Process.

To register with VCTS, each individual must complete a DISA Form 41, System Authorization Access Request, and fax it to DECC-D Chambersburg, at (717) 267-9055 or DSN 570-9055.  In Block 18 of the form, provide a static or Class C IP address, a USPS mailing address, and an Internet e-mail address.  Check the appropriate access level required (classified and/or unclassified) on the DISA Form 41.  Additional information may be obtained by contacting the DECC-D Chambersburg Help Desk at (717) 267-5690, DSN 570-5690, or (800) 582-4764, or via NIPRNet e-mail at weblog@chamb.disa.mil.

The VCTS web site is at https://vcts.disa.mil.

3.5  DISA Form 41, Controlled Access to Machines, Files, and Functions

Access should be requested and granted in writing.  For DISA organizations, the vehicle for requesting and granting access and for defining the scope of access is DISA Form 41.

· The ISSO will ensure that all users are identified on DISA Form 41 (or the equivalent for non-DISA organizations) to include site staff and SAs that support the systems.  The forms should be maintained at the level where access is granted.
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4.  INSTALLATION

The following sections detail the steps that should be performed before, during, and directly after installation of the system to ensure security.

4.1  Pre-Installation

Before installing the Windows XP operating system you should ensure that your system meets the minimum hardware requirements and that all devices are compatible with the Windows XP OS.

You should also ensure that all necessary software is compatible with the XP operating system.

Virus protection is essential to a secure installation of any operating system.  A virus scanner that is compatible with Windows XP must be obtained and installed.  At the time of this writing, the only commercially released virus scanners that support Windows XP and are approved for use in the DOD environment are Norton AntiVirus 2002, Norton Antivirus Corporate edition 7.6.x, and McAfee AntiVirus Version 6.0.

· The ISSO will ensure that a Windows XP compatible virus scanner is installed on the system and updated as required.
4.2  Installation

The installation of Windows XP has been changed somewhat from previous versions of the OS.  Installation should be tested in the lab before being tried on production systems.  In addition, a full backup of a system should be made before installation in case there are problems.

For best results Windows XP should be installed on its own partition.  This partition should be formatted using the NTFS file system.  It is recommended that a fresh installation instead of an upgrade be performed whenever possible.  Upgrades from Windows 95, 98, or ME are currently unsupported by Microsoft.

· All partitions on the system will be formatted with NTFS.
Windows XP may be installed in a dual boot configuration provided the other boot options available have a published STIG and are configured to be STIG compliant.

· The system will not be permitted to boot into an alternate operating system, unless that operating system has a published STIG and is configured to be fully compliant with the appropriate STIG.

If the system has been upgraded from a DOS based system, then all DOS system files must be removed.  The best way to ensure this is to repartition and format the drive before installing Windows XP.

· The system will not be configured to allow booting into DOS, and all legacy DOS system files will be removed.

During installation you will be prompted to create up to five user accounts.  You must create at least one account at this point.  Any accounts created at this stage will be members of the Administrators group, and have no password set on them.  You should ensure that only needed Administrator accounts are created at this time and that all accounts created at this time have a strong password created as soon as possible.

· The ISSO will ensure that only the minimum number of Administrator accounts are created during the installation procedure.
· The ISSO will ensure that strong passwords are created for any accounts created during the installation immediately following the completion of the OS installation.
4.3  Post-Installation

After installation several actions must be performed.  Many of these steps may be performed during the installation if a custom installation script is used, but the creation of such a script is beyond the scope of this document.

Before connecting the system to the network it should be brought into compliance with the settings in this STIG.  The state of the connection will affect subsequent steps and should be taken into account.

4.4  Product Activation

Product activation must be performed to use the software for more than 30 days.  There are two methods of activation—over the Internet and over the phone.  Phone activation may be performed at any time.  Internet activation should be performed only after bringing the system into compliance with this STIG since it requires an Internet connection.

Product activation is a new anti-piracy system that Microsoft has put into place to help combat casual copying.  The software creates a unique hash based upon the hardware of the system and transmits that, in conjunction with a hash of the product key to Microsoft.  Microsoft then returns a product activation key.  If the hardware has changed significantly from the last time the product was activated, Microsoft must be contacted to allow activation.

Volume licensing agreements are available from Microsoft.  The products provided as part of a volume licensing agreement do not require activation to operate for more than 30 days.

4.5  Removal of Default Installation Components

The setup wizard in Windows XP does not allow as much flexibility in component selection as previous version of Windows.  Since that is the case, several default components are installed.  These components must be removed from the system.  These components include the Microsoft Zone Internet Games and MSN Explorer.

· The ISSO will ensure that the Microsoft Zone Internet Games are removed from the system.
· The ISSO will ensure that the MSN Explorer software is removed from the system.
4.6  Optional Components

There are several optional components available in Windows XP.  These components are either currently being evaluated or have been evaluated and found to pose a risk to the system.  Until the evaluation is complete or known security holes are fixed, these optional components should not be installed.

· The ISSO will ensure that Internet Information Services (IIS), also known as Personal Web Server, or any subset of the Internet Information Services is not installed on the system.
· The ISSO will ensure that the Management and Monitoring Tools components are not installed on the system.
· The ISSO will ensure that the Message Queuing components are not installed on the system.
· The ISSO will ensure that Simple TCP/IP Services are not installed on the system.
· The ISSO will ensure that the RIP Listener is not installed on the system.
· The ISSO will ensure that Print Services for UNIX are not installed on the system.
4.7  Default Accounts

Several new accounts are created as part of the default installation.  As these accounts are well known they may represent prime attack targets.  To help prevent attacks using the well-known accounts the following accounts should be disabled—HelpAssistant, Guest, Support_388945a0, and Administrator.

NOTE:
Before disabling the default Administrator account, ensure that another account with administrative privileges exists or the ability to administer the machine will be lost.

· The ISSO will ensure that the HelpAssistant, Guest, Support_388945a0, and Administrator accounts are disabled.
5.  REQUIRED OS PATCHES AND SERVICE PACKS

Part of properly securing an Operating System is keeping all software up-to-date.  Various patches, called hotfixes by Microsoft, have been released for Windows XP to fix problems.  All necessary hotfixes should be applied to your XP system.  When a hotfix is released, it should be evaluated to determine if it addresses issues that exist in software components that are installed on your system; if it does then it should be installed.  This section details the hotfixes that correct security vulnerabilities and that must be applied to all Windows XP systems.

Microsoft periodically releases Service Packs for various Operating Systems.  A Service Pack includes all hotfixes that were released prior to its availability, as well as fixes for other issues that may have been discovered but not corrected via a hotfix.  The first service pack for Windows XP was released in September.  Windows XP Service Pack 1 should be installed on all Windows XP systems to correct security vulnerabilities that have been discovered since the product’s release.

· The ISSO will ensure that Windows XP Service Pack 1 is installed on all Windows XP systems.
5.1  Future Patches and Service Pack Releases

An appendix to this document, Appendix A, Windows XP Hotfixes, Service Packs, and IAVM Notices, has been released and posted on the Field Security Operations and IASE web sites.  This appendix will list any required hotfixes that are released in the future.  It will be updated as needed and released on a monthly basis.  New versions should be reviewed as they are released, and all required hotfixes must be applied to ensure system security.

· The ISSO will ensure that Appendix A of this document is reviewed monthly for new requirements, and that any new hotfixes required are applied.
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6.  LOCAL GROUP POLICY OBJECT

The local group policy object controls many of the security settings on a Windows XP system.  Depending on the network environment, these settings may be affected by policies propagated through the domain.  In all case the final resultant policy should be equivalent to or more restrictive than the settings listed here.

To access the local group policy you need to add the group policy snap-in to a Microsoft Management Console (MMC).  To access the MMC follow these steps:

· Click the Start button on the taskbar to open the Start Menu.

· Select Run from the Start Menu.

· Type MMC in the open edit box of the Run dialog.

· Press the OK button.

An empty MMC should now be displayed.  To add the Group Policy snap-in, follow these steps:

· Choose File from the MMC menu.

· Select Add/Remove snap-in from the File menu.

· Click the Add button.

· Select Group Policy from the Add standalone snap-in dialog.

· Click Add.

· Select Local Computer in the Group Policy Object edit box of the Select Group Policy Object dialog.

· Click Finish.

· Click Close on the Add Standalone Snap-in dialog.

· Click OK on the Add/remove Snap-in dialog.

The left side of the MMC should now have a Local Computer Policy object in the tree.  The right side will display all of the objects contained within the currently selected objects.

6.1  Computer Configuration

The settings listed in the following sections are set by expanding the Local Computer Policy object, and then expanding the Computer Configuration object.  Settings will be made at various levels under the computer configuration object.  To change a setting, double click it to open the appropriate dialog box and select the appropriate choice.  Some dialogs may require that a value be entered; others require selection of a radio button, checkbox, or an item from a combo box.

6.1.1  Password Policy

The following settings are configured under the Password Policy object.  They control the length of time a password may be used, the complexity of the passwords, and several other password properties.

6.1.1.1  Enforce Password History

This setting controls how many passwords the system remembers.  Windows prevents the user from reusing a password until the specified number of different passwords has been used.  This setting should be set to a minimum of 24.

· The ISSO will ensure that the Enforce password history setting is 24 or more passwords remembered.
6.1.1.2  Maximum Password Age

This setting controls how often a user must change their password.  To ensure proper security, users should be required to change their passwords at least every 90 days.

· The ISSO will ensure that the Maximum password age is set to 90 days or less.
6.1.1.3  Minimum Password Age

This setting controls how soon after changing a password a user may change their password again.  This setting should be set to at least one day to prevent users from changing their passwords multiple times to circumvent the Enforce Password History setting.

· The ISSO will ensure that the Minimum password age is set to at least one day.
6.1.1.4  Minimum Password Length

This setting determines the minimum length of an acceptable password.  Longer passwords are statistically harder to guess or decrypt.

NOTE:
NSA has recommended the use of passwords or passphrases of more than 14 characters when in a native Windows 2000 or Windows XP environment to prevent the creation or transmission of the LANMAN hash of the password.

· The ISSO will ensure that the Minimum password length is set to at least eight characters.
6.1.1.5  Password Must Meet Complexity Requirements

This setting helps to control the composition of passwords.  If enabled, it forces users to use a combination of three of the four character sets (uppercase and lower case letter, numbers, and symbols).  This setting should be enabled until an enhanced password filter for Windows XP is developed.  A third-party password filter may be used provided it meets the following requirements:

· It must enforce a minimum password length of 8 characters.

· It must prevent the use of dictionary words, proper nouns, usernames, or parts of usernames as part of the password.

· It must require the four different character sets (numeric, uppercase, lowercase, and special characters).

· It must be capable of handling passwords up to 127 characters in length.

· The ISSO will ensure that the Passwords must meet complexity requirements setting is Enabled.
6.1.1.6  Store Passwords Using Reversible Encryption

This setting, if enabled, allows the passwords to be stored using an encryption algorithm that is easily reversible.  This setting should be disabled to make it more difficult to decipher users passwords.

· The ISSO will ensure that the Store password using reversible encryption setting is Disabled.
6.1.2  Account Lockout Policy

The following settings are located under the Account Lockout object.  These settings control the effect that entering the wrong password will have on the user’s account.  Locking an account out helps prevent the use of brute force password hacking techniques.

6.1.2.1  Account Lockout Duration

This setting controls how long a users account will be locked out if the password is entered incorrectly more times than the account lockout threshold.  A value of “0” means that a locked out account remains locked out until an Administrator unlocks it.  The value should be set to either a “0” or at least 15 minutes.

NOTE:
Since the BUILTIN|Administrator account is disabled, it is possible for other administrative accounts to be locked out.  If all Administrator accounts are locked out indefinitely, it will be impossible to administer the system.

· The ISSO will ensure that the Account lockout duration setting is either a “0”, indicating indefinite lockout, or at least 15 minutes.
6.1.2.2  Account Lockout Threshold

This setting controls how many invalid logon attempts may be made for a particular account before that account is locked out of the system.  A value of “0” indicates that account lockout is not enabled.  It should be set to at least one (1) and no more than three (3).

· The ISSO will ensure that the Account lockout threshold is set to a value of at least one, but no more than three invalid logon attempts.
6.1.2.3  Reset Account Lockout Counter

This setting controls how often the invalid logon attempts counter is reset.  It should be set to a value of at least 15 minutes.

· The ISSO will ensure that the Reset account lockout after setting is set to a minimum of 15 minutes.
6.1.3  Audit Policy

The audit policy controls what and when certain events are audited.  Auditing is an essential tool in the detection and subsequent analysis of a system compromise.  These settings are accessed under the Audit Policy object.  Not every type of event requires auditing.  The settings here are the minimum events that should be audited.  ISSOs may require auditing of additional events if they so desire.

6.1.3.1  Audit Account Logon Events

This setting controls the conditions under which an account logon event is recorded to the event logs.  Both success and failure should be audited.  Success should be audited so that a list of users who were logged on during an event can be compiled.  Failure should be audited to track possible attempts to obtain illegal access to a system.

· The ISSO will ensure that Audit account logon events is set to audit both success and failure.
6.1.3.2  Audit Account Management

This setting controls the conditions under which account management events are audited.  Both success and failure should be audited.  Success should be audited to monitor the creation or deletion of accounts to make sure the activity is authorized.  Failure should be audited to ensure that no unauthorized attempts to manage accounts are being made.

· The ISSO will ensure that Audit account management is set to audit both success and failure.
6.1.3.3  Audit Logon Events

This setting controls the auditing of non-account logon events, such as the LocalSystem logon and other process logon attempts.  These events should be audited for both success and failure.

· The ISSO will ensure that Audit logon events is set to audit both success and failure.
6.1.3.4  Audit Object Access

An object in Windows XP is any securable item on the system.  Objects include files, registry keys, the Active Directory, and many other items.  Auditing the successful access of objects may lead to large amounts of data being generated.  It may be useful in some situations, but in the majority of cases successful object access auditing is not essential.  The failure to access objects is an important event to audit.  Repeated failures may indicate a problem in the security policy or unauthorized attempts to access data.

· The ISSO will ensure that Audit object access is set to at least audit failures.
6.1.3.5  Audit Policy Change

This setting controls when changes to the local computer policy are audited.  Successful and unsuccessful changes to policy should be audited so an accurate history of policy modification can be maintained and unauthorized attempts to change system policy can be detected.

NOTE:
Auditing of policy change success on Release Candidates 1 and 2 caused system problems.  Testing on the release version of the OS indicates that these problems have been fixed.  If problems are encountered with auditing policy change success, failure only may be audited, provided documentation is maintained indicating the problems encountered.

· The ISSO will ensure that Audit policy change is set to audit both success and failure.
6.1.3.6  Audit Privilege Use

A privilege is a setting granted to a user or a group of users that allows them to perform specific actions such as shutting the system down or changing the system time.  It is important to know when someone attempts to use a privilege that they do not have.

· The ISSO will ensure that Audit privilege use is set to audit at least failure.
6.1.3.7  Audit System Events

System events are such events as system startup, shutdown, or some process startups or shutdowns.  It is important to audit these system events in order to track unusual system activity.

· The ISSO will ensure that Audit system events is set to audit both success and failure.
6.1.4  User Rights Assignments

User rights grant or deny certain privileges to users.  It is important to know who has which right on the system as certain rights may allow users to circumvent other security measures in place.  These settings are available under the User Rights Assignment object.

6.1.4.1  Access this Computer from the Network

This setting controls who may access this computer from a remote location.  It should be restricted to Administrators and Users.

· The ISSO will ensure that only Administrators and Users have the right to Access this computer from the network.
6.1.4.2  Act as Part of the Operating System

This right allows whoever has it to authenticate as any user or to authenticate as an anonymous user with full privileges.  No user accounts or groups should have this right, as it would allow someone to bypass auditing and security measures.

· The ISSO will ensure that no one has the right to Act as part of the operating system.
6.1.4.3  Add Workstations to Domain

This right allows a user to add a workstation or server into the domain.  Administrators have this right by default even if they are not explicitly listed as having it here.  No one besides an Administrator should be able to add a system to the domain.

· The ISSO will ensure that no one has the user right Add workstations to domain.
6.1.4.4  Adjust Memory Quotas for a Process

This right allows whoever has it to adjust the memory that a process may use.  Someone with this right could then lower the memory quota of a necessary service or raise the quota on another process, creating a denial of service situation.  This right is granted to the LOCAL SERVICE and NETWORK SERVICE accounts by default.  Until the effect of removing this right from these accounts can be determined, it is recommended that they retain the right.

· The ISSO will ensure that no one besides the LOCAL SERVICE and NETWORK SERVICE accounts have the user right Adjust memory quotas for a process.
6.1.4.5  Allow Logon through Terminal Services

This right allows whoever has it to log on through the Terminal Services features that are provided with Windows XP.  Until these features are fully evaluated no one should be using Terminal Services to access the computer.

· The ISSO will ensure that no one has the user right Allow logon through Terminal Services.
6.1.4.6  Backup Files and Directories

This right allows whoever has it to bypass file permissions in certain situations.  A user with this right may use backup software to create a backup copy of files, even if they are denied access to the file normally.  Only Administrators and Backup Operators should have this right.

· The ISSO will ensure that only Administrators and Backup Operators have the user right Back up files and directories.
6.1.4.7  Bypass Traverse Checking

This right allows access to subdirectories or files to which a user has permissions, even if they do not have permissions to access the parent directory.  This right is necessary for users to function properly.  Users and Administrators should have the user right.

· The ISSO will ensure that only Users and Administrators have the user right Bypass traverse checking.
6.1.4.8  Change the System time

This right allows whoever has it to change the system time.  An accurate system time is important for both auditing and authentication services.  Since the system time is of such importance, only Administrators should be able to change it.

· The ISSO will ensure that only the Administrators have the user right Change the system time.
6.1.4.9  Create a Pagefile

The pagefile is a system file that is used to provide disk space used for swapping information between the physical RAM on a system and temporary storage on disk.  Sensitive information may be moved from memory to the hard drive for temporary storage during processing.  Only Administrators should be able to configure the location and size of the pagefile since it could lead to the release of sensitive information, or a possible denial of service situation.

· The ISSO will ensure that only Administrators have the user right Create a pagefile.
6.1.4.10  Create a Token Object

A token is a security object that is used to identify a process to the operating system.  Normally a process runs with the token of the user account that is used to launch the process.  Allowing a user to create a token object allows a process launched by that user to create a new token, with another user’s access and rights to authenticate with the system.  This may allow a user to access files or use privileges that they normally would not be able to.

· The ISSO will ensure that no one has the user right Create a token object.

6.1.4.11  Create Permanent Shared Objects

A shared object is a system device (e.g., COM port, LPT port, PIPE, etc.) that may be accessed remotely.  No user should be able to share objects as it may allow a remote attacker to gain access to the system.

· The ISSO will ensure that no one has the user right Create permanent shared objects.
6.1.4.12  Debug Programs

This right allows a debugger to be attached to any process.  A debugger allows critical information to be viewed and changed.  This could allow someone to gain critical information about the system, or to change the operation of a process as it is executing and could lead to an escalation of privilege attack.  This  right is not necessary to debug programs launched by the user as a user may always debug processes that they have started.  This right would allow the user to debug processes started by other accounts.  No one should be able to debug programs in a production environment.

· The ISSO will ensure that no one has the user right Debug Programs.
6.1.4.13  Deny Access this Computer from the Network

This right explicitly denies any account that has the ability to access the local machine from a networked device.  The built-in Guests group, the Microsoft Support account (Support_388945a0), and the HelpAssistant account should be granted this user right, since they are well known accounts and are common points of attack.

· The ISSO will ensure that the built-in Guests Group, the built-in Microsoft Support Account (Support_388945a0), and the HelpAssistant accounts are granted the user right Deny access this computer from the network.
6.1.4.14  Deny Logon as a Batch Job

This right explicitly denies any account that has it the right to log on to the local machine as a batch job.

There are currently no requirements related to the assignment of this user right.

6.1.4.15  Deny Logon as a Service

This right explicitly denies any account that has it the right to log on to the local machine as a service.

There are currently no requirements related to the assignment of this user right.

6.1.4.16  Deny Logon Locally

This right explicitly denies any account that has it the right to log on through the local console.  The built-in Guests group, the Microsoft support account (Support_388945a0), and the HelpAssistant account should be granted this right as they are well known accounts and common points of attack.

· The ISSO will ensure that the built- in Guests Group, the built-in Microsoft Support Account (Support_388945a0), and the HelpAssistant accounts are granted the user right Deny logon locally.
6.1.4.17  Deny Logon through Terminal Services

This right explicitly denies any account that has it the right to log on through Terminal Services.  Until the functionality and security of Terminal Services are evaluated, the built-in group Everyone should be granted this right.

· The ISSO will ensure that the built-in group Everyone is granted the user right Deny logon through Terminal Services.
6.1.4.18  Enable Computer and User Accounts to be Trusted for Delegation

This user right allows the person who has it to mark accounts as trusted for delegation.  An account that has been so marked may have its credentials used by another process for authentication and access purposes.  No user should be able to mark accounts as trusted for delegation as it could allow process to access items or perform actions for which the user does not have authority.

· The ISSO will ensure that no one has the user right Enable computer and user accounts to be trusted for delegation.

6.1.4.19  Force Shutdown from a Remote System

This user right allows whoever has it to force the system to shut down from a remote system.  Since several known attacks involve forcing a machine reboot, the right to force the system to shut down from a remote system should be restricted to Administrators.

· The ISSO will ensure that only Administrators have the user right Force shutdown from a remote system.
6.1.4.20  Generate Security Audits

This user right controls who may generate an event entry to be entered into the security event log.  Since flooding of the security logs may lead to a denial of service condition or complicate audit log review, the right should be restricted.  The LOCAL SERVICE and NETWORK SERVICE accounts have this right by default.  Until more testing is done to determine the effect of removing this right, the LOCAL SERVICE and NETWORK SERVICE accounts should maintain it.

· The ISSO will ensure that only the LOCAL SERVICE and NETWORK SERVICE accounts have the user right Generate security audits.
6.1.4.21  Increase Scheduling Priority

This user right controls the ability to increase the scheduling priority of events.  Only Administrators should be able to control scheduling priority as changing of priorities may lead to unstable conditions.

· The ISSO will ensure that only Administrators have the user right Increase scheduling priority.
6.1.4.22  Load and Unload Device Drivers

Device drivers are software components that control the operating systems interface with the system hardware.  Most device drivers run as the local system account, and as such have elevated privileges on the system.  Administrators should be the only users allowed to load or unload device drivers, and all drivers should be evaluated in a non-production environment before installation.

· The ISSO will ensure that only Administrators have the user right Load and unload device drivers.
6.1.4.23  Lock Pages in Memory

This right controls the ability to mark a memory page as being locked in memory.  When a page is locked in memory, the system cannot move it from physical RAM to the pagefile.  Only the operating system should be able to lock a page in memory, as inappropriate use of this right could lead to system instability.

· The ISSO will ensure that no one has the user right Lock pages in memory.
6.1.4.24  Log On as a Batch Job

This right controls which accounts have the right to log on to the system as a batch job.  No accounts should be given this user right.

· The ISSO will ensure that no accounts have the user right Log on as a batch job.
6.1.4.25  Log On as a Service

This right controls which accounts may log on as a service.  Services are run automatically by the system, and have access to system resources that are normally unavailable.  The NETWORK SERVICE account has this right by default.  Until the effect of removing this right has been determined it should maintain the right.  No other accounts should be granted the right to log on as a service.

· The ISSO will ensure that no accounts other than NETWORK SERVICE are granted the user right Log on as a service.
6.1.4.26  Log On Locally

This right controls which accounts may be used to log on through the local console.  This right should be restricted to the BUILTIN\Administrator and Users groups.

· The ISSO will ensure that only the Administrators and Users groups are granted the user right Log on locally.
6.1.4.27  Manage Auditing and Security Log

This right allows the holder to view, archive, and clear the security log and to view or change the audit settings on various system objects.  Only the Auditors group should have this user right.  The creation and use of the auditors group is discussed in Section 3, Security Administration.

· The ISSO will ensure that only the Auditors group has the user right Manage auditing and security.
6.1.4.28  Modify Firmware Environment Variables

This right allows the holder to change environment variables on the system.  If environment variables are changed, system performance may be impacted or security precautions bypassed.  Only Administrators should be allowed to modify environment variables.

· The ISSO will ensure that only Administrators have the user right Modify firmware environment variables.
6.1.4.29  Perform Volume Maintenance Tasks

This right allows the holder to perform various maintenance tasks on the disk volumes of the system.  These tasks include creating or deleting partitions and formatting a partition.  Only Administrators should have this user right.

· The ISSO will ensure that only Administrators have the user right Perform volume maintenance tasks.
6.1.4.30  Profile Single Process

This right allows the holder to gather various performance and system usage information about a running process.  This information should only be available to Administrators.

· The ISSO will ensure that only Administrators have the user right Profile single process.
6.1.4.31  Profile System Performance

This right allows the holder to gather performance and resource usage information about the system as it is running.  This information should be restricted to Administrators.

· The ISSO will ensure that only Administrators have the user right Profile system performance.
6.1.4.32  Remove Computer from Docking Station

This right allows the holder to remove the computer from the docking station.  The ability to remove the computer from the docking station should be restricted to Administrators and Users.  In addition to this software setting, physical security measures should be put into place to control removal of the system.

· The ISSO will ensure that only Administrators and Users have the user right Remove computer from docking station.
6.1.4.33  Replace a Process Level Token

This right allows the holder to programmatically create an access token to be used by a process.  Using a programmatically created token, a process may gain access to resources to which the calling user does not have access.  The NETWORK SERVICE and LOCAL SERVICE accounts have this right by default.  Until the effect of removing this right from these accounts is determined, they should retain the right.  No other accounts should be granted this right.

· The ISSO will ensure that only the NETWORK SERVICE and LOCAL SERVICE accounts have the user right Replace a process level token.
6.1.4.34  Restore Files and Directories

This right allows the holder to replace or restore files and directories from backup media even if the user does not normally have access to the file or directory.  This right is used in combination with the Backup files and directories right to successfully back up and restore files without granting normal access to sensitive files.  Only Administrators and Backup Operators should have this user right.

· The ISSO will ensure that only Administrators and Backup Operators have the user right Restore files and directories.
6.1.4.35  Shut Down the System

An account with this user right may be used to shut down or restart the system.  Since many exploits require a system reboot, or the unexpected shutdown of a system could cause network problems, this right should be restricted to Administrators and Users.

· The ISSO will ensure that only Administrators and Users have the user right Shut down the system.
6.1.4.36  Synchronize Directory Service Data

This right allows the holder to initiate a domain-wide synchronization of the data in the directory.  Synchronization should be controlled at the domain level and should not be initiated from a workstation.  No one should have this user right.

· The ISSO will ensure that no one has the user right Synchronize directory service data.
6.1.4.37  Take Ownership of Files or Other Objects

This right allows the holder to take control of objects.  When a user takes control of an object, the user has complete control of it.  The user may change access controls on the object, or perform any other desired action.  Any user with this right has the ability to access all files on a system if so desired.  This right should be restricted to Administrators.

· The ISSO will ensure that only Administrators have the user right Take ownership of files or other objects.
6.1.5  Security Options

The Security options object of the Local Computer Policy GPO controls many of the security‑related settings on the system.  There are several new options in Windows XP that were unavailable in previous versions of Windows.  In addition many of the settings that were available in previous versions have been reorganized and have had some changes made to their policy description.

6.1.5.1  Accounts: Administrator Account Status

This setting controls the status of the default Administrator account.  Since the BUILTIN\Administrator account is a well-known account, it should be disabled.  Before disabling this account, another account with administrative privileges must be created; otherwise the ability to administer the system will be lost.
· The ISSO will ensure that the option Accounts: Administrator account status is set to Disabled.
6.1.5.2  Accounts: Guest Account Status

The guest account is a well-known account that is pre-configured on all Windows XP systems.  Since this account is well known it has become a standard point of attack.  It should be disabled.

· The ISSO will ensure that Accounts: Guest account status is set to Disabled.
6.1.5.3  Accounts: Limit Local Account Use of Blank Passwords to Console Logon Only

No accounts with blank passwords should exist on a system.  The password policy should prevent this from occurring.  However, if a local account with a blank password does exist, enabling this setting will limit the account to local console logon only.

· The ISSO will ensure that Accounts: Limit local account use of blank passwords to console logon only is set to Enabled.
6.1.5.4  Accounts: Rename Administrator Account

The BUILTIN\Administrator account has a well-known name and is a frequent point of attack.  To help protect against attacks that use the well-known account name, this account should be renamed.

· The ISSO will ensure that Accounts: Rename administrator account is set to rename the account to something besides Administrator.
6.1.5.5  Accounts: Rename Guest Account

The built-in guest account has a well-known name and is a frequent point of attack.  To help protect against attacks that use this well-known account name, this account should be renamed.

· The ISSO will ensure that Accounts: Rename guest account is set to rename the account to something other than Guest.
6.1.5.6  Audit: Audit the Access of Global System Objects

This setting controls the auditing of global system objects.  System objects are internal structures maintained by Windows.  To ensure proper auditing of the system, his should be enabled.

· The ISSO will ensure that Audit: Audit the access of global system objects is set to Enabled.
6.1.5.7  Audit: Audit the Use of Backup and Restore Privileges

This setting controls auditing of the use of backup and restore privileges.  Since user rights may allow users to backup or restore files that they do not have access to normally, the use of these privileges should be audited.

· The ISSO will ensure that Audit: Audit the use of backup and restore privileges is set to Enabled.
6.1.5.8  Audit: Shut Down the System Immediately if Unable to Log Security Audits

This setting controls how the system responds to a situation in which it is unable to log security events for any reason.  If the system is unable to log security events, it should be shut down immediately to preserve an audit trail.

· The ISSO will ensure that the setting Audit: Shut down the system immediately if unable to log security audits is set to Enabled.
6.1.5.9  Devices: Allow Undock Without Having to Log On

This setting controls the ability to undock the system without having to log on.  Since the removal of a computer should be controlled, users should have to log on before undocking the computer to ensure that they have the appropriate rights to undock the system.  In addition to software security settings, physical security should be in place to prevent unauthorized removal of computers.

· The ISSO will ensure that the setting Devices: Allow undock without having to log on is set to Disabled.
6.1.5.10  Devices: Allowed to Format and Eject Removable Media

This setting controls the ability to format or eject removable media.  The removable media referenced here refers to large capacity removable drives.  Drives of this type are most commonly used for system-wide or multi-user storage needs.  Since more than one user typically uses the media, only Administrators should be able to format or remove the media.

· The ISSO will ensure that the setting Devices: Allowed to format and eject removable media is set to Administrators only.
6.1.5.11  Devices: Prevent Users from Installing Print Drivers

A print driver is a low-level device driver that has access to several restricted system resources.  A low-level driver may perform many actions that would normally not be allowed.  The Administrator should install all drivers on a system after sufficient testing of the driver has been performed.

· The ISSO will ensure that the setting Devices: Prevent users from installing print drivers is set to Enabled.
6.1.5.12  Devices: Restrict CD-ROM Access to Locally Logged On User Only

By default Windows allows any program to access the CD-ROM.  This could lead to the compromise of sensitive data.  Access to the CD-ROM should be restricted to the currently logged on user.

· The ISSO will ensure that the setting Devices: Restrict CD-ROM access to locally logged-on user only is set to Enabled.
6.1.5.13  Devices: Restrict Floppy Access to Locally Logged On User Only

By default Windows allows any program to access the floppy drive.  This could lead to the compromise of sensitive data.  Access to the floppy drive should be restricted to the currently logged on user.

· The ISSO will ensure that the setting Devices: Restrict floppy access to locally logged-on user only is set to Enabled.
6.1.5.14  Devices: Unsigned Driver Installation Behavior

Code signing allows the publisher of the code to digitally sign the distribution so that end users may verify its authenticity.  This setting allows the Administrator to control the systems response when attempting to install a driver that is unsigned.  This setting should be set to either Warn but allow installation or Do not allow installation.

· The ISSO will ensure that the setting Devices: Unsigned driver installation behavior is set to either Warn but allow installation or Do not allow installation.
6.1.5.15  Domain Controller: Allow Server Operators to Schedule Tasks

This setting is not applicable on a workstation.

This setting is currently undefined for workstations.

6.1.5.16  Domain Controller: LDAP Server Signing Requirements

This setting is not applicable on a workstation.

This setting is currently undefined for workstations.

6.1.5.17  Domain Controller: Refuse Machine Account Password Changes

This setting is not applicable on a workstation.

This setting is currently undefined for workstations.

6.1.5.18  Domain Member: Digitally Encrypt or Sign Secure Channel Data (always)

This setting controls the signing and encryption of data transfers that are sent over secure channels.  In a native Windows XP domain, this setting should be enabled.  In a mixed mode domain, enabling this setting may cause communication problems and should be tested.  If this setting is not enabled, then the encryption and signing when possible settings must be enabled.

· The ISSO will ensure that the setting Domain Member: Digitally encrypt or sign secure channel data (always) is set to Enabled in a homogenous XP environment.
6.1.5.19  Domain Member: Digitally Encrypt Secure Channel Data (when possible)

This setting controls attempts to encrypt secure channel traffic.  This setting will encrypt the data whenever the client and server both can agree on an encryption protocol.  This setting should be enabled so that communications are encrypted whenever possible.

· The ISSO will ensure that the setting Domain Member: Digitally encrypt secure channel data (when possible) is set to Enabled.
6.1.5.20  Domain Member: Digitally Sign Secure Channel Data (when possible)

This setting controls attempts to sign secure channel traffic.  Digital signing helps to assure message integrity and authentication.  Enabling this setting will allow message signing whenever the client and server can agree on a signing protocol.  This setting should be enabled to ensure that messages are signed whenever possible.

· The ISSO will ensure that the setting Domain Member: Digitally sign secure channel data (when possible) is set to Enabled.
6.1.5.21  Domain Member: Disable Machine Account Password Changes

This setting controls the ability of the machine to change its account password.  The machine account password is used by the machine to authenticate with the domain and helps prevent unauthorized machines from joining the domain.  This password is changed by the machine without any human intervention.

· The ISSO will ensure that the setting Domain Member: Disable machine account password changes is set to Disabled.
6.1.5.22  Domain Member: Maximum Machine Account Password Age

This setting controls the maximum password age that a machine account may have.  This setting should be set to no more that 30 days, ensuring that the machine changes its password monthly.

· The ISSO will ensure that the setting Domain Member: Maximum machine account password age’ is set to 30 days or less.
6.1.5.23  Domain Member: Require Strong (Windows 2000 or Later) Session Key

This setting controls the required strength of a session key.  Session keys in Windows 2000 and XP are stronger than those in NT and should be used whenever possible.  When in a native XP or mixed XP/2000 environment, this should be enabled.  When in an environment with NT systems, this setting should be tested before implementing.

· The ISSO will ensure that the setting Domain Member: Require strong (Windows 2000 or later) session key is set to Enabled when in an environment consisting entirely of Windows 2000 and XP systems.
6.1.5.24  Interactive Logon: Do Not Display Last User Name

This setting controls the display of the name of the last user to log on to the system.  Display of this name is left to the discretion of the site at this time.  Displaying this name may give unauthorized users a valid username for use on the system and insight into the naming convention in use.

There is no requirement for this setting at this time.

6.1.5.25  Interactive Logon: Do Not Require CTRL-ALT-DEL

This setting controls a portion of the logon process.  It requires users to send the secure attention sequence to the system in order to receive the logon prompt.  This setting should be enabled to enforce use of the secure attention sequence.

· The ISSO will ensure that the setting Interactive Logon: Do not require CTRL‑ALT‑DEL is set to Disabled.
6.1.5.26  Interactive Logon: Message Text for Users Attempting to Log On

This setting controls the message text that is displayed to users as they attempt to log on to the system.  This message should be set to inform the user of the consequences of unauthorized use and the monitoring that may be used on the system.

· The ISSO will ensure that the setting Interactive Logon: Message text for users attempting to log on is set to the following text or its equivalent:
This is a Department of Defense computer system.  This computer system, including all related equipment, networks and network devices (specifically including Internet access), are provided only for authorized U. S. Government use.  DOD computer systems may be monitored for all lawful purposes, to ensure that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security procedures, survivability and operational security.  Monitoring includes active attacks by authorized DOD entities to test or verify the security of this system.  During monitoring, information may be examined, recorded, copied, and used for authorized purposes.  All information, including personal information, placed on or sent over this system, may be monitored.  Use of this DOD computer system, authorized or unauthorized, constitutes consent to monitoring of this system.  Unauthorized use may subject you to criminal prosecution.  Evidence of unauthorized use collected during monitoring may be used for administrative, criminal, or adverse action.  Use of this system constitutes consent to monitoring for these purposes.

6.1.5.27  Interactive Logon: Message Title for Users Attempting to Log On

This setting controls the dialog box title displayed when the user attempts to log on.  The title should be set to indicate that this is an official warning statement.

· The ISSO will ensure that the setting Interactive Logon: Message title for users attempting to log on should be set to the following text or its equivalent:
U.S. DEPARTMENT OF DEFENSE WARNING STATEMENT
6.1.5.28  Interactive Logon: Number of Previous Logons to Cache (in case Domain Controller is unavailable)

This setting controls the number of cached logons the system keeps.  If a domain controller is unavailable and the system has a cached logon for a given set of credentials, the system will allow the user to log on without authenticating to the domain.  Cached credentials include the user’s username and password.  Caching credentials could lead to the compromise of multiple domain accounts in the event of a workstation compromise.  This setting should be set to “0” to prevent the caching of credential information on the local system.

· The ISSO will ensure that the setting Interactive Logon: Number of previous logons to cache (in case Domain Controller is unavailable) is set to “0”.
6.1.5.29  Interactive Logon: Prompt User to Change Password Before Expiration

This setting controls when users are first informed that their passwords are about to expire.  Users should be informed at least 14 days before their passwords expire.

· The ISSO will ensure that the setting Interactive Logon: Prompt user to change password before expiration is set to at least 14 days.
6.1.5.30  Interactive Logon: Require Domain Controller Authentication to Unlock Workstation

This setting controls the behavior of the system when you attempt to unlock the workstation.  If this setting is enabled, the system will pass the credentials to the domain controller (if in a domain) for authentication before allowing the system to be unlocked.  This setting should be enabled.

· The ISSO will ensure that the setting Interactive logon: Require domain controller authentication to unlock workstation is set to Enabled.
6.1.5.31  Interactive Logon: Smart Card Removal Behavior

This setting controls the systems behavior when a smart card is removed.  Smart cards are physical devices used as part of the authentication process.  Upon their removal the system should be either locked or the user should be logged off.

· The ISSO will ensure that the setting Interactive logon: Smart card removal behavior is set to either Lock workstation or Force Logoff.
6.1.5.32  Microsoft Network Client: Digitally Sign Communications (always)

This setting controls the digital signing of all communications on the network.  It should be enabled in a homogeneous Windows XP environment, and tested in a heterogeneous environment.

· The ISSO will ensure that the setting Microsoft network client: Digitally sign communications (always) is set to Enabled if in a homogeneous Windows XP environment.
6.1.5.33  Microsoft Network Client: Digitally Sign Communications (if server agrees)

This setting controls the digital signing of communications.  If this is enabled and the server agrees to a signing algorithm, then communications are signed.  If a compatible signing algorithm is not found, then messages are unsigned.

· The ISSO will ensure that the setting Microsoft network client: Digitally sign communications (if server agrees) is set to Enabled.
6.1.5.34  Microsoft Network Client: Send Unencrypted Password to 3rd Party SMB Servers

This setting controls the transmission of password to third party SMB servers.  Many 3rd party servers require that passwords be sent to them as clear text.  This setting prevents the passing of unencrypted passwords to 3rd party SMB servers.

· The ISSO will ensure that the setting Microsoft Network Client: Send unencrypted passwords to 3rd part SMB servers is set to Disabled.
6.1.5.35  Microsoft Network Server: Amount of Idle Time Required Before Suspending Session

This setting controls the amount of time that a client connection can be idle before it is disconnected.  It should be set to a maximum of 15 minutes to prevent idle sessions from persisting on the network.

· The ISSO will ensure that the setting Microsoft network server: Amount of idle time required before suspending session is set to 15 minutes or less.
6.1.5.36  Microsoft Network Server: Digitally Sign Communications (always)

This setting controls the communication signing requirements when the machine is acting as a server.  If operating in a homogenous Windows XP environment it should be enabled.

· The ISSO will ensure that the setting Microsoft network server: Digitally sign server communications (always) is set to Enabled if in a homogenous Windows XP environment.
6.1.5.37  Microsoft Network Server: Digitally Sign Communications (if client agrees)

This setting controls the communication signing requirements when the machine is acting as a server.  If this setting is enabled, and the client agrees to a signing algorithm, then the communications will be signed.

· The ISSO will ensure that the setting Microsoft network server: Digitally sign communications (if client agrees) is set to Enabled.
6.1.5.38  Microsoft Network Server: Disconnect Clients When Logon Hours Expire

This setting controls the enforcement of logon hour restrictions.  If a user has restricted hours and this setting is enabled, the server will disconnect the user when the user’s logon hours expire.  This setting should be enabled.

· The ISSO will ensure that the setting Microsoft Network Server: Disconnect clients when logon hours expire is set to Enabled.
6.1.5.39  Network Access: Allow Anonymous SID/Name Translation

This setting controls the ability of users or process that have authenticated as anonymous users to perform SID/Name translation.  This setting should be disabled, as only authorized users should be able to perform such translations.

· The ISSO will ensure that the setting Network access: Allow anonymous SID/Name translation is set to Disabled.
6.1.5.40  Network Access: Do Not Allow Anonymous Enumeration of SAM Accounts

This setting controls the ability of anonymous users to enumerate the accounts in the SAM.  The SAM contains all the local account information for the system.  Anonymous users should not be able to query the SAM.

· The ISSO will ensure that the setting Network access: Do not allow anonymous enumeration of SAM accounts is set to Enabled.
6.1.5.41  Network Access: Do Not Allow Anonymous Enumeration of SAM Accounts and Shares

This setting controls the ability of anonymous user to enumerate accounts from the SAM and to enumerate the shares that are currently available.  This setting should be enabled, as anonymous users should not be able to retrieve information about the system.

· The ISSO will ensure that the setting Network access: Do not allow anonymous enumeration of SAM accounts and shares is set to Enabled.
6.1.5.42  Network Access: Do Not Allow Storage of Credentials or .NET Passports for Network Authentication

This setting controls the storage of authentication credentials or .NET passports on the local system.  Such credentials should never be stored on the local machine as that may lead to account compromise.

· The ISSO will ensure that the setting Network access: Do not allow storage of credentials or .NET passports for network authentication is set to Enabled.
6.1.5.43  Network Access: Let Everyone Permissions Apply to Anonymous Users

This setting helps define the permissions that anonymous users have.  If this setting is enabled then anonymous users have the same rights and permissions as the built-in Everyone group.  Anonymous users should not have these permissions or rights.

· The ISSO will ensure that the setting Network access: Let everyone permissions apply to anonymous users is set to Disabled.
6.1.5.44  Network Access: Named Pipes that can be Accessed Anonymously

Pipes are internal system communications processes.  They are identified internally by ID numbers that vary between systems.  To make access to these processes easier, these pipes are given names that do not vary between systems.  This setting controls which of these pipes anonymous users may access.  The COMNAP, COMNODE, SQL\QUERY, SPOOLSS, LLSRPC, EPMAPPER, LOCATOR, TrkWks, and TrkSvr pipes are listed here by default.  Until the effect of removal of these pipes from this setting is determined, it is recommended that the default setting be maintained.

· The ISSO will ensure that the setting Network access: Named pipes that can be accessed anonymously contains no entries besides COMNAP, COMNODE, SQL\QUERY, SPOOLSS, LLSRPC, EPMAPPER, LOCATOR, TrkWks, and TrkSvr.

6.1.5.45  Network Access: Remotely Accessible Registry Paths

This setting controls which registry paths are accessible from a remote computer.  It contains the following paths by default:

System\CurrentControlSet\Control\ProductOptions

System\CurrentControlSet\Control\Print\Printers

System\CurrentControlSet\Control\Server Applications

System\CurrentControlSet\Services\Eventlog

Software\Microsoft\OLAP Server

Software\Microsoft\Windows NT\CurrentVersion

System\CurrentControlSet\Control\ContentIndex

System\CurrentControlSet\Control\Terminal Server

System\CurrentControlSet\Control\Terminal Server\Userconfig

System\CurrentControlSet\Control\Terminal Server\DefaultUserConfig

Until the effect of removing these paths can be determined, it is recommended that they be left at the default settings.

· The ISSO will ensure that the setting Network access: Remotely accessible registry paths contains no entries besides the following:

System\CurrentControlSet\Control\ProductOptions System\CurrentControlSet\Control\Print\Printers System\CurrentControlSet\Control\Server Applications System\CurrentControlSet\Services\Eventlog

Software\Microsoft\OLAP Server

Software\Microsoft\Windows NT\CurrentVersion

System\CurrentControlSet\Control\ContentIndex

System\CurrentControlSet\Control\Terminal Server

System\CurrentControlSet\Control\Terminal Server\Userconfig

System\CurrentControlSet\Control\Terminal Server\DefaultUserConfig

6.1.5.46  Network Access: Shares that can be Accessed Anonymously

This setting controls which network shares may be accessed by an anonymous user.  The default setting includes the following shares—DFS$, and COMCFG.  Until the effect of removing these defaults is determined, it is recommended that they be left as the default setting.

· The ISSO will ensure that the setting Network access: Shares that can be accessed anonymously includes no entries except DFS$ and COMCFG.
6.1.5.47  Network Access: Sharing and Security Model for Local Accounts

Windows XP includes two network-sharing security models—Classic and Guest only.  Until the new Guest only method is fully evaluated, it is recommended that the Classic mode be used.

· The ISSO will ensure that the setting Network access: Sharing and security model for local accounts is set to Classic – local users authenticate as themselves.
6.1.5.48  Network Security: Do Not Store LAN Manager Hash Value on the Next Password Change

This setting controls whether or not a LAN Manager hash of the password is stored in the SAM the next time the password is changed.  The LAN Manager hash is a weak encryption algorithm and there are several tools available that use this hash to retrieve account passwords.

· The ISSO will ensure that the setting Network security: Do not store LAN Manager hash value on next password change is set to Enabled.
6.1.5.49  Network Security: Force Logoff when Logon Hours Expire

This setting controls whether or not users are forced to log off when their allowed logon hours expire.  If logon hours are set for users, then they should be enforced.

· The ISSO will ensure that the setting Network Security: Force logoff when logon hours expire is set to Enabled.
6.1.5.50  Network Security: LAN Manager Authentication Level

The LAN Manager authentication level controls that network authentication methods are in use on the network.  The higher the setting the more secure the passing of credentials through the network is.  This setting should be set to the highest level that allows full functionality in your network environment, with the setting Send LM & NTLM – use NTLMv2 session security if negotiated being the minimum allowable value for this option.

· The ISSO will ensure that the setting Network security: LAN Manager authentication level is set to at least Send LM & NTLM – use NTLMv2 session security if negotiated.
6.1.5.51  Network Security: LDAP Client Signing Requirements

This setting controls the signing requirements for LDAP clients.  This setting should be set to Negotiate signing or Require signing depending on the environment and type of LDAP server in use.

· The ISSO will ensure that the setting Network security: LDAP client signing requirements is set to at least Negotiate signing.
6.1.5.52  Network Security: Minimum Session Security for NTLM SSP-based (including secure RPC) Clients

Starting with Windows 2000 Microsoft has implemented a variety of security support providers for use with RPC sessions.  In a homogenous Windows XP environment, all of the options should be enabled and testing should be performed in a heterogeneous environment to determine the maximum-security level that provides reliable functionality.

· The ISSO will ensure that the setting Network security: Minimum session security for NTLM SSP based (including secure RPC) clients is at least set to require 128-bit encryption.
6.1.5.53  Network Security: Minimum Session Security for NTLM SSP-based (including secure RPC) Servers

Starting with Windows 2000, Microsoft has implemented a variety of security support providers for use with RPC sessions.  In a homogenous Windows XP environment, all of the options should be enabled and testing should be performed in a heterogeneous environment to determine the maximum-security level that provides reliable functionality.

· The ISSO will ensure that the setting Network security: Minimum session security for NTLM SSP based (including secure RPC) servers is at least set to require 128-bit encryption.
6.1.5.54  Recovery Console: Allow Automatic Administrative Logon

The recovery console is a special command-line environment that is used to recover from system problems.  The recovery console usually prompts the user for the Administrators account password.  If this setting is enabled, the administrative account is logged into the recovery console immediately.  This setting should be disabled.

· The ISSO will ensure that the setting Recovery Console: Allow automatic administrative logon is set to Disabled.
6.1.5.55  Recovery Console: Allow Floppy Copy and Access to All Drives and All Folders

When accessing the recovery console, copying files from the local hard drive to a floppy drive is usually prohibited.  The directories and drives that may be accessed through the console are also limited.  Enabling this setting allows full access to all drives on the system, and the ability to copy files from the hard drive to floppy disk.  This setting should be disabled.

· The ISSO will ensure that the setting Recovery Console: Allow floppy copy and access to all drives and all folders is set to Disabled.
6.1.5.56  Shutdown: Allow System to be Shut Down without Having to Log On

This setting controls the ability to shut down the system without having to log on first.  The ability to shut a system down should be restricted.  In order to enforce this restriction, users need to log on to the system to make sure they have the right to shut down the system.

· The ISSO will ensure that the setting Shutdown: Allow shutdown without having to log on is set to Disabled.
6.1.5.57  Shutdown: Clear Virtual Memory Pagefile

The pagefile, also called the swap file, is a system file used to store memory contents that are not currently being accessed when the physical memory is full.  Since sensitive data may be put into the pagefile, the pagefile should be cleared when the system is shutdown to prevent unauthorized access to the data.

· The ISSO will ensure that the setting Shutdown: Clear virtual memory pagefile is set to Enabled.
6.1.5.58  System Cryptography: Use FIPS compliant Algorithms for Encryption, Hashing, and Signing

This setting ensures that the system uses algorithms that are FIPS compliant for encryption, hashing, and signing.  FIPS compliant algorithms meet specific standards established by the U.S. Government and should be the algorithms used for all OS encryption functions.

· The ISSO will ensure that the setting System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing is set to Enabled.
6.1.5.59  System Objects: Default Owner for Objects Created by Members of the Administrators Group

Either the object creator or the Administrators group owns objects created by members of the Administrators group.  In order to ensure accurate auditing and proper accountability, the default owner should be the object creator.

· The ISSO will ensure that the setting System objects: Default owner for object created by members of the Administrators group is set to Object creator.
6.1.5.60  System Objects: Require Case Insensitivity for Non-Windows Subsystems

This setting controls the behavior of non-Windows subsystems when dealing with the case of arguments or commands.  Case sensitivity could lead to the access of files or commands that should be restricted.  To prevent this from happening, case insensitivity should be required.

NOTE:
It is recommended that the default of Enabled for this setting remain until further testing can be conducted.

· The ISSO will ensure that the setting System Object: Require Case Insensitivity for Non-Windows Subsystems is set to Enabled.
6.1.5.61  System Objects: Strengthen Default Permissions of Internal System Objects (e.g., Symbolic Links)

Internal system objects are data structures and processes that the system maintains and uses for internal use.  This setting increases the default permissions on these objects.

· The ISSO will ensure that the setting System objects: Strengthen default permissions of internal system objects (e.g., symbolic links) is set to Enabled.
6.1.6  NetMeeting

These settings control some of the operational parameters of NetMeeting, an online collaboration tool developed by Microsoft and included in the Windows XP distribution.  These setting are located in the NetMeeting object under the Local Computer Policy.

6.1.6.1  Disable Remote Desktop Sharing

Remote desktop sharing enables several users to interact and control one desktop.  This could allow unauthorized users to control the system.  Remote desktop sharing should be disabled.

· The ISSO will ensure that the setting Disable remote Desktop Sharing is Enabled.
6.1.7  Internet Explorer

Internet Explorer, Microsoft’s Web Browser, has been integrated with the Operating System to such an extent that it is essentially impossible to remove it from Windows XP.  Although the option to remove the desktop and start menu icons is available, the underlying program is still there.  Since it is impossible to remove, it should be configured as described in the Desktop Application STIG and the following settings should also be configured.  In addition all patches relating to Internet Explorer must be applied to the system.

NOTE:
The Java Virtual Machine (JVM) is no longer included in the default Internet Explorer installation.  To enable the use of Java enabled pages, download and install the JVM.

6.1.7.1  Security Zones: Use Only Machine Settings

This setting enforces consistent security zone settings to all users of the computer.  Security Zones control browser behavior at various web sites and it is desirable to maintain a consistent policy for all users of a machine.

· The ISSO will ensure that the setting Security Zones: Use only machine settings is set to Enabled.
6.1.7.2  Security Zones: Do Not Allow Users to Change Policies

This setting prevents users from changing the Internet Explorer policies on the machine.  Policy changes should be made by Administrators only, so this setting should be Enabled.

· The ISSO will ensure that the setting Security Zones: Do not allow users to change policies is set to Enabled.
6.1.7.3  Security Zones: Do Not Allow Users to Add/Delete Sites

This setting prevents users from adding sites to various security zones.  Users should not be able to add sites to different zones, as this could allow them to bypass security controls of the system.

· The ISSO will ensure that the setting Security Zones: Do not allow users to add/delete sites is set to Enabled.
6.1.7.4  Make Proxy Settings Per Machine (rather than per user)

This setting controls whether or not the Internet Explorer proxy settings are configured on a per‑user or per-machine basis.  All users of a machine should use the same proxy server to ensure consistent security policy enforcement.

· The ISSO will ensure that the setting Make proxy settings per-machine (rather than per user) is set to Enabled.
6.1.7.5  Disable Automatic Install of Internet Explorer Components

This setting controls the ability of Internet Explorer to automatically install components if it goes to a site that requires components that are not currently installed.  The System Administrator should install all components on the system.  If additional components are necessary, the user should inform the SA and have the SA install the components.

· The ISSO will ensure that the setting Disable Automatic Install of Internet Explorer components is set to Enabled.
6.1.7.6  Disable Periodic Check for Internet Explorer Software Updates

This setting determines whether or not Internet Explorer will periodically check the Microsoft web sites to determine if there are updates to Internet Explorer available.  The SA should manually install all updates on a system so that configuration control is maintained.

· The ISSO will ensure that the setting Disable Periodic Check for Internet Explorer software updates is set to Enabled.
6.1.7.7  Disable Software Update Shell Notifications on Program Launch

Microsoft Internet Explorer now supports a software distribution channel that may be used to update software installed on a machine.  If this setting is enabled, users will not be notified when programs are modified through the software distribution channel.  A user should always be notified when a software package is updated so that unauthorized or suspicious updates may be reported.

· The ISSO will ensure that the setting Disable software update shell notifications on program launch is set to Disabled.
6.1.8  Task Scheduler

The task scheduler is used to schedule tasks to run at certain times.  The ability to schedule tasks should be restricted to Administrators.  The settings in this section can be used to further restrict the ability to schedule tasks or modify scheduled tasks properties.

6.1.8.1  Hide Property Pages

This setting controls the ability to view the property pages of scheduled tasks.  This will prevent users from viewing or changing the properties of a scheduled task.  Administrators should be the only ones who are allowed to control a scheduled task so this setting should be enabled.

· The ISSO will ensure that the setting Hide property pages is Enabled.
6.1.8.2  Prohibit New Task Creation

This setting controls the ability to create new tasks using the new task wizard.  Administrators are still able to schedule tasks using the AT.exe utility.  Since tasks should only be scheduled by Administrators, this setting should be Enabled.

· The ISSO will ensure that the setting Prohibit New Task Creation is Enabled.
6.1.9  Terminal Services

Terminal Services are a new addition to the workstation line of Windows Operating Systems.  They allow multiple users to connect from remote terminals and use the resources of the local machine as if they were physically at the machine.  Until the functionality of Terminal Services on Windows XP Professional is fully evaluated, it is recommended that Terminal Services not be used.

6.1.9.1  Keep-Alive Messages

Keep-Alive messages are sent between the client and server to ensure that the connection state remains consistent with the client state.  It is possible, in some situations, for a client to be physically disconnected from the network but for the session to remain open.  If the client then reconnects, it could possibly create a new session but the original session could remain open.  To prevent this from happening, Keep-Alive messages should be disabled.

· The ISSO will ensure that the setting Keep-Alive Messages is set to Disabled.
6.1.9.2  Limit Users to One Remote Session

This setting limits users to one remote session.  It is possible, if this setting is disabled, for users to establish multiple sessions.

· The ISSO will ensure that the setting Limit users to one remote session is set to Enabled.
6.1.9.3  Limit Number of Connections

This setting limits the number of simultaneous connections allowed to the terminal server.  By default, unlimited connections are allowed.  Allowing unlimited connections allows a potential DoS attack.  The number of incoming connections should be limited to one.

· The ISSO will ensure that the setting Limit number of connections is enabled and that the value of TS maximum connections allowed is no more than 1.
6.1.9.4  Do Not Allow New Client Connections

This setting prevents new incoming connections, but does not disrupt existing connections.  This setting would normally be used to bleed-off connections to the terminal server.  Since we are currently not allowing the use of terminal services on professional machines, this setting should be enabled initially to prevent client connections.

· The ISSO will ensure that the setting Do not allow new client connections is set to Enabled.
6.1.9.5  Do Not Allow Local Administrators to Customize Permissions

This setting prevents the local Administrator accounts from modifying the permissions in the Terminal Services Configuration tool.  Terminal services configuration should be configured by the Domain Administrators, not by someone with local Administrator rights on the system.

· The ISSO will ensure that the setting Do not allow local administrators to customize permissions is set to Enabled.
6.1.9.6  Remote Control Settings

This setting is used to control the rules for remote control of Terminal Services user sessions.  Remote control of sessions should not be allowed.

· The ISSO will ensure that the setting Remote control settings is Enabled and that the Options are set to No remote control allowed.
6.1.9.7  Always Prompt Client for Password upon Connection

This setting, which is located under the Encryption and Security section of the Terminal Services configuration option, controls the ability of users to supply passwords automatically as part of their Remote Desktop Connection.  Disabling this setting would allow anyone to use the stored credentials in a connection item to connect to the terminal server.

· The ISSO will ensure that the setting Always prompt client for passwords upon connection is set to Enabled.
6.1.9.8  Set Client Connection Encryption Level

This setting, which is located under the Encryption and Security section of the Terminal Services configuration option, controls the encryption that is used for the client connection.  This setting will vary depending on the clients that are being used.  If a homogenous XP environment is in use, it should be set to high.  Otherwise it should be set to Client compatible.

· The ISSO will ensure that the setting Set client connection encryption level is enabled and set to high if in a homogenous XP environment or client compatible if non-XP terminal services clients are in use.
6.1.9.9  Do Not Use Temp Folders per Session

This setting, which is located under the Temporary Folders section of the Terminal Services configuration option, controls the use of per session temporary folders or of a communal temporary folder.  If this setting is enabled, only one temporary folder is used for all terminal services sessions.  If a communal temporary folder is used, it might be possible for users to access other users temporary folders.

· The ISSO will ensure that the setting Do not use temp folders per session is set to Disabled.
6.1.9.10  Do Not Delete Temp Folder upon Exit

This setting, which is located under the Temporary Folders section of the Terminal Services configuration option, controls the deletion of the temporary folders when the session is terminated.  Temporary folders should always be deleted after a session is over to prevent hard disk clutter and potential leakage of information.

· The ISSO will ensure that the setting Do not delete temp folder upon exit is set to Disabled.
6.1.9.11  Set Time Limit for Disconnected Sessions

This setting, which is located under the Sessions section of the Terminal Services configuration option, controls how long a session will remain open if it is unexpectedly terminated.  Such sessions should be terminated as soon as possible.

· The ISSO will ensure that the setting Set time limit for disconnected sessions is set to Enabled and that End a disconnected session is set to no more than one minute.
6.1.9.12  Set Time Limit for Idle Sessions

This setting, which is located under the Sessions section of the Terminal Services configuration option, controls how long a session may be idle before it is automatically disconnected from the server.  Users should disconnect if they plan on being away from their terminals for extended periods of time.  Idle sessions should be disconnected after 15 minutes.

· The ISSO will ensure that the setting Set time limit for idle sessions is set to Enabled and that the Idle session limit is set to no more than 15 minutes.
6.1.9.13  Allow Reconnection from Original Client Only

This setting, which is located under the Sessions section of the Terminal Services configuration option, controls whether a different client may be used to resume a disconnected session.  Only the original client should be able to resume a session to help prevent session hijacking.

· The ISSO will ensure that the setting Allow reconnection from original client only is set to Enabled.
6.1.9.14  Terminate Session When Time Limits are Reached

This setting, which is located under the Sessions section of the Terminal Services configuration option, controls whether or not clients are forcefully disconnected if their terminal services time limit is exceeded.  If time limits are established for users, they should be enforced.

· The ISSO will ensure that the setting Terminate session when time limits are reached is set to Enabled.
6.1.10  Windows Installer

Windows Installer packages are a new distribution package being used for the distribution of software.  Many new software products are using this distribution format, and the settings in this section control some of the installer’s behavior.

6.1.10.1  Always Install with Elevated Privileges

If the Windows Installer is allowed to execute with elevated privileges, it can access areas of the system and perform actions that the account used to launch the installer may normally not launch.  This could lead to unapproved software being installed or access to resources that the user cannot normally access.

· The ISSO will ensure that the setting Always install with elevated privileges is set to Disabled.
6.1.10.2  Disable IE Security Prompt for Windows Installer Scripts

If this setting is enabled, users are not prompted when a web-based program attempts to install software on the system.  Users should always be notified and asked for permission before a software package is installed to help prevent the installation of malicious software.

· The ISSO will ensure that the setting Disable IE security prompt for Windows Installer scripts is set to Disabled.
6.1.10.3  Enable User Control Over Installs

This setting permits users to change installation settings that are normally only available to System Administrators.  To do this, several Windows Installer security checks are bypassed.  This setting should be disabled to prevent users from changing software installation options.

· The ISSO will ensure that the setting Enable user control over installs is set to Disabled.

6.1.10.4  Enable User to Browse for Source While Elevated

This setting controls the ability of the user to browse the disk if an installer package executing with elevated privileges is executing.  This could allow a user to access directories that they normally may not access.

· The ISSO will ensure that the setting Enable user to browse for source while elevated is set to Disabled.
6.1.10.5  Enable User to Use Media Source While Elevated

This setting allows users to install programs from removable media when executing an installer package that is running with elevated privileges.

· The ISSO will ensure that the setting Enable user to use media source while elevated is set to Disabled.
6.1.10.6  Enable User to Patch Elevated Products

This setting enables users to patch a product that was installed with elevated privileges.  Such patching may result in the corruption or replacement of critical files and should not be allowed.

· The ISSO will ensure that the setting Enable user to patch elevated products is set to Disabled.
6.1.10.7  Allow Admin to Install from Terminal Services Session

This setting allows Terminal Services Administrators to install and administer software remotely.  Until Terminal Services is fully evaluated, it should not be used.

· The ISSO will ensure that the setting Allow admin to install from Terminal Services session is set to Disabled.
6.1.10.8  Cache Transforms in Secure Location on Workstation

Transforms are control files that specify many settings in customized installations of software packages that use the Windows installer.  Normally a copy of the transform file is stored in the user’s profile.  The transform file may contain critical system information and should be stored in a secure location on the machine, instead of in a user’s profile.

· The ISSO will ensure that the setting Cache transforms in secure location on workstation is set to Enabled.
6.1.11  Windows Messenger

Windows messenger is an instant messaging (IM) application created and distributed by Microsoft.  There have been recent virus releases that use the Windows messenger client as a distribution method, since most virus scanners do not currently scan IM messages or files.  In addition, IM clients require registration with a central server and may be the target of DoS or other attacks.

Windows Messenger also requires users to create a Microsoft Passport account in order to use the messenger.  Passport accounts are also created if a user signs up for an e-mail account on the Hotmail e-mail service.  Several security vulnerabilities have been discovered recently in the Passport system that could lead to a compromise of the information stored on the passport servers.

6.1.11.1  Do Not Allow Windows Messenger to be Run

This setting prevents the Windows Messenger client from being run.  Since the client is currently vulnerable to several types of attacks, users should be prevented from launching it.

· The ISSO will ensure that the setting Do not allow Windows Messenger to be run is set to Enabled.
6.1.11.2  Do Not Automatically Start Windows Messenger Initially

This setting prevents the automatic launch of Windows Messenger at user logon.

· The ISSO will ensure that the setting Do not automatically start Windows Messenger initially is set to Enabled.
6.12  System

The System section and its sub-sections of the local computer policy contain several settings that should be set to maintain security.

6.12.1  Turn Off Autoplay

This setting controls whether or not autoplay is allowed and, if so, on which drives.  Autoplay may be used to launch programs without the user’s knowledge or in a different user context (such as when the screen saver is active) and should be disabled on all drives.

· The ISSO will ensure that the setting Turn off Autoplay is set to Enabled and that the value of Turn of Autoplay on is set to All drives.
6.13  User Profiles

6.13.1  Delete Cached Copies of Roaming Profiles

This setting controls whether or not cached copies of roaming profiles are deleted from the local drive once a user logs off.  If a copy is left on the local drive, files from that profile may be accessed by unauthorized users.

· The ISSO will ensure that the setting Delete cached copies of roaming profiles is set to Enabled.
6.14  Logon

The Logon section contains several settings that control the behavior of the system when allowing the user to log on to the system.

6.14.1  Always Use Classic Logon

This setting forces Windows to use the Classic logon method of requiring the secure attention sequence and then the input of user credentials.  This setting also controls the traditional use of the secure attention sequence when logged on to allow the user to lock the system when leaving the workstation.

· The ISSO will ensure that the setting Always use classic logon is set to Enabled.
6.14.2  Always Wait for the Network at Computer Startup and Logon

The setting determines if Windows waits for complete network initialization before allowing the user to log on.  Part of this initialization is the application of Group Policy.  If the setting is not enabled, then a user may log on before all GPOs (Group Policy Objects) are obtained and processed and so the user may operate under the incorrect security context for a time.  To prevent this the setting should be enabled.

· The ISSO will ensure that the setting Always wait for the network at computer startup and logon is set to Enabled.
6.15  Group Policy

The Group Policy section contains several settings that control the refresh intervals and application rules that apply to group policy.  Since maintaining security in a Windows 2000 or XP environment is so reliant on GPOs, there are several important settings in this area.

6.15.1  Turn Off Background Refresh of Group Policy

If this setting is enabled, then Group Policy settings are not refreshed while a user is currently logged on.  This could lead to instances when a user does not have the latest changes to a policy applied and is therefore operating in an insecure context.

· The ISSO will ensure that the setting Turn off background refresh of Group Policy is set to Disabled.
6.15.2  Group Policy Refresh Interval for Computers

This setting specifies how often domain members check to see if their group policy settings have changed.  The default settings are 90 minutes with a random time of up to 30 minutes added.  This default should not need to be changed.  Any change should not exceed the default refresh intervals.

· The ISSO will ensure that the Group Policy refresh interval for computers does not exceed a total time (default time plus random interval) of 120 minutes.
6.15.3  Group Policy Refresh Interval for Domain Controllers

This setting specifies how often domain controllers check for and apply policy changes.  The default settings are five minutes with no random time added.  This default should not be changed.

· The ISSO will ensure that Group Policy refresh interval for domain controllers does not exceed a total time (default time plus random interval) of five minutes.
6.16  Remote Assistance

Remote assistance is a new feature of Windows XP that allows users to solicit and offer help to others.  This help is in the form of viewing or controlling the computer where the help is needed.  Until the security of Remote Assistance has been fully evaluated it should not be used.

6.16.1  Solicited Remote Assistance

This setting controls whether or not solicited remote assistance is allowed from this computer.  Solicited assistance is help that is specifically requested by the user.

· The ISSO will ensure that the setting Solicited Remote Assistance is set to Disabled.
6.16.2  Offer Remote Assistance

This setting controls whether unsolicited offers of help to this computer are allowed.  The list of users allowed to offer remote assistance to this system is accessed by pressing the Helpers button.

· The ISSO will ensure that the setting Offer Remote Assistance is set to Disabled.

6.17  Error Reporting

Error reporting is a new service that notifies the user, a central corporate location if defined, and Microsoft of operating system and application errors.  This information includes the contents of the systems memory at the time of the error and may transmit sensitive information to Microsoft.

6.17.1  Report Errors

This setting controls the reporting of errors to Microsoft and, if defined, a corporate error reporting site.  This does not interfere with the reporting of errors to the local user.  Since the contents of memory are included in this Error Report, sensitive information may be transmitted to Microsoft.  This feature should be disabled to prevent the release of such information.

· The ISSO will ensure that the setting Report Errors is set to Disabled.
6.18  Windows Time Service

The Windows Time Service controls time synchronization settings.  Time synchronization is essential for authentication and auditing purposes.  The Windows Time Service attempts to synchronize with the Microsoft time server time.windows.com.  If the Windows Time Service is used, it should synchronize with a secure, authorized time source, and not the Microsoft time server.

· The ISSO will ensure that the Windows Time Service (if it is used) utilizes a secure, authorized time server.
6.19  Network Connections

Settings under network connections control certain behavior when connected to a network.

6.19.1  Prohibit Use of Internet Connection Sharing on the DNS Domain Network

Internet connection sharing allows the computer to act as a gateway for other systems to access the Internet.  It uses network address translation (NAT) to provide connections to multiple computers through a single Internet connection.  This should not be used on a network as it could allow unauthorized machines access to the network.

· The ISSO will ensure that the setting Prohibit use of Internet Connection Sharing on your DNS domain network is set to Enabled.
6.19.2  Prohibit Installation and Configuration of Network Bridge on the DNS Domain Network

A network bridge is used to connect various network segments to each other.  Network bridges should be dedicated hardware, and workstations should not be used for this purpose.

· The ISSO will ensure that the setting Prohibit installation and configuration of Network Bridge on your DNS domain network is set to Enabled.
6.20  SNMP

Windows XP includes SNMPv2 to provide network monitoring and performance information.

6.20.1  Communities

If SNMP is being used, the allowed community names should be entered here.  Well-known community names like Private and Public should not be used.

· The ISSO will ensure that, if SNMP is being used, the community names in use are not well known.
6.20.2  Permitted Managers

SNMP managers are used to retrieve information from SNMP agents on the network.  If SNMP is being used, then the list of permitted managers should be configured.

· The ISSO will ensure that the setting Permitted Managers contains only authorized SNMP managers, if SNMP is being used on the system.
6.20.3  Traps for Public Community

Traps are messages sent by SNMP agents when a critical event occurs.  This setting controls where trap messages are sent when generated by the SNMP agent.

· The ISSO will ensure that, if SNMP is being used, this setting only contains authorized trap recipients.
6.21  Printers

The Printers section of the GPO contains various settings that control the use, advertisement, and installation of printers and their drivers.

6.21.1  Disallow Installation of Printers Using Kernel-mode Drivers

Kernel-mode drivers are drivers that operate in kernel mode.  Kernel mode allows virtually unlimited access to hardware and memory.  A poorly written kernel driver may cause system instability and data corruption.  Malicious code inserted in a kernel-mode driver has almost no limit on what it may do.  Most modern printers do not require kernel-mode drivers.

· The ISSO will ensure that the setting Disallow installation of printers using kernel-mode drivers is set to Enabled.
7.  ADDITIONAL SECURITY REQUIREMENTS

The options detailed in this section represent miscellaneous settings that must be manually configured on Windows XP systems.  These settings are usually configured by adding or modifying registry keys directly instead of using the Group Policy or other MMC functions to configure.

7.1  Safe DLL Search Mode

The default search behavior, when an application calls a function in a Dynamic Link Library (DLL), is to search the current directory followed by the directories contained in the systems path environment variable.  An unauthorized DLL inserted into an applications working directory could allow malicious code to be run on the system.  Creating the following registry key and setting the appropriate value forces the system to search the %Systemroot% for the DLL before searching the current directory or the rest of the path.

· The ISSO will ensure that the following registry key exists on all Windows XP systems and that its value is set to 1:

KEY: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SessionManager\SafeDllSearchMode

TYPE: REG_DWORD

VALUE: 1

7.2  Windows Media Player Automatic Updates

By default, Windows Media Player for XP automatically checks for updates and prompts users to download and install them.  The Media Player will also automatically download the software algorithms necessary to play media files, called CODECS, if they are not already on the system.  In a managed IT environment, all updates should be tested and applied by the System Administrators, not by the end user.

7.2.1  Disabling Media Player for XP automatic Updates

The automatic check for updates perform by the Windows Media Player for XP must be disabled to ensure a constant platform and to prevent the introduction of unknown/untested software on the network.  Creating the following registry key will prevent the Media Player from checking for automatic updates.

· The ISSO will ensure that the following registry key exists on all Windows XP systems and that its value is set to 1:

KEY: HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\WindowsMediaPlayer\DisableAutoupdate

TYPE: REG_DWORD

VALUE: 1

7.2.2  Disabling Automatic CODEC downloads

The Windows Media Player for XP uses software components, referred to as CODECs, to play back media files.  By default, when an unknown file type is opened with the Media Player it will search the Internet for the appropriate CODEC and automatically download it.  To ensure platform consistency and to protect against new vulnerabilities associated with media types, all CODECs must be installed by the System Administrator.

To disable automatic CODEC downloads, the User Settings section of the Group Policy Object must be modified.  In the User Configuration section of the group policy, navigate to the Administrative Templates\Windows Components\Windows Media Player\Playback subsection.  The Prevent CODEC Download option must be enabled.

· The ISSO will ensure that the Prevent CODEC Download option is set to Enabled.
8.  SERVICES

Services are software components that provide functionality to the system.  Unfortunately services are also a prime target of attack.  To help protect your system, ensure that all unnecessary services are disabled.  Before disabling a service on a production system, its removal should be tested in the lab to ensure that it is not essential.

· The ISSO will ensure that all non-essential services on a system are disabled.
Services are managed through the computer management snap-in.  To access this snap-in, right click on My Computer and choose Manage or add the snap-in to a custom MMC.

8.1  Disabled Services

All disabled services should have the permissions detailed in the following table:

	GROUP
	PERMISSIONS

	Administrators
	Full Control

	System
	Full Control

	Interactive
	Read


To set the permission on a service, you may use the security configuration and analysis snap-in, the subinacl.exe program available in the Windows 2000 resource kit, programmatically with software developed in-house, or through an Active Directory Group Policy Object.

· The ISSO will ensure that all disabled services have their ACLs set to meet DISA requirements.

8.2  Restricted Services

Several services present known security vulnerabilities or have not been fully evaluated yet.  These services may not be run on a system and must have their startup type set to Disabled and be stopped if they are currently in use.

To disable a service, go to the Services section of the computer management snap in and double‑click on the service to be changed.  The startup type combo box controls when and how a service starts and should be marked as disabled for these services.  To stop a service, press the Stop button on the Service Properties general page.

The following table lists the services that must be disabled on a Windows XP Professional machine:

	SERVICE NAME

	Automatic Updates

	Computer Browser

	Fast User Switching

	NetMeeting Remote Desktop Sharing

	Remote Access Auto Connection Manager

	Remote Desktop Help Session Manager

	Remote Registry

	Routing and Remote Access

	Server 


	SSDP Discovery Service

	Telnet 


	Terminal Services


· The ISSO will ensure that the Automatic Updates service is disabled.
· The ISSO will ensure that the Computer Browser service is disabled.
· The ISSO will ensure that the Fast User Switching service is disabled.
· The ISSO will ensure that the NetMeeting Remote Desktop Sharing service is disabled.
· The ISSO will ensure that the Remote Access Auto Connection service is disabled.
· The ISSO will ensure that the Remote Desktop Help Session Manager service is disabled.
· The ISSO will ensure that the Remote Registry service is disabled.
· The ISSO will ensure that the Routing and Remote Access service is disabled.
· The ISSO will ensure that the Server service is disabled.
· The ISSO will ensure that the SSDP Discovery Service is disabled.
· The ISSO will ensure that the Telnet service is disabled.
· The ISSO will ensure that the Terminal Services service is disabled.
8.3  Task Scheduler

The Task Scheduler service is used to automatically schedule software to run at specific times.

· The ISSO will ensure that the Task Scheduler service is disabled if it is not being used.
8.4  Service Accounts

Services typically run under the local System Account, which generally have more permissions than are required by the service.  Compromising a service could allow an intruder to obtain System permissions and open the system to a variety of attacks.

· When possible, the System Administrator will configure services to run under local accounts with the minimum permissions and rights needed to perform their task.

· The System Administrator will remove or disable unneeded or unknown services.

· The ISSO will ensure that service accounts have their passwords changed at least annually.
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9.  ENVIRONMENTAL SUBSYSTEMS

Environmental subsystems provide the ability to run software designed for alternate (Non-Win32 or DOS based) operating systems on a Windows XP system.  Several of these subsystems contain known vulnerabilities.

A subsystem is loaded automatically when an application written for that subsystem is launched.  To prevent the exploitation of the subsystem vulnerabilities, the following changes should be made to the system.

NOTE:
You may need to configure the advanced search options to search system directories and to search for hidden or system files.

9.1  POSIX Subsystem

The POSIX subsystem, used to provide compatibility with the POSIX standard, should be removed from the system.  To remove the subsystem, delete the following files—POSIX.EXE, PSXSS.EXE, and PSXDLL.DLL.  The following registry keys should also be removed:

· HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems\Posix

· HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems\Optional

· The ISSO will ensure that the files POSIX.EXE, PSXSS.EXE, and PSXDLL.DLL are not on the system.
· The ISSO will ensure that the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems\Posix value is removed.
· The ISSO will ensure that the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems\Optional value is removed.
9.2  OS/2 Subsystem

The OS/2 subsystem provides support for OS/2 2.1 applications.  Although this subsystem has been removed from Windows XP, it may be present if the system was upgraded from a previous version of Windows.

To remove this subsystem the following files must be deleted if they exist—OS2.EXE, OS2SRV.EXE, and OS2SS.EXE.  The following registry values should also be removed if they exist:

· HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems\Optional

· HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems\OS2

· HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment\OS2LibPath

· The ISSO will ensure that the files OS2.EXE, OS2SRV.EXE, and OS2SS.EXE are removed from the system.
· The ISSO will ensure that the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems\Optional value is removed.
· The ISSO will ensure that the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Subsystems\OS2 value is removed.
· The ISSO will ensure that the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment\OS2LibPath is removed.
10.  ACCESS CONTROL

Ensuring the security of a Windows XP system involves the correct configuration of object security.  Several object types may be secured in the XP operating system.  The list of securable objects includes files, directories, services, printers, registry keys, shares, kernel objects (processes, threads, jobs, etc.), windows objects, directory service objects, WMI objects, security provider objects, and objects created by services or applications.

Each securable object has an access control list (ACL) associated with it that determines who can or cannot perform certain actions on the object.  An ACL is composed of various access control entries (ACE).

An ACE indicates the access rights and the SID that has that right.  ACEs may be of three types—access allowed, access denied, and system audit.  Access allowed ACEs grant the right to perform the specified actions to the associated accounts.  Access denied ACEs deny the right to perform the action.  System audit ACEs indicate that when the associated SID performs the specific actions, an entry is added to the systems audit logs.

10.1  File System Permissions

Permission on file system objects should be configured as detailed in the table below.

The following notation will be used throughout this section:

· %BootDrive% - The drive that contains the Windows XP boot files (i.e., NTLDR, BOOT.INI, etc).  This will be the same as %SystemDrive% in most cases.

· %SystemDrive% - The drive letter on which Windows XP system files are installed (e.g., C:\)

· %SystemRoot% - The folder in which Windows XP is installed (e.g., C:\winnt)

· %SystemDirectory% - %SystemRoot%\system32 (e.g., C:\winnt\system32)

NOTE 1:
Creator owner permissions apply to subfolders and files only.  Unless otherwise noted, these permissions should apply to all folders, subfolders, and files.

NOTE 2:
Not all of these directories or files will exist on a clean install of the OS, but they may exist if an upgrade from a previous OS is performed.  If the file or directory exists, the permissions must be as specified in the following chart.

	OBJECT
	ACCOUNT
	PERMISSIONS

	%BootDrive%
	Administrators

System

Creator Owner

Users
	ALL

ALL

ALL

RWX

	%BootDrive%\NTLDR
	Administrators

System
	ALL

ALL

	%BootDrive%\NTDETECT.COM
	Administrators

System
	ALL

ALL

	%BootDrive%\NTBOTTDD.SYS
	Administrators

System
	ALL

ALL

	%BootDrive%\BOOT.INI
	Administrators

System
	ALL

ALL

	%SystemDrive%

Folders, subfolders, and files
	Administrators

System

Creator Owner

Users
	ALL

ALL

ALL

RWX

	%SystemDrive%\AUTOEXEC.BAT
	Administrators

System

Users
	ALL

ALL

RX

	%SystemDrive%\CONFIG.SYS
	Administrators

System

Users
	ALL

ALL

RX

	%SystemDrive%\IO.SYS
	Administrators

System

Users
	ALL

ALL

RX

	%SystemDrive%\MSDOS.SYS
	Administrators

System

Users
	ALL

ALL

RX

	%SystemDrive%\Documents and Settings
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RX

	%SystemDrive%\Documents and Settings\Administrator (or profile directory for renamed administrator account)
	Administrators

System
	ALL

ALL

	%SystemDrive%\Documents and Settings\All Users\Application Data\Microsoft\Dr Watson
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RX, Traverse folder, Create Files, Create Folders

	%SystemDrive%\Documents and Settings\All Users\Application Data\Microsoft\Dr Watson \Drwtsn32.log
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RWXD

	%SystemDrive%\Documents and Settings\LocalService
	Administrators

System

LocalService
	ALL

ALL

ALL

	%SystemDrive%\Documents and Settings\NetworkService
	Administrators

System

NetworkService
	ALL

ALL

ALL

	%SystemDrive%\My Downloaded Files
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RWX

	%SystemDrive%\Program Files
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RX

	%SystemDrive%\Temp
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

Traverse folders, create files, create folders

	%SystemRoot%
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RX

	%SystemRoot%\Regedit.exe
	Administrators

System
	ALL

ALL

	%SystemRoot%\$NTServicePackUninstall$

(NOTE:  Include all service pack and hotfix uninstall directories.)
	Administrators

System
	ALL

ALL

	%SystemRoot%\CSC
	Administrators

System
	ALL

ALL

	%SystemRoot%\Debug
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RX

	%SystemRoot%\Minidump
	Administrators

System

Users
	ALL

ALL

RWX

	%SystemRoot%\Registration
	Administrators

System

Users
	ALL

ALL

RWX

	%SystemRoot%\Repair
	Administrators

System
	ALL

ALL

	%SystemRoot%\Temp
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

Traverse folders, create files, create folders

	%SystemRoot%\System32

Folders, subfolders, and files
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RX

	%SystemRoot%\System32\Ntbackup.exe
	Administrators

System
	ALL

ALL

	%SystemRoot%\System32\rcp.exe
	Administrators

System
	ALL

ALL

	%SystemRoot%\System32\regedt32.exe
	Administrators

System
	ALL

ALL

	%SystemRoot%\System32\rexec.exe
	Administrators

System
	ALL

ALL

	%SystemRoot%\system32\rsh.exe
	Administrators

System
	ALL

ALL

	%SystemRoot%\system32\secedit.exe
	Administrators

System
	ALL

ALL

	%SystemRoot%\system32\appmgmt.exe
	Administrators

System

Users
	ALL

ALL

RX

	%SystemRoot%\system32\config
	Administrators

System
	ALL

ALL

	%Systemroot%\system32\config\appevent.evt
	Administrators

Auditors Group

System
	RX

ALL

ALL

	%Systemroot%\system32\config\secevent.evt
	Administrators

Auditors Group

System
	RX

ALL

ALL

	%Systemroot%\system32\config\sysevent.evt
	Administrators

Auditors Group

System
	RX

ALL

ALL

	%SystemRoot%\\debug\usermode
	Administrators

System

Users
	ALL

ALL

Traverse folder, list folder, create files, create folders

	%Systemroot%\system32\dllcache
	Administrators

Creator Owner

System
	ALL

ALL

ALL

	%Systemroot%\system32\DTCLog
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

RX

	%SystemRoot%\system32\GroupPolicy
	Administrators

Authenticated Users

System
	ALL

RX

ALL

	%SystemRoot%\system32\ias
	Administrators

Creator Owner

System
	ALL

ALL

ALL

	%SystemRoot%\system32\NTMSData
	Administrators

System
	ALL

ALL

	%SystemRoot%\system32\repl
	Administrators

System

Users
	ALL

ALL

RX

	%SystemRoot%\system32\repl\export
	Administrator

Creator Owner

Replicator

System

Users
	ALL

ALL

RX

ALL

RX

	%SystemRoot%\system32\repl\import
	Administrator

Creator Owner

Replicator

System

Users
	ALL

ALL

RWXD

ALL

RX

	%SystemRoot%\system32\setup
	Administrator

System

Users
	ALL

ALL

RX

	%SystemRoot%\system32\spool\printers
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

Traverse folders, read attributes, read extended attributes, create files, create folders


10.2  Registry Key Permissions

Registry key permissions should be configured as detailed in the following table.

NOTE 1:
Unless otherwise specified, permissions should apply to all subkeys and values.

NOTE 2:
Not all of these registry keys or values will exist on a clean install of the OS, but they may exist if an upgrade from a previous OS is performed.  If the registry key or value  exists, the permissions must be as specified in the following chart.

10.2.1  HIVE: HKEY_LOCAL_MACHINE

	KEY
	ACCOUNT
	PERMISSIONS

	\Software

(include all subkeys)
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

QENR (read)

	\Software\Microsoft\NetDDE
	Administrators

Creator Owner

System
	ALL

ALL

ALL

	\Software\Microsoft\OS/2 Subsystem for NT
	Administrators

Creator Owner

System
	ALL

ALL

ALL

	\Software\Microsoft\Windows\CurrentVersion\

GroupPolicy
	Administrators

Authenticated Users

System
	ALL

QENR (read)

ALL

	\Software\Microsoft\Windows\CurrentVersion\

Installer
	Administrators

Authenticated Users

System
	ALL

QENR (read)

ALL

	\Software\Microsoft\Windows\CurrentVersion\

Policies
	Administrators

Authenticated Users

System
	ALL

QENR (read)

ALL

	\Software\Microsoft\Windows NT\CurrentVersion\Perflib
	Administrators

Interactive

Creator Owner

System
	ALL

QENR (read)

ALL

ALL

	\System
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

QENR (read)

	\System\ControlSetXXX

(XXX) Indicates the control set number
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

QENR (read)

	\System\CurrentControlSet\Control\

SecurePipeServers\winreg
	Administrators

Backup Operators

System
	ALL

QENR (read)

ALL

	\System\CurrentControlSet\Control\Wmi\Security
	Administrators

Creator Owner

System
	ALL

ALL

ALL

	\System\CurrentControlSet\Hardware Profiles
	Administrators

Authenticated Users

Creator Owner

System
	ALL

QENR (read)

ALL

ALL


10.2.2  HIVE: HKEY_USERS

	KEY
	USER
	PERMISSIONS

	\.Default
	Administrators

Creator Owner

System

Users
	ALL

ALL

ALL

QENR (read)

	\.Default\Software\Microsoft\NetDDE
	Administrators

Creator Owner

System
	ALL

ALL

ALL


10.2.3  HIVE: HKEY_CLASSES_ROOT

	KEY
	USERS
	PERMISSIONS

	CLASSES_ROOT\
	Administrators

Creator

System

Users
	ALL

ALL

ALL

QENR (read)


11.  .NET FRAMEWORK

The Microsoft .NET Framework, also referred to as the Common Language Runtime (CLR), provides an operating environment similar to the Java Runtime Engine (JRE).  Programs written and compiled to the .NET Platform may be run on any system with a CLR installed, regardless of the underlying OS.

One of the principal goals of the .NET Platform is to provide a common operating environment for web-based applications.  .NET mobile code is currently uncategorized.  According to the DOD mobile code policy, uncategorized mobile code is not allowed to execute on any DOD system.

The .NET Framework includes a complex security model that is currently being evaluated.  Until the security model, new programming languages, and the platform itself are evaluated, the .NET Framework will not be installed on any DOD systems.

· The ISSO will ensure that the .NET Framework is not installed on the system.
Microsoft has already released a Service Pack for the .NET Framework that fixes several problems.  If the .NET Framework is installed, it must be upgraded to .NET Framework Service Pack 2.

· The ISSO will ensure that the .NET Framework, if it is installed, is upgraded to Service Pack 2.
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12.  SECURITY POLICY

In addition to settings that may be specified through group policy or registry settings, there are several physical and operational requirements to a secure operating environment.  This section details the necessary operational policies and physical security measures that should be in place.

12.1  Physical Security of the Workstation

The workstation should be physically secured.  The definition of physical security will vary from site to site, but the following general guidelines will help in determining if your physical security is appropriate.

· The workstation should be located in an area where access is controlled.  It should not be accessible by the general public.

· Controls should be in place to prevent the unauthorized removal or relocation of the workstation or its hardware components.

· The ability to boot from removable media should be restricted.

· The CMOS should be password protected.

· If network access is not needed, the network card should be removed.

· The ISSO will ensure that the workstation is physically secure.
· Workstations will have Complimentary Metal-Oxide Semiconductor (CMOS)setup  level password protection enabled if available.  Each TASO will implement procedures ensuring this level of security is applied to each PC/workstation under their charge.  Corrupting the CMOS area will affect the entire computer, possibly making it unusable.

· The ISSO or TASO will ensure that the SA disables the ability to boot from removable media, if the computer hardware provides the option.

· If the computer does not require network access, the network card will be removed.

12.2  User Accounts

The proper maintenance of user accounts is essential to the secure operating environment.  All users should have a documented request for access and should be adequately trained to perform their duties.  All users should have their own accounts so that proper auditing may be performed.  A list of the authorized Administrators and backup operators of a system should be maintained at all times.  Accounts that are not going to be used for extended periods of time (more than 30 days) should be disabled or deleted.

· The ISSO will ensure that members of the Administrators group are properly trained and that a list of authorized Administrators is maintained.
· The ISSO will ensure that Administrators have separate accounts for administration and for regular use.
· The ISSO will ensure that backup operators are properly trained and that a list of the backup operators is maintained.
· The ISSO will ensure that Administrators have separate accounts for backup operations and for regular use.
· The ISSO will ensure that shared user accounts are not used on the system.
12.3  Password Reset Feature

Windows XP includes a new function known as the Password Reset feature.  This feature allows a user to create a disk that can be used at a later time to reset the password of the account.  This disk may be used an unlimited number of times, and no additional information needs to be provided.  A password-reset disk may be used by anyone who gains control of the disk to access the account for which it was created.  Policies should be put into place to prevent the creation of these disks.  Once a method of disabling this feature is found, it should be disabled to prevent the creation of these disks.

· The ISSO will ensure that a policy is in place forbidding the creation of password-reset disks.
12.4  Password Hint Feature

Windows XP includes a new password hint feature.  This allows a user to enter in a hint that the operating system will provide upon request to help remind the user of their password.  The ISSO should implement a policy disallowing the use of password hints or ensuring that password hints do not provide enough information for others to guess the password.

· The ISSO will ensure that a policy is in place forbidding the use of password hints or ensuring that the password hints in use are of sufficient obscurity.
12.5  Audit Log Management

12.5.1  Audit Log Archiving

Auditing will be enabled and configured in accordance with the guidelines in this section.  To be of value, audit logs will be reviewed on a regular basis to identify security breaches and potential weaknesses in the security structure.

· The ISSO will have local policies for archiving, reviewing, and evaluating audit trails.

12.5.2  Protecting Audit Logs

File access restrictions can be set to limit the viewing and editing of the Event Logs to authorized members of an Auditors group.  However, because of the structure of Windows XP, members of the Administrators group will still be able to view and edit the logs, if they use their privileges to modify their user rights and file permissions.  Therefore, local policies will preclude Administrators from changing those rights and ensure that only members of the Auditors group will be authorized change access to the Security Event Log.  The System Administrator(s) responsible for the installation and maintenance of the system(s) must be a member of the Auditors group.  This will permit the responsible Administrator to enable and configure system auditing.  Administrators who are not responsible for system maintenance will not be included in the Auditors group.

· The ISSO or TASO will protect XP Event Logs from other Administrators or unauthorized users who might change or delete them.  All access to Event Logs will be audited, and archived logs will remain under locked control.

· Local policy will preclude Administrators from changing the file access restrictions on Windows XP Event Logs.

· Windows XP Event Logs (APPEVENT.EVT, SYSEVENT.EVT, and SECEVENT.EVT) on servers, and workstations performing server functions, will be retained for at least one year.

· The ISSO will review the Event Logs on critical machines for unauthorized access.

Access to the Security Event Log will be given to an Auditors group.  The Auditors group will contain those individuals who are authorized to archive and clear the log.

12.6  Audit Policy

12.6.1  Audit Log Requirements

Auditing is a key component in maintaining a secure computing environment.  The scope of the auditing effort should be carefully planned to be consistent with operational requirements and system responsiveness.

· The ISSO will ensure that all XP systems are configured for auditing according DISA requirements.

Log size and the number of days before Event Log Wrapping occurs can be reduced on both workstations and servers if the site has an alternative auditing methodology that ensures the longevity and integrity of the data.  The Audit Server project implemented by DISA Field Security Operations is an acceptable solution.

XP workstations that do not share resources should keep sufficient audit information available for supporting the investigation of suspicious events.  They should be configured per the NSA NT Guide instructions with the following exceptions:

· The maximum log size for all logs will be set to at least 10,240 kilobytes.

· Event Log Wrapping should be set to Overwrite Events Older than 30 Days.
· XP workstations that do share resources should be configured as follows:

· The maximum log size for all log files will be set to 4194240 KB.
· Event log wrapping should be set to Do not overwrite events.

12.6.2  File Audit Settings

File auditing will be set on each local hard drive at the root directory level.  To set auditing, open Windows Explorer, right click on the root of each local drive or partition, and then choose Properties from the context menu.  Select the Security tab of the Disk Properties page.
  Click the Advanced button from the security page to open the Advanced Settings page.  Select the Auditing tab.  Check the box entitled Replace auditing entries on all child objects with entries here that apply to child objects, and then press the Add button.  Enter Everyone in the edit box, and then press OK.  Auditing should be set as detailed in the following table:

	SETTING
	SUCCESS
	FAILURE

	Full Control
	
	(

	Traverse Folder / Execute File
	
	(

	List Folder / Read Data
	
	(

	Read Attributes
	
	(

	Read Extended Attributes
	
	(

	Create Files / Write Data
	
	(

	Create Folders / Append Data
	
	(

	Write Attributes
	
	(

	Write Extended Attributes
	
	(

	Delete Subfolders and Files
	
	(

	Delete
	(
	(

	Read Permissions
	
	(

	Change Permissions
	(
	(

	Take Ownership
	(
	(


Configure the auditing to match the indicated settings, and then press OK.  Press Apply on the Auditing page, then OK.  Close the Properties page for the drive.  Repeat this for all local drives and partitions.

· The ISSO will ensure that file auditing is configured to meet DISA requirements.
12.6.3  Registry Auditing

Auditing should be configured for the HKEY_LOCAL_MACHINE and HKEY_USERS hives.  To configure auditing, right-click on the key to audit, choose Permissions from the context menu, and then press the Advanced button on the properties page.  Select the Auditing tab.  Check Replace auditing entries on all child objects with entries shown here that apply to child objects.  Then press the Add button.  Enter Everyone in the edit box, and then press OK.  The following table lists the required audit settings:

	SETTING
	SUCCESS
	FAILURE

	Full Control
	
	

	Query Value
	
	(

	Set Value
	(
	(

	Create Subkey
	(
	(

	Enumerate Subkeys
	
	(

	Notify
	
	(

	Create Link
	(
	(

	Delete
	(
	(

	Write DAC
	(
	(

	Write Owner
	
	

	Read Control
	(
	(


Set the auditing according to the above table, press Apply, and press OK.  Close the permissions tab for the selected key.

· The ISSO will ensure that the audit settings on the HKEY_LOCAL_MACHINE and HKEY_USERS registry keys and all subkeys and values are set to meet the DISA standards.
12.7  Registry Access Policy

Implementing security measures within the Windows XP environment includes using the Registry Editor.  Incorrect use of the Registry Editor may cause serious system-wide problems that may require the reinstallation of Windows XP to correct them.  Microsoft does not guarantee that any problems resulting from the use of the Registry Editor can be solved and warns to use this tool at one’s own risk.  Only a highly trained XP Administrator should modify registry settings.

· The ISSO will ensure that only trained, authorized System Administrators can access the registry to perform the Registry Editor function.

12.8  Locking the Workstation

Users should either log off or lock the server/workstation if they will be away from the computer for any length of time.

Logging off allows other users to log on (if they know the password to an account); locking the session does not.  If a server is not used for a set period of time, the server can be set to lock automatically by using any 32-bit screen saver with the Password Protected option.

· Systems will be configured to automatically lock with a password-protected screen saver after inactivity of no more than 15 minutes.  Five minutes is recommended.

· Users will lock the system before leaving the server/workstation unattended.

Applications requiring continuous, real-time screen display (i.e., network management products) should use the transparent screen saver available in the Microsoft Windows 2000 server resource kit.

12.9  Configuring Default User Screensaver Options

In an environment where roaming profiles are not used, every user logging on to an XP machine for the first time has a profile built for that user using the default user profile stored in the %SystemDrive%\Documents and Settings\Default User directory.  The default profile can be configured to apply the password‑protected screen saver requirements.  The default user profile is a registry hive, and as such, it can be edited with the following procedure:

1. Start Regedt32.  When it opens, open up the Hkey_Users window and select the root key.

2. On the menu bar, select the Registry>Load Hive option to select the default user profile to be edited.  It is located in the %SystemRoot%\Profiles\Default User directory as Ntuser.dat.

3. When Regedt32 asks for a key name, give it a name the user recognizes.  Regedt32 will import the hive and attach it under the root key under the hive name specified.

4. Select the new hive key, and use the Security>Permissions menu item to add Authenticated Users:Read access to the key and its subkeys.  This enables the profile sharing mechanism to copy keys from the default profile to users’ Hkey_Current_Users.

5. Use Regedt32 to make the recommended STIG changes to subkeys of the new hive.  As changes are made, the hive file will be updated.  Set the following values on the hive name \ControlPanel\Desktop key:

· ScreenSaveActive : REG_SZ : 1

· ScreenSaverIsSecure : REG_SZ : 1

· ScreenSaveTimeout : REG_SZ : 900 (in seconds, 900=15 minutes)

· SCRNSAVE.EXE : REG_SZ : logon.scr

6. Once all the hive keys are edited, use the Registry>Unload hive menu item to detach the hive.  These settings will now be applied to a new profile when it is created.

· The ISSO will ensure that the default user profile is configured with a valid, active, secure 32-bit screen saver, the screen saver is password protected, and the screensaver timeout is no more than 15 minutes.
12.10  Virus Protection

Protection against malicious programs that result in a denial of service or corruption of data can be provided by scanning programs that look for signatures of known viruses.  Third party anti‑virus software that is compatible with Windows XP must be obtained.  Versions of McAfee and Symantec anti-virus that are compatible with Windows XP are not covered by the current DOD site license on these products.

In order for virus protection to be effective, the signature files must be updated regularly.  Due to the recent increase in virus activity, it is recommended that updates be checked for daily.  A scan of all files should be performed whenever the virus definition files are updated.  A full system scan should be performed weekly whether or not the definition files are updated.

The virus scanning software should be configured to scan all files on read, write, creation, or download.  If scanning within compressed files is available it should be enabled.  If web browser, e-mail, or other software virus protection plug-ins are available, they should be configured.  No directories or file types should be excluded from the virus scans.

· All files will be scanned using an approved and updated anti-virus product prior to placing them on any Government system.

· Sites will have procedures in place to scan all shared network drives on a weekly basis at a minimum.

· Individual servers/workstations will be configured to run a virus scan on local drives on a weekly basis, at minimum.

· The virus protection software will be configured to scan all file types on all local drives.

· Mail servers will be configured with scanning software to automatically scan all incoming messages and attachments.

· Machines suspected of infection will be disconnected from the network prior to scanning and repair.

· The ISSO will ensure that all systems maintain current and active virus protection software.  Signature files will be downloaded as soon as available to maintain up-to-date virus protection.  The following IAVA Bulletins are in compliance provided the most current signature file has been applied:

	IAVA 1999-A-0005
	IAVA 2000-A-0002.0.0

	IAVA 1999-T-0002
	IAVA 2000-T-0004

	IAVA 1999-T-0019
	IAVA 98-05

	IAVA 1999-T-0020
	


12.11  Intelligent External Devices

Intelligent external devices, such as Personal Digital Assistants (PDAs), are sometimes connected to workstations for the purpose of transferring data and e-mail.  As long as these devices connect as a peripheral device, and do not interface with the network in any manner, then such connections are permitted.

· Intelligent external devices will only be connected to a workstation for the time necessary to do data transfers, and then the physical connection will be broken.
· Anti-virus software for several PDAs is now available.  This software should be obtained and installed on all PDAs that will be connected to government systems.
· The HotSync manager software used to transfer data between the PDA and the workstation should only be run for the time necessary to do the data transfer, and should be stopped once a transfer is completed.
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13.  DISASTER RECOVERY

To ensure availability of the system, precautions should be taken to ensure that the system is protected against unexpected power loss and that the system may be rebuilt as quickly as possible in the event of disk corruption.

13.1  Uninterruptible Power Supply

An uninterruptible power supply (UPS) provides power to the system in the event of a power failure.  Most UPSs provide an interface that allows the system to shut down gracefully in the result of extended power interruption.

· The ISSO will ensure that all critical systems are protected by a UPS.
13.2  Emergency Recovery Disk

An emergency recovery disk is used to help recover the system in the result of data corruption.  Creation of emergency repair disks is done through the use of the ntbackup.exe utility.  To launch this utility run ntbackup.exe from a command line.  Select System State from the What to backup screen and perform the backup.  Due to the nature of the information on an emergency repair disk, these disks should be stored securely away from the computer.

· The ISSO will ensure that emergency repair disks are created and maintained.
· The ISSO will ensure that the emergency repair disks are stored in a secure location.
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14.  INFORMATION ASSURANCE VULNERABILITY MANAGEMENT (IAVM) COMPLIANCE

IAVAs are issued by the DOD-CERT to warn of new vulnerabilities and to provide the information necessary to protect against these vulnerabilities.  All IAVAs should be monitored and applied to the system as necessary.

· The ISSO will ensure that IAVAs are monitored and responded to as necessary.
14.1  Microsoft Office 97

If Microsoft Office 97 is installed on the system, the following IAVAs are applicable:

· 2001-T-0013

· 2001-T-0001

· 2000-T-0014

· 2000-T-0011

· 2000-T-0010.1

· 2000-T-0010

· 1999-T-0016

14.2  Microsoft Office 2000

If Microsoft Office 2000 is installed on the system, the following IAVAs are applicable:

· 2001-A-0012

· 2001-T-0001

· 2000-T-0014

· 2000-T-0012

· 2000-T-0011

· 2000-T-0010.1

· 2000-T-0010

· 2000-T-0007

· 1999-T-0016

14.3  Microsoft Internet Explorer

The following IAVAs are applicable to Internet Explorer 6.0:

· 2001-T-0014

· 2001-T-0012

· 2000-A-0001

14.4  Netscape Communicator

If Netscape Communicator is installed on the system, the following IAVAs are applicable:

· 2000-B-0002

· 2000-A-0001

14.5  AntiVirus

The following IAVAs relate to malicious code and are fixed by maintaining active virus protection and current virus definition files:

· 2000-A-0002

· 2000-T-0009

· 2000-T-0004

· 1999-A-0005.x.x

· 1999-T-0020

· 1999-T-0019

· 1999-T-0018

· 1999-T-0002

· 1999-T-0001

APPENDIX A.  WINDOWS XP HOTFIXES, SERVICE PACKS, AND IAVM NOTICES

Windows XP Service Packs

Windows XP Service Pack 1 is currently available and is required on all Windows XP Systems.  This service pack corrects many of the vulnerabilities that have been discovered since the release of Windows XP.  In addition to the OS fixes, Windows XP Service Pack 1 also installs Internet Explorer Service Pack 1.

The following IAVM Advisories are addressed by Windows XP Service Pack 1:

2002-A-SNMP-003

2002-B-SNMP-002

2002-T-SNMP-002

2002-A-0002

2002-B-0001

2002-T-0013

2002-T-0007

2002-T-0003

2001-A-0015

Windows XP Hotfixes

The following additional hotfixes are required on all systems running Windows XP Professional:

· Security Update, 13 February 2002 – Hotfix Q317244.  This hotfix corrects a security validation error in the MSXML component of Windows XP that could allow a remote attacker to view files on the local system.  (Microsoft Security Bulletin MS02-008)

· Certificate Validation Flaw Could Enable Identity Spoofing – Hotfix Q329115.  This hotfix corrects a vulnerability in Microsoft’s validation of digital certificates.  This vulnerability could lead to incorrectly validated server and client certificates.  (Microsoft Security Bulletin MS02-050)

· Unchecked buffer in file decompression functions could lead to code execution – Hotfix Q329048.  This hotfix corrects a buffer overflow in the Microsoft handler for .ZIP files that could be used to execute code or to place files in directories other than those specified by the user.  (Microsoft Security Bulletin MS02-054)

· Unchecked buffer in Windows help facility could enable code execution – Hotfix Q323255.  This hotfix corrects a buffer overflow in the Windows HTML help facility that could be used to execute code on the system.  (Microsoft Security Bulletin MS02‑055)

· Unchecked buffer in PPTP could enable Denial of Service attack – Hotfix Q329834.  This hotfix corrects a buffer overflow in the PPTP service that could enable an attacker to perform a DoS attack against a PPTP server by sending malformed packets.  (Microsoft Security Bulletin MS02-063)

Internet Explorer 6.0 Hotfixes

The following Internet Explorer hotfixes and Service Packs are required on all Windows XP systems:

· Incorrect VBScript handling in I.E. can allow web pages to read local files – Hotfix Q318089.  This hotfix corrects an improper security reference that could allow a malicious web page to read files off of the local system.  (IAVM 2002-T-003) (Microsoft Security Bulletin MS02-009)

· Internet Explorer 6.0 Service Pack 1 – The first service pack for Internet Explorer 6 is included in Windows XP Service Pack 1.  This service pack corrects all previously fixed vulnerabilities and several new vulnerabilities.  (IAVM 2002-B-0001)

· Cumulative patch for Internet Explorer (20 November 2002) – Hotfix Q328970.  This hotfix corrects six new vulnerabilities, the most serious of which could be used to execute code on the target system.  (Microsoft Security Bulletin MS02-066)

Windows Media Player for XP

The following Windows Media Player hotfix is required on all Windows XP systems unless the Media Player is removed:

· Cumulative Patch for Windows Media Player – 26 June 2002 – Hotfix Q320920.  This hotfix corrects several vulnerabilities; the most serious of which could be used by an attacker to run code on the local system.  The cumulative patch must be applied to all Windows XP systems.  (Microsoft Security Bulletin MS02-032)

IAVAs

The following IAVAs have been released for previous Operating Systems or applications, but they may also apply to Windows XP systems.  They should be evaluated to see if they do apply, and if necessary the steps to correct the vulnerabilities must be performed.

Microsoft Office 2000

If Microsoft Office 2000 is installed on the system, the following IAVAs are applicable:

· 2001-A-0012

· 2001-T-0013*

· 2001-T-0001

· 2000-T-0014

· 2000-T-0012

· 2000-T-0011

· 2000-T-0010.1

· 2000-T-0010

· 2000-T-0007

· 1999-T-0016

* IAVA 2001-T-0013 requires upgrading MS Office 97 to MS Office 2000.  Office 97 is no longer supported by Microsoft and should no longer be used.  If Office 97 is installed, all applicable IAVAs should be reviewed and applied as necessary.

Microsoft Internet Explorer

The following IAVAs are applicable to Internet Explorer 6.0.  Internet Explorer (IE) has been integrated into the OS to such an extent that it is impossible to remove, and all IE related IAVAs must be responded to.

· 2001-T-0012

· 2001-A-0015

· 2000-A-0001

· 2002-T-0003

Netscape Communicator

If Netscape Communicator is installed on the system, the following IAVAs are applicable:

· 2000-B-0002

· 2000-A-0001

Miscellaneous

The following IAVA applies to miscellaneous software that may be installed on an XP system:

· 2001-T-0009
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� “Programming Windows Fifth Edition,” Charles Petzold.  Microsoft Press 1999. pp 4-5.


� Before disabling the Administrator account, be sure to create another account to use for administering the computer.


� The Server service is necessary to perform user management.  It should not be disabled until all user management tasks are completed on the machine, and will need to be started if user management needs to be performed on the system later.


� UNIX guidance for Telnet states that secure shell must be used for Telnet sessions.


� If the security tab is not present, verify that the disk is formatted with the NTFS file system.  If it is an NTFS partition and the security tab is not present, uncheck the Use simple file sharing (Recommended) checkbox from the folder Options, View tab.
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