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SUMMARY OF CHANGES

General editorial changes and updated references throughout the documents.

SECTION 1

PDI WIR0010.  Updated procedure with more detail and reference to PDI WIR0015.

PDI WIR0015.  Add requiring wireless equipment inventory.

SECTION 2

PDI WIR0080.  Updated with FIPS 140-2 requirement.

PDI WIR0110.  Updated

PDI WIR0120.  Add caveat “or under compliance review”.

PDI WIR0163.  Add New PDI regarding Windows XP.

PDI WIR0164.  Add new PDI regarding Windows XP.

PDI WIR0165.  Add new PDI regarding Windows XP.

PDI WIR0166.  Add new PDI regarding Windows XP.

PDI WIR0200.  Deleted PDI.

PDI WIR0225.  Updated PDI to add CSA CTTA approval requirement for WLAN use in classified areas.

PDI WIR0290.  Updated wording.

PDI WIR0295.  New PDI.

PDI WIR0300.  Optional firewall reference removed.

PDI WIR0320.  Clarified with last sentence.

PDI WIR0330.  Access Point password must be DoD compliant.

SECTION 3

PDI WIR0370.  Updated PDI to add CSA CTTA approval requirement for wireless telephone use in classified areas.

PDI WIR0400.  Updated PDI to add CSA CTTA approval requirement for PDA use in classified areas.

PDI WIR0450.  Updated to require password change every 90 days on PDAs.

PDI WIR0465.  New PDI regarding mobile code on PDAs

PDI WIR0480.  Updated hot-syncing password requirement.

SECTION 4

Major rework of BlackBerry section to require use of S/MIME device only.

PDI WIR0520.  Updated PDI to add CSA CTTA approval requirement for wireless messaging device use in classified areas.

PDI WIR0560.  Deleted.

PDI WIR0605.  New PDI regarding mobile code on messaging devices.

PDI WIR0610.  Deleted and replaced with New PDI.

PDI WIR0630.  Deleted and replaced with new PDI.

PDI WIR0640.  Deleted.

PDI WIR0650.  Deleted.

This page is intentionally left blank.

TABLE OF CONTENTS

2Unclassified UNTIL FILLED IN


101.0
General Standards For Securing Wireless Devices


132.0
Wireless Local Area Networking Requirements


132.1
General Requirements for WLAN Implementations


192.2
WLANs in Classified Environments


222.3
Unclassified WLANs


283.0
Wireless Remote Access


283.1
Wireless Telephones


303.2 
PDAs in Classified Environments


333.3
PDAs in Unclassified Environments


364.0
Wireless Messaging Devices


364.1
Wireless Messaging Devices in Classified Environments


384.2
Wireless Messaging Devices in Unclassified Environments


394.2.1
BlackBerry Email Devices





This page is intentionally left blank.

1.0 General Standards For Securing Wireless Devices

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that all wireless systems are approved by the DAA before the system is installed or used to transfer, receive, store, or process DoD information.

Note:  This item applies to WLAN devices (access points, routers, bridges, switches, IDS’s, firewall, and laptops; wireless cellular and satellite telephones; PDAs; SMS devices; two-way pagers; and two-way email devices, including BlackBerry devices.

Procedure:  To save time on site, and help facilitate the SRR, prior to arrival at the site, complete the Wireless Inventory Sheet and use this information to research FIPS 140-2 compliance for devices identified.   Request a copy of the sites wireless equipment inventory list, which is required in PDI WIR0015.  Also, request an electronic copy of the SSAA and  DAA/CTTA approval documentation for review.  Use the inventory list and approval documents to note specific products by model, specifications, location restrictions, classification levels, etc. for which approval was granted.  Finally, verify DAA approval for each product includes wireless services, accessories, operating systems, and applications used with each wireless device.  Verify the mission need is still valid and the approval applies to the specific wireless devices and configurations in use.  Verify wireless devices used for DoD information are not personally owned.  Note that approval for BlackBerry devices must include applications and operating systems loaded on the device.  
	2.1

2.2.6.1

3.2.3

3.3.3.1

3.3.3.2

4.3.3.2

4.4.3.2

	Comments:

	

	

	CAT
	III 
	WIR0010 PDI Short Description:  A wireless system is used to transfer, receive, store, or process DoD information without prior DAA approval or the site architecture does not comply with the Enclave Security Architecture.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will maintain a list of all wireless devices approved by the DAA by type, model number, serial number, and location.  For WLAN devices, the list will include MAC address and user information.

Procedure:    Interview IAO and verify existence and contents of the list.  Ensure the MAC address, user information, and other data elements listed in the PDI are included.  What are the procedures for ensuring the list is updated?  List should indicated date of last update.  Spot check several wireless devices on the list for accuracy. 
	2.1

2.2.1.1

	Comments:

	

	

	CAT
	IV
	WIR0015 PDI Short Description:  List of wireless devices used is not available or not updated.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure that multi-functional wireless devices, meet the security requirements for both functions.  For example, both the cellular phone and PDA sections apply to devices combining the cellular phone and PDA functions.  If there are conflicts between security requirements for each function the most stringent requirement will be used.

Note:  Multi-functional devices combined with cameras are also evaluated using the PDA section guidance.

Procedure:   Work with the IAO to identify multi-functional wireless devices approved for use.  Use the appropriate sections of this checklist to verify that security standards for both functions are followed.  If some functions are not currently addressed, review extension and DAA approval documentation carefully to ensure potential security risks have been analyzed and mitigated.
	3.2.3



	Comments: 

	

	

	CAT
	II
	WIR0020 PDI Short Description:  Multi-functional wireless devices do not meet the security requirements for both functions.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	4
	The IAO will ensure that wireless devices, that connect directly or indirectly (hotsync) to the network are added to site System Security Authorization Agreements (SSAAs).

Procedure:  Review the SSAA and verify that all wireless installations or modifications are included.  Verify there is a procedure for approving changes to configuration.   An example entry might state that this is an 802.11b WLAN with the following types of equipment and then list the equipment The level of detail for the equipment inventory should be by model number similar to the Wireless Equipment Worksheet and is at the discretion of the DAA.
	2.1

3.2.3

3.3.3.1

4.2.3.2

4.4.3.2

	Comments:

	

	

	CAT
	III
	WIR0030 PDI Short Description:  An SSAA has not been established or properly updated, or required extensions for the current wireless implementation has not been requested.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	5
	The IAO will ensure that all wireless devices, particularly laptops, comply with applicable operating system STIGs.

Note:  Currently, there are no STIGs available for either the Palm or the Windows Pocket PC operating systems.  

Procedure:  Interview IAO.  Obtain and copy the applicable SRR results and review for compliance.  If SRR results are not available, then sample check a representative number of devices
	2.2.1.1

2.2.6.2



	Comments:  

	

	

	CAT
	II
	WIR0040 PDI Short Description:  Operating System configuration of wireless devices do not comply with applicable operating system STIG.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	6
	The IAO will ensure that vendor supported, DoD approved, anti-virus software is installed and configured in accordance with the Desktop Application STIG on all wireless devices, particularly laptops and PDAs, and kept up-to-date with the most recent virus definition tables.

 Note:  This applies to all wireless, handheld, or mobile device. 

Procedure:  Interview IAO.  Verify that laptops and PCs are STIG compliant.  Obtain and copy the applicable SRR results and review for compliance.  Check sample configuration to ensure compliance including checks for the following:

· The anti-virus software is configured to scan automatically upon startup (once daily).

· Remote device is configured to update virus signatures every 14 days or less or when the CERT provides an updated virus definition list.

· The anti-virus software is configured to scan e-mail attachments, web site downloads, and all other files prior to placing them on any Government system.  The configuration of the anti-virus software will be in auto-detect, auto-protect, or real time protection

· Web browser download protection is enabled (e.g., Norton Anti-Virus has the ability to scan all downloaded files, if checked in the Options tab, under Auto-Protect).  
	2.2.5.2

3.3.3.2

4.2.3.2

4.3.3.2

4.4.3.2

	Comments:

	

	

	CAT
	I 
	WIR0050 PDI Short Description:  Approved anti-virus software is available but is not installed on the wireless device or the signature file is not kept up-to-date.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


2.0
Wireless Local Area Networking Requirements

2.1
General Requirements for WLAN Implementations

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that WLAN systems are compliant with overall network security architecture, appropriate enclave security requirements, and DODD 8100.bb.
Procedure:   View the network diagram and ensure that the following devices exist:  JID, Router with access control lists, application level firewall, NID, DMZ, and Split DNS are present as appropriate.  Request a copy of STIG results in each area for review.  Verify wireless network is separated from ALL wired network devices using a VPN.  If a Network Infrastructure Security SRR is being conducted in conjunction with this review, mark this check as not applicable and add a comment.
	2.1



	Comments:  

	

	

	CAT
	II
	WIR0060 PDI Short Description:  WLAN systems are not compliant with security architecture requirements.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that Bluetooth wireless devices are not used to transfer, receive, store, or process DoD information since this standard does not meet DoD wireless security requirements unless FIPS 140-2 compliant cryptographic modules are used to encrypt the data during transmission.

Note:  FIPS 140-2 security mechanisms are not currently available to protect Bluetooth communications.

Procedure:  Interview IAO and DAA to ensure there is a site policy stating that Bluetooth devices are prohibited.  Verify that Bluetooth is disabled on all applicable devices.  If Bluetooth protocol is used, check  FIPS website to determine if encryption device or module used is certified.
	2.1

2.3

	Comments:

	

	

	CAT
	II 
	WIR0080 PDI Short Description:  Bluetooth wireless devices are in use without FIPS 140-2 compliant encryption.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure that password protection mechanisms and  encryption will be placed on folders and files on all 802.11-enabled devices, if available.

Procedure:  Review site policy and where possible, work with the IAO to sample check files and folders are password protected by accessing a WLAN station.
	2.2.1.1

2.2.6.2

	Comments:  

	

	

	CAT
	II
	WIR0090 PDI Short Description:  Folders and files on the 802.11-enabled wireless devices are not password protected.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	4
	A DoD CERT approved personal firewall and IDS will be implemented on each wireless client.

Note:  Some devices such as messaging systems may not have compatible software available for installation.  Available software for some devices may not have all the recommended settings.

Procedure:  Interview users to verify compliance.  Review results of Operating System SRR, if available.  Configuration must comply with Desktop STIG settings.  Work with NSO and IAO to review configuration of each applicable device.  Software or operation system should prevent users from altering software settings.  However, if this feature is not available, then obtain copies of user training to determine compliance.
	2.2.1.1

2.2.6.2

	Comments:  

	

	

	CAT
	III
	WIR0100 PDI Short Description:  A personal firewall or intrusion detection system is available for a WLAN station but is not used or is not properly configured.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	 
	
	5
	The IAO will ensure infrared WLAN receivers and transmitters are turned off when not in use or disabled if not required.

Procedure:  Review written policy and check configuration files of infrared access points.  Some access points may have this capability but if not used it should be disabled in the configuration.  Use of tape or other blocking method is acceptable.
	2.2.2.1.1

	Comments:

	

	

	CAT
	IV 
	WIR0110 PDI Short Description:  WLAN receivers and transmitters remain powered on when not in use.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	6
	The IAO will ensure that peer-to-peer WLAN communications will not be used for devices that transfer, receive, store, or process DoD information unless the WLAN system has been certified as compliant or under compliance review with the Common Criteria Peer-to-Peer WLAN Protection Profile, EAL 3 or higher.

Note:  Refer to NIAP web site for approved and in-evaluation products lists at http://niap.nist.gov/cc-scheme which currently indicates that the protection profile is still in development therefore no products are listed as certified.  Effectively, peer-to-peer should not be used unless there is documentation that the product was evaluated against the draft Protection Profile. 

Procedure:  Not applicable if peer to peer is not used.  Interview the IAO and obtain a copy of the Common Criteria award document provided by the vendor or search the NIAP web site for current rating for the product.    Review documentation showing product complies with draft PP if available.  Products under official Common Criteria review are also acceptable.
	2.2.2.2.1

	Comments:  

	

	

	CAT
	III
	WIR0120 PDI Short Description:  Peer-to peer-WLAN communications devices are not certified as compliant with the Common Criteria Peer-to-Peer WLAN Protection Profile.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	7
	The IAO will ensure that WLAN Network Interface Cards (NICs) that do not have the capability to disable peer-to-peer WLAN communications will not be used.

Procedure:  Have IAO provide copy of documentation showing peer-to-peer communications on all WLAN NICs used on the WLAN can be disabled.  Check the manufacturer’s device specifications list for compliance.  If documentation is not available, sample test the wireless station configuration to ensure this feature is available.
	2.2.2.2.1

	Comments:

	

	

	CAT
	I
	WIR0130 PDI Short Description:  WLAN NICs without the capability to disable peer-to-peer WLAN communications are in use.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	8
	The IAO will ensure that SSIDs will be changed from the manufacturer’s default to a pseudo random word consisting of a combination of characters, numbers, and special characters.  If possible, the new SSID should follow DoD network password rules.

Procedure:  Interview the Network Administrator and review password configuration files to ensure compliance.  See Network Infrastructure Security STIG, Appendix C for applicable password standards.  This is a network communications device, thus passwords should be recorded and stored in accordance with local procedures.  Review the configuration of at least one wireless access point at the site to verify compliance.
	2.2.3.1

2.2.6.2

	Comments:  

	

	

	CAT
	III
	WIR0140 PDI Short Description:  SSIDs on WLAN access points are set to the manufacturer’s default.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	9
	The IAO will ensure that the SSID broadcast mode is disabled.  WLAN access points that do not allow the SSID broadcast mode to be disabled will not be used.

Procedure:  Interview the NSO and review the configuration of the WLAN access points to verify SSID broadcast is disabled.  
	2.2.3.1

2.2.6.2

	Comments:  

	

	

	CAT
	II
	WIR0150 PDI Short Description:  SSID broadcast mode is not disabled.

	Finding
	
	
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	10
	The IAO will ensure that MAC address filtering is enabled at each access point.  

Note:  Not applicable for WLANs supporting joint operations in deployed environments.

Procedure:  Review the configuration of the WLAN access point to check compliance.
	2.2.3.2

2.2.6.2

	Comments:  

	

	

	CAT
	II
	WIR0160 PDI Short Description:  MAC address filtering is not enabled on all access points.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	11
	The IAO will ensure that the Windows XP WZC service is disabled in any Windows XP computer that will be used on a wireless LAN.  This setting should be verified whenever new software or XP updates are installed on the computer.  

Note:  (See Figure 2 in Wireless STIG section 2.2.5 for configuration procedures.)

Procedure:  Have IAO demonstrate that WZC is disabled on WLAN stations running Windows XP.  
	2.2.5

	Comments:  

	

	

	CAT
	III
	WIR0163 PDI Short Description:  WZC service is not disabled on Windows XP WLAN stations. 

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	12
	The IAO will ensure that only WLAN drivers and WLAN management software from third party sources that do not depend on the Windows XP WZC service are used in Windows XP computers.  (Check with WLAN vendor prior to purchasing equipment.) 

Note:  The Windows XP WZC service may not be used to manage WLAN connections to the computer.  Instead, the WLAN software that is usually provided by the WLAN interface card vendor should be installed and used.
Procedure:  Have IAO demonstrate that WZC is disabled on WLAN stations running Windows XP. 
	2.2.5

	Comments:

	

	

	CAT
	III
	WIR0164 PDI Short Description:  WLAN drivers and management software requires Windows XP WZC service to operate.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	13
	The IAO will ensure that WLAN users with Windows XP computers remove the WLAN NIC whenever wireless service is not being used.

Procedure:  Interview the IAO and request copies of the security training briefing to verify that personnel have been properly instructed in this requirement.
	2.2.5

	Comments:

	

	

	CAT
	III
	WIR0165 PDI Short Description:  WLAN NICs are not removed from Windows XP WLAN stations when WLAN connectivity is not needed.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	14
	Prior to purchasing Windows XP stations with embedded WLAN NICs, the IAO will ensure the station is tested and the following is verified:

· The NIC will work with the Windows XP WZC service disabled or that a third party driver is available for the NIC that can operate with the Windows XP WZC service disabled

· Third party WLAN management software is available for the WLAN station that does not depend on the Windows XP WZC service.  

Procedure:  Have IAO demonstrate that WZC is disabled on WLAN stations running Windows XP.  
	2.2.5

	Comments:

	

	

	CAT
	III
	WIR0166 PDI Short Description:  Windows XP stations with embedded WLAN NICs require Windows XP WZC to operate.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


2.2
WLANs in Classified Environments

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that WLAN devices are not used to transfer, receive, store, or process classified information categorized as Sensitive Compartmented Information (SCI) and Top Secret (TS).

Procedure:  Interview the IAO and request copies of the security briefing to verify that personnel have been properly instructed in the requirement.
	2.2.6.1

	Comments:  

	

	

	CAT
	II
	WIR0170 PDI Short Description:  WLAN devices are used to access TS and SCI information.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that WLAN devices are not permitted in any Sensitive Compartmented Information Facility (SCIF), regardless of classification or sensitivity level of the device.

Procedure:  Interview the IAO and review site SCIF policies.  Request copies of the security briefing to verify that personnel have been properly instructed in the requirement.
	2.2.6.1

	Comments:  

	

	

	CAT
	II
	WIR0180 PDI Short Description:  WLAN devices are allowed to enter or are used in SCIFs.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure computers with embedded WLAN systems that cannot be removed by the user will not be used to transfer, receive, store, or process classified information.  

Note:  At this time there are no Type-I NSA approved devices for encrypting Top Secret information.
Procedure:  Interview the IAO and request copies of the security training briefing to verify that personnel have been properly instructed in the requirement.
	2.2.6.1

	Comments:

	

	

	CAT
	II
	WIR0190 PDI Short Description:  Computers with embedded WLAN systems that cannot be removed by the user are used to transfer, receive, store, or process classified information.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	4
	For WLANs approved by the DAA for processing Secret or Confidential information, the IAO will ensure DoD High Assurance PKI certificates will be used for authentication in compliance with DoD policy.  (SecNet 11 does not provide user identification and authentication.)

Procedure:  Interview the IAO and verify use of the DoD High Assurance PKI Root Certificate Authority.
	2.2.6.1

	Comments:

	

	

	CAT
	II
	WIR0210 PDI Short Description:  DoD High Assurance PKI certificates are not used for authentication on WLANs which process Secret and Confidential information.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	5
	For WLANs approved by the DAA for processing Secret or Confidential information, file system encryption will be used on all WLAN client devices with an NSA approved, Type-1 encryption software or technique.

Procedure:  Interview the IAO and verify use of file system encryption by inspecting the WLAN client configuration.  Note the software or technique used for encryption and, if applicable, request documentation showing that it is NSA and DAA approved.
	2.2.6.1

	Comments:  

	

	

	CAT
	II
	WIR0220 PDI Short Description:  An NSA approved, Type-1 encryption software or technique is not used to protect WLANs processing Secret or Confidential information.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	6
	The IAO will ensure that WLANs shall not be operated in areas where classified information is electronically stored, processed, or transmitted unless:

· The DAA, in consultation with the Cognizant Security Authority (CSA) Certified TEMPEST Technical Authority (CTTA), has approved the use of WLANs in the area.

· The WLAN is separated from the classified data equipment by a distance determined by the CTTA and that appropriate countermeasures, as determined by the CTTA, have been implemented.

Procedure:  Interview DAA and IAO.  Obtain a copy of the DAA and CTTA approval document (s) and note specific areas identified as approved or prohibited for wireless device use.  Review written policies and training material.  
	2.2.6.1

	Comments:  

	

	

	CAT
	II
	WIR0225 PDI Short Description:  WLAN devices are used or installed in unauthorized areas or do not have proper approval for use in these areas.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


2.3
Unclassified WLANs

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that if the WLAN provides seamless roaming between access points (session persistence), the wireless LAN provides a session timeout capability.  The session timeout will be set for 15 minutes or less depending on local security policy.

Note:  The Cisco Aironet 350 does not support session persistence.
Procedures:  Interview system administrator to assess whether the access points devices used in this implementation support session persistence.  If so, review the configuration of the VPN appliance or other applicable network device to ensure session timeout is set for 15 minutes or less.   (Normally, this is not in the access point configuration but is set in the wireless VPN gateway).  
	2.2.6.2

	Comments:

	

	

	CAT
	II
	WIR0230 PDI Short Description:  The WLAN provides session persistence but does not have the session timeout set to 15 minutes or less.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that the WLAN access point is set to the lowest possible transmit power setting that will meet the required signal strength of the area serviced by the access point.

Note:  Not all access points have the capability to adjust the transmit power.  However, action should still be taken to ensure signal strength does not excessively exceed the serviced area.

Procedure:  Interview IAO and request documentation showing signal strength analysis from site survey activities.  If available, use testing equipment or WLAN clients to determine if signal strength exceeds minimum strength required.
	2.2.6.2

	Comments:  

	

	

	CAT
	II
	WIR0250 PDI Short Description:  WLAN AP power is not set to the lowest possible transmit setting that will achieve the required signal strength..

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	4
	The IAO will ensure that PKI certificates are used for identification and authentication of the user on unclassified WLAN systems.

Procedure:  Interview the IAO and verify use of DoD PKI certificates.  Review written policies and training materials.  If PKI is not yet implemented on DISANET for this site, so state and mark as “not a finding”.
	2.2.6.1

	Comments:

	

	

	CAT
	II
	 WIR0240 PDI Short Description:  DoD PKI certificates are not used on unclassified WLAN.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	5
	The IAO will ensure that if a WLAN device used to access a DoD network via the Internet through a public WLAN/Internet gateway (e.g. airport or hotel “hotspot”), the device must comply with requirements for PDA remote internet access listed in the Wireless Checklist, Section 3.3.

Procedure:  Work with the IAO to identify WLAN devices approved for remote access using public gateways.  Use the appropriate sections of this checklist to verify compliance with PDA security requirements.  
	2.2.6.2

2.4

	Comments:  

	

	

	CAT
	II
	WIR0280 PDI Short Description:  Wireless LAN devices used to access a DoD network via the Internet through a public gateway do not comply with PDA requirements.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	6
	Access points will be placed in a screened subnet (DMZ), or Virtual LAN (VLAN) and separated from the wired internal network.  A VPN will be placed between the access point and the local DoD network as shown in Figure 3, Enclave WLAN Architecture.  
Note:  The goal is to ensure everyone that comes through the AP does not have access to the network without going through a FIPS 140-1/2 compliant VPN.

Procedure:  Interview the network administrator to ensure the site has established a dual-homed architecture with screened subnetwork (DMZ) or VLAN.  Verify compliance by inspecting the site network topology and dataflow diagrams.  Since many network diagrams are not kept up-to-date, have network administrator walk through the connections to verify the accuracy of the diagrams.   
	2.2.6.1

	Comments:

	

	

	CAT
	II
	WIR0290 PDI Short Description:  Access points are not installed in an isolated subnet.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure that a FIPS 140-1/2 compliant VPN (with 3DES or AES) will be used to secure the WLAN system.  

Procedure:  Interview the IAO and verify use of FIPS 140-1/2 compliant VPN with Triple-DES or AES.  If not used, check for documents showing a waiver was obtained or approval by DAA.   The WLAN must be protected by a VPN as per WIR0290.  If the VPN appliance is used but is not FIPS 140-2 compliant, then this is a finding.  
	2.2.6.1

	Comments:

	

	

	CAT
	II
	 WIR0270 PDI Short Description:  A FIPS 140-1/2 compliant VPN (with 3DES or AES) is not used to secure the WLAN system.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	7
	A firewall will be used to block Address Resolution Protocol (ARP) cache poison attacks and provide an additional layer of protection for the wired network.

Procedure:  Interview network administrator and verify compliance by inspecting the site network topology and dataflow diagrams.  Review configuration of firewall with NSO.  If a network SRR is being performed in conjuction with this review, work with the network reviewer to perform this check.
	2.2.6.2

	Comments:

	

	

	CAT
	II
	WIR0295 PDI Short Description:  Firewall is not installed or configured correctly.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	8
	The IAO will ensure an Intrusion Detection System (IDS) will be used to monitor the wireless network.  

Procedure:  Interview network administrator and verify compliance by inspecting the site network topology and dataflow diagrams.   To comply with this requirement, the site may either place an IDS sensor on the wired portion of the network or use a wireless IDS.  (Guidance on the use of wireless IDS systems will be available in the next version of the Wireless scheduled for release in late 2003).
	2.2.6.2

	Comments:

	

	

	CAT
	II
	WIR0300 PDI Short Description:  An IDS is not used to monitor the wireless network.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	9
	The IAO will ensure HTTP, SNMP and other management interfaces will be turned off after initial configuration.  These ports will be turned on only for firmware upgrades as needed.

Procedure:  Review access point configuration to see if HTTP and SNMP ports are turned off.  Ports may be turned on for limited time for firmware updates but must be turned off after use (per Network Infrastructure Security STIG).
	2.2.6.2

	Comments:  

	

	

	CAT
	II
	WIR0320 PDI Short Description:  WLAN network management ports, not used for operational commitments, are not disabled when not in use for initial configuration or firmware updates.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	10
	The IAO will ensure password access to the WLAN access point is enabled and the password, complies with DoD password policies.

Procedure:  Review access point configuration to see if password access is turned on.
	2.2.6.2



	Comments:

	

	

	CAT
	I
	WIR0330 PDI Short Description:  Password access to the access point is not enabled and DoD compliant

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	11
	For sites with WLAN systems supporting deployed joint operations, the IAO will ensure IPSec technology will be used to meet the FIPS 140-1/2 compliance requirement.

Note:  Using a layer 3 protocol will ensure interoperability in a deployed joint environment.

Procedure:  Interview IAO to see if joint operations are supported by the WLAN system.    Review access point configuration to see if VPN concentrator is configured on the Router setup page.  Review configuration of the VPN concentrator to ensure IPSec is implemented.
	2.2.6.1

	Comments:

	

	

	CAT
	II
	WIR0340 PDI Short Description:  WLAN system supports joint operations but IPSec is not used.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.0 Wireless Remote Access 

3.1
Wireless Telephones 

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that only NSA approved Type 1 cellular or satellite telephones will be used for classified voice or classified data wireless telephone transmissions.  The classification level of information transmitted over the phone will not exceed the classification level approved for the phone.

Procedure:  Interview the IAO and request copies of the security briefing to verify that personnel have been properly instructed in the requirement.
	3.2.3

	Comments:

	

	

	CAT
	II
	WIR0350 PDI Short Description:  Cellular or satellite telephones that process classified information are not using NSA-approved, Type 1 end-to-end encryption.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that wireless telephones, regardless of Type, are prohibited in a permanent, temporary, or mobile SCIF unless the transmit capability (RF and IR) is rendered inoperable.

Procedure:  Interview the IAO and request copies of the security briefing to verify that personnel have been properly instructed in the requirement.
	3.2.3

	Comments:  

	

	

	CAT
	II
	WIR0360 PDI Short Description:  Cellular phones are permitted in a SCIF without rendering the RF and IR capability inoperable.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	
	
	
	3
	The IAO will ensure that non-Type 1 cellular phones are not used in an area where classified data processing or discussions takes place unless:

· The DAA, in consultation with the Cognizant Security Authority (CSA) Certified TEMPEST Technical Authority (CTTA), has approved that cellular phones can be brought into the facility and/or used in the facility.

· The device’s voice recording capability is rendered inoperable.

· The phones are separated from the classified data equipment a distance determined by the CTTA and that appropriate countermeasures, as determined by the CTTA, have been implemented.

· Wireless phones are not connected via hot-sync to a workstation in a SCIF.

Procedure:  Interview DAA and IAO.  Obtain a copy of the DAA and CTTA approval document and note specific areas identified as approved or prohibited for wireless device use.  Review written policies and training material.  
	3.2.3



	Comments:  

	

	

	CAT
	II
	WIR0370 PDI Short Description:  Non-Type 1 wireless telephones are used to process classified data without proper approval. 

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.2 
PDAs in Classified Environments

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that PEDs used to transfer, receive, store, or process classified data will use NSA-approved, Type 1 end-to-end encryption for data being transferred, received, stored or processed. 

Note:  PDA must be handled in accordance with applicable regulations at the level of the classified data stored or processed on the device.

Procedure:  Request IAO demonstrate the configuration or use of file encryption on the PDA.  Verify encryption method used has NSA certification at the classification level of the data stored on the device.
	3.3.3.1

	Comments:

	

	

	CAT
	II
	WIR0380 PDI Short Description:  PDAs that process classified information are not using NSA-approved, Type 1 end-to-end encryption.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that PDAs are not permitted in a permanent, temporary, or mobile SCIF unless the transmit capability (RF and IR) is rendered inoperable.

Procedure:  Interview the IAO and request copies of the security briefing to verify that personnel have been properly instructed in the requirement.
	3.3.3.1

	Comments:  

	

	

	CAT
	II
	WIR0390 PDI Short Description:  PDAs are permitted in a SCIF without the RF or IR disabled.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure that non-Type 1 PDAs are not permitted in an area where classified data processing or discussions takes place unless:
· The DAA, in consultation with the Cognizant Security Authority (CSA) Certified TEMPEST Technical Authority (CTTA), has approved that PDAs can be brought into the facility and/or used in the facility.

· The PDAs are separated from the classified data equipment a distance determined by the CTTA and that appropriate countermeasures, as determined by the CTTA, have been implemented.

· The device’s voice recording capability is rendered inoperable.

Procedure:  Interview DAA and IAO.  Obtain a copy of the DAA and CTTA approval document and note specific areas identified as approved or prohibited for wireless device use.  Review written policies and training material.  Verify that the voice recording is not enabled.  Verify proper procedures for wireless device use in classified areas is addressed in training program.
	3.3.3.1

	Comments:

	

	

	CAT
	III
	WIR0400 PDI Short Description:  PDAs are used in unauthorized areas or do not have proper approval for use in these areas.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	4
	The IAO will ensure that users do not connect PDAs directly to workstations transferring, receiving, storing, or processing classified data in a SCIF or other classified areas. 

Procedure:  Interview DAA and IAO.  Review written policies and training material.  Check SCIF procedures and note if the IR/IF ports on the PDA or on the SCIF devices are disabled using hardware or software.
	3.3.3.1

	Comments:

	

	

	CAT
	II
	WIR0410 PDI Short Description:  PDAs are not prohibited from directly connecting to workstations located in a SCIF or other classified areas.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	5
	The IAO will ensure that synchronization software will not be loaded on systems processing classified information.  Classified information will not be synched.  PDAs will not be connected via hot-sync to a workstation in a SCIF.

Procedure:  Interview DAA and IAO.  Review written policies and training material.
	3.3.3.1

	Comments:  

	

	

	CAT
	II
	WIR0420 PDI Short Description:  PDA synchronization software is loaded on systems processing classified information or are allowed to connect via hot-sync to a workstation in a SCIF

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


3.3
PDAs in Unclassified Environments

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that only DAA approved devices, applications, and network/PC connection methods and wireless services will be used for PDA systems.

Procedure:  Obtain a copy of the DAA approval letter from the IAO.  Verify the mission need is still valid and the approval applies to the specific wireless system in use.  Review written policies and training materials.
	1.0

3.3.3.2

	Comments:

	

	

	CAT
	II
	WIR0430 PDI Short Description:  PDA accessories, applications, wireless services are used without approval.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that password protection, where a password must be entered in order to access data and applications, will be used on all PDAs.
· A password meeting DoD password policies will be used, if this capability is available

· The password will be changed at least every 90 days.

· The password protection feature will not permit its bypass without zeroing all data stored on the device.

· The password protection feature will be enabled at all times.

Procedure:  Review site password policy and training with IAO.  Verify policy and password section of security training addresses each device used.  A backup procedure should be in place in case of data loss. 
	3.3.3.2

	Comments:  

	

	

	CAT
	I
	WIR0450 PDI Short Description:  Password protection is not used or permits bypass without zeroing out data.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure that tools will be used to encrypt data and files on PDAs, if available for the PDA being used.

Procedure:  Review site policy and training with ISSM.  Check list of DAA approved devices to verify existence of encryption tool.
	3.3.3.2

	Comments:

	

	

	CAT
	II
	WIR0460 PDI Short Description:  Encryption tools are available for the PDA but are not installed or configured.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	4
	Mobile code will not be downloaded from non-DOD sources and will be downloaded from only trusted DOD sources over assured channels.

Procedure:  Review site policy and training with IAO.  Interview users to ensure they are aware of and comply with this requirement.  Spot-check browser configuration of web browser PDAs if possible.
	3.3.3.2

	Comments:

	

	

	CAT
	II
	WIR0465 PDI Short Description:  Mobile code is downloaded from non-DoD sources.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	5
	The IAO will ensure that PDAs used in areas where DoD information is processed have IR ports disabled when IR transmissions are not being used.  Data exchange via the IR port should be limited to only trusted DoD devices.

Procedure:  Review site policy and training with IAO.  Interview users to ensure they are aware and comply with this requirement.
	3.3.3.2

	Comments:

	

	

	CAT
	II
	WIR0470 PDI Short Description:  IR ports on PDAs are not disabled when IR transmissions are not being used or Data exchange on the IR port is not limited to trusted DoD devices.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	6
	The IAO will ensure that procedures for hot-syncing unclassified information to the PDA include the following:

· Hot-sync management software is only be launched when hot-syncing the PDA and closed as soon as the hot-sync operation has been completed, if the software does not require a password before use. 

· Hot-sync management software will not be launched as part of the computer boot-up process, if the software does not require a password before use. 

· Synchronization access control software is installed on all workstations that have synchronization software installed on them, if available.

· The user disables wireless operations when a PDA is connected to the DISA wired network via a hot-sync or other interface cable.

· PDAs that transfer, receive, store, process DoD information will not be synced to home or personally owned PCs.

Procedure:  Interview DAA and IAO.  Review written policies and training material.  Request IAO demonstrate these configuration settings by sample checking a few PDA devices.  (As of this writing synchronization access control software has not yet been purchased by DISA).
	3.3.3.2

	Comments:

	

	

	CAT
	III
	WIR0480 PDI Short Description PDA hot-syncing procedures for unclassified information are not followed or do not exist.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	7
	If the PDA is used for wireless Internet remote access to DoD networks, the following applies:

· The IAO will ensure that data encryption meeting the FIPS 140-1/2, Level 2 (3DES or AES) standard will be used on the PDA.  

· The IAO will ensure that DoD PKI certificates will be used for identification and authentication of users.

Procedure:  Interview the IAO.  Check for waiver signed by DAA, if applicable.  Review written policies and training materials.
	3.3.3.2

	

	

	

	CAT
	II
	WIR0490 PDI Short Description:  PDAs or wireless service providers are in use without use of file level encryption, PKI certificates, or prior approval by DAA.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


4.0 Wireless Messaging Devices

4.1
Wireless Messaging Devices in Classified Environments

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that wireless messaging devices, will not be used to send, receive, store, or process classified messages.

Procedure:  Interview DAA and IAO.  Review written policies and training material.  
	4.2.3.1

4.3.3.1

4.4.3.1

	Comments:

	

	

	CAT
	III
	WIR0500 PDI Short Description:  Wireless messaging devices are used to send, receive, store, or process classified information.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that wireless messaging devices are not permitted in a permanent, temporary, or mobile SCIF unless the transmit capability (RF and IR) is rendered inoperable.

Procedure:  Interview DAA and IAO.  Review written policies and training material.  Powering off is not necessarily effective for all models.  Removal of batteries is a more acceptable procedure.
	4.2.3.1

4.3.3.1

4.4.3.1

	Comments:

	

	

	CAT
	III
	WIR0510 PDI Short Description:  Wireless messaging devices are permitted in SCIFs without the RF or IR capabilities rendered inoperable.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure that wireless messaging devices are not permitted in an area where classified data processing takes place unless:

· The DAA, in consultation with the Cognizant Security Authority (CSA) Certified TEMPEST Technical Authority (CTTA), has approved that the SMS device can be brought into the facility and/or used in the facility.

· The SMS device is separated from the classified data equipment at a distance determined by the CTTA and that appropriate countermeasures, as determined by the CTTA, have been implemented.

Procedure:  Obtain a copy of the DAA and CTTA approval documentation from the IAO.  Verify the mission need is still valid and the approval applies to the specific wireless system in use.
	4.2.3.1

4.3.3.1

4.4.3.1

	Comments:

	

	

	CAT
	III
	WIR0520 PDI Short Description:  Wireless messaging devices process classified data or are used in unauthorized areas.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	4
	The IAO will ensure that synchronization software will not be loaded on systems processing classified information.  
Procedure:  Interview DAA and IAO.  Review written policies and training material.  
	4.4.3.1

	Comments:  

	

	

	CAT
	II
	WIR0530 PDI Short Description:  Synchronization software is loaded on systems processing classified information or wireless devices are allowed to connect via hot-sync to a workstation in a SCIF.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


4.2
Wireless Messaging Devices in Unclassified Environments

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that SMS, two-way paging, and two-way email devices will be used to send and receive unclassified routine/administrative information only.

Procedure:  Interview DAA and IAO.  Review written policies and training material.
	4.2.3.2

4.3.3.2



	Comments:

	

	

	CAT
	III 
	WIR0540 PDI Short Description:  Wireless messaging devices are used for purposes other than routine administrative information.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that wireless messaging services provide data encryption for the wireless link.

Procedure:  Interview the IAO and obtain documentation showing encryption is provided over the wireless link by the service provider.  Encryption does not have to be FIPS Compliant.
	4.2.3.2

4.3.3.2

	Comments:  

	

	

	CAT
	III
	WIR0550 PDI Short Description:  Wireless messaging services do not provide data encryption.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure that password protection, where a password must be entered in order to access device data and applications, will be used on all SMS, two-way paging, and two-way email devices.
· If possible, A password meeting DoD password policies will be used.
· The password will be changed at least every 90 days.

· If used, the password protection feature will not permit its bypass without zeroing all data stored on the device.

· The password protection feature will be enabled at all times.

Procedure:  Review site password policy and training with IAO.  Ensure policy and password section of security training addresses each device used.
	4.2.3.2

4.3.3.2

	Comments:  

	

	

	CAT
	I
	WIR0580 PDI Short Description:  Password protection is not used or permits bypass without zeroing out data.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


4.2.1
BlackBerry Email Devices

	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	1
	The IAO will ensure that only the S/MIME BlackBerry device (model 957) is used.

Procedure:  Interview IAO or list of wireless devices listed when completing inventory worksheet in Section 1.0 of this checklist.  
	4.4.3.2

	Comments:

	

	

	CAT
	III
	WIR0610 PDI Short Description:  BlackBerry devices other than the S/MIME device are used. 

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	2
	The IAO will ensure that only the S/MIMEBlackBerry enterprise server email redirector is used.

Note:  Workstation based redirectors will not be used for wireless email systems.

Procedure:  Interview IAO.  Review configuration of BlackBerry enterprise server to verify compliance.
	4.4.3.2

	Comments:  

	

	

	CAT
	II
	WIR0590 PDI Short Description:  Redirectors other than the BlackBerry enterprise server email redirector are used.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	3
	The IAO will ensure that tools are used to encrypt data and files on the BlackBerry device, if available.

Procedure: Interview IAO and review configuration documentation and policies for BlackBerry devices.
	4.4.3.2

	Comments:

	

	

	CAT
	II 
	WIR0600 PDI Short Description:  Files on BlackBerry devices are not encrypted

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	4
	Mobile code will not be downloaded from non-DOD sources and will be downloaded from only trusted DoD sources over assured channels.

Procedure:  Review site policy and training with IAO.  Interview users to ensure they are aware and comply with this requirement.
	4.4.3.2

	Comments:

	

	

	CAT
	II 
	WIR0605 PDI Short Description:  Mobile code is downloaded from non-DoD sources.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	5
	The IAO will ensure that a BlackBerry device is deactivated at the BlackBerry server if it is reported lost or stolen.

Procedure:  Review written policies and end user training materials to verify compliance.  Verify that proper procedures are followed when devices are lost or stolen.  If a BlackBerry device is lost or stolen, the device must be immediately disabled to prevent unauthorized use or access.  Once the device has been determined to be unrecoverable, the device should be permanently removed from the server and SA should contact the service provider to cancel the service.  
	4.4.3.2

	Comments:

	

	

	CAT
	III
	WIR0620 PDI Short Description:  BlackBerry devices are not deactivated at the BlackBerry server when the device is lost or stolen.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	N/A
	Pass
	Fail
	#
	Policy
	STIG Reference

	
	
	
	6
	The IAO will ensure that password protection, where a password must be entered in order to access device data and applications, is used.

· A password meeting DOD password policies will be used and the password will be changed at least every 90 days.

· The password protection feature will not permit its bypass without zeroing all data stored on the device.

· The password protection feature will be enabled at all times.
Procedure:  Review site password policy and training with IAO.  Verify policy and password section of security training addresses each device used.
	4.4.3.2

	Comments:

	

	

	CAT
	II
	WIR0630 PDI Short Description:  Blackberry password protection is not used or is not meet DISA policy.

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
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