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Date of SRR:  _________________________

	VoIP Reviewer
	
	Phone/Location
	

	Previous SRR
	  Y     N
	Date of Previous SRR
	
	S01 Available
	  Y     N

	Number of Current Open Findings
	


Site Information

	Site

Name
	

	Address
	

	
	

	
	

	Phone
	

	Switch Type
	

	STP
	  Y     N
	Type
	


Site Personnel Information

	Position
	Name
	Phone Number
	Email
	Area of Responsibility

	SM
	
	
	
	

	
	
	
	
	

	IAM
	
	
	
	

	
	
	
	
	

	IAO
	
	
	
	

	
	
	
	
	

	NSO
	
	
	
	

	
	
	
	
	

	Switch Tech
	
	
	
	

	
	
	
	
	


1. General IAO Responsibilities

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The Information Assurance Officer (IAO) will ensure that VoIP systems are approved by the DAA before they are installed and/or used to store, process, or transmit DOD information.

Procedure:  Request an electronic copy of the SSAA and DAA approval documentation for review.  Verify DAA approval for VoIP systems and applications being used.
	1
	III

	
	
	
	
	VoIP 0010 PDI Short Description:  A VoIP system has been installed and/or used to store, process, or transmit DOD information without DAA approval.
	
	

	
	
	
	2
	The IAO will ensure that VoIP systems are compliant with overall network security architecture and appropriate enclave security requirements.

Procedure:  Interview the IAO and review site policy, diagrams, and documentation to confirm compliance.
	1
	II

	
	
	
	
	VoIP 0020 PDI Short Description:  The VoIP system is not compliant with overall network security architecture and appropriate enclave security requirements.
	
	

	
	
	
	3
	The IAO will ensure that VoIP devices are added to site System Security Authorization Agreements (SSAAs).

Procedure:  Review the SSAA and verify that all VoIP installations or modifications are included.  In addition, verify there is a procedure for approving changes to configuration.
	1
	II

	
	
	
	
	VoIP 0030 PDI Short Description:  VoIP devices exist that have not been added to site System Security Authorization Agreements (SSAAs).
	
	

	Notes:

	

	

	


2. Media Gateway Control Protocol (MGCP)

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	If MGCP is used, the IAO will ensure that IPSEC is enabled on each the MGCs to provide authentication and encryption.

Procedure:  Interview the IAO and/or applicable SA, review site policy, diagrams, and documentation to confirm compliance.  Request the SA demonstrate that IPSEC is enable on MGCP servers by providing configuration details.
	2.2
	II

	
	
	
	
	VoIP 0040 PDI Short Description:  MGCP is being used without IPSEC enabled on each of the MGCs to provide authentication and encryption.
	
	

	Notes:

	

	

	


3. Physical Security

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure all critical VoIP network and server components are located in a secured area.

Procedure:  During walk through inspection, visually confirm that critical VoIP network and server components are installed in secured areas.
	3.1
	II

	
	
	
	
	VoIP 0050 PDI Short Description:  VoIP network and server components are located in an unsecured area. 
	
	

	
	
	
	2
	The IAO will ensure that telephony terminals (IP phones) do not display network IP configuration information on its liquid crystal display (LCD) device.

Procedure:  Determine compliance by interviewing the IAO/SA.  Verify configuration settings by visually inspecting a phone.
	3.1
	III

	
	
	
	
	VoIP 0060 PDI Short Description:  IP phones are configured to display network IP configuration information.
	
	

	Notes:

	

	

	


4. Logical Address Segregation

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure that all VoIP systems and components have been deployed on their own dedicated network or sub-network and are not shared with the local data network.

Procedure:  Interview the IAO/SA to confirm compliance through discussion, review of site policy, diagrams, and documentation.  Have site personnel provide switch/router configuration files for review and confirmation.
	3.2
	II

	
	
	
	
	VoIP 0070 PDI Short Description:  VoIP systems are not deployed on a logically segregated and dedicated telephony network.
	
	

	
	
	
	2
	The IAO will ensure that all VoIP systems and components have been deployed using private address space IAW RFC 1918.

NOTE:  This check does not apply to VoIP systems residing on the SIPRNet.

Procedure:  Interview the IAO/SA to confirm compliance through discussion, review of site policy, diagrams, and documentation.  Have site personnel provide switch/router configuration files for review and confirmation.
	3.2
	II

	
	
	
	
	VoIP 0080 PDI Short Description:  VoIP systems are not deployed on a non‑routable (RFC 1918) network.
	
	

	
	
	
	3
	The IAO will ensure that NAT has been implemented at VoIP segment to data segment connections.

Procedure:  Interview the IAO/SA to confirm compliance through discussion, review of site policy, diagrams, and documentation.  Have site personnel provide switch/router configuration files for review and confirmation.
	3.2
	II

	
	
	
	
	VoIP 0090 PDI Short Description:  NAT has not been implemented at VoIP to data network connections.
	
	

	Notes:

	

	

	


5. Virtual LANs (VLAN)

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure that VoIP components reside on a separate VLAN from the data network.

Procedure:  Interview the IAO/SA to confirm compliance through discussion, review of site policy, diagrams, and documentation.  Have site personnel provide switch/router configuration files for review and confirmation.
	3.3
	II

	
	
	
	
	VoIP 0100 PDI Short Description:  VoIP systems do not reside on a dedicated and separate VLAN.
	
	

	
	
	
	2
	The IAO will ensure that VoIP VLAN ports that are not in use are disabled.

Procedure:  Interview the IAO/SA to confirm compliance through discussion, review of site policy, diagrams, and documentation.  The reviewer must physically verify, by reviewing switch/router configuration files, that unused ports are disabled. Site personnel provide these files.
	3.3
	III

	
	
	
	
	VoIP 0110 PDI Short Description:  Unused VLAN ports are not disabled.
	
	

	
	
	
	3
	The IAO will ensure that VoIP telephones with a built-in data network port, disable the port when not in use, and if it is used the port must be configured on the appropriate data VLAN.

Procedure:  Interview the IAO/SA and confirm compliance through discussion.  Have site personnel demonstrate on a sampling of VoIP instruments that data ports are disabled.
	3.3
	III

	
	
	
	
	VoIP 0120 PDI Short Description:  Data ports on IP phones are not being disabled or controlled as required.
	
	

	Notes:

	

	

	


6. IP Hardware Phones and Soft Phones

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure that all Soft Phones utilize a separate dedicated NIC for VoIP VLAN access and the host system is in compliance with the applicable STIG.

Procedure:  Interview the IAO/SA and confirm compliance through discussion.  Have site personnel demonstrate on a sampling of systems with VoIP Soft Phones installed that there is a dedicated NIC for VoIP.
	3.4
	III

	
	
	
	
	VoIP 0130 PDI Short Description:  PC-based, software programmable, IP phones were found in use without a dedicated network interface card (NIC) and VoIP VLAN.
	
	

	
	
	
	2
	The IAO will ensure DAA approval prior to the use of any IP Soft

Phone agent software.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy and DAA approval documentation.
	3.4
	III

	
	
	
	
	VoIP 0140 PDI Short Description:  PC-based, software programmable, IP phones were found in use without DAA approval.
	
	

	
	
	
	3
	The IAO will ensure a local policy exists and is being enforced that prohibits the installation and use of personal IP Soft Phone agent software.

Procedure:  Interview the IAOS and have them provide policy/procedure documentation.
	3.4
	III

	
	
	
	
	VoIP 0150 PDI Short Description:  A local policy doesn’t exist prohibiting the use personal installation and used of IP Soft Phone agents.
	
	

	
	
	
	4
	The IAO will ensure that all IP Phones and Soft Phones are:

· VLAN capable and that this function is enabled.

· Assigned to the VoIP VLAN segment.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.
	3.4
	II

	
	
	
	
	VoIP 0160 PDI Short Description:  IP phones and Soft phones are being used that are not VLAN capable or assigned to a VoIP VLAN segment.
	
	

	Notes:

	

	

	


7. Firewall Controls

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure that stateful firewall filtering is implemented to protect and control access to networks and critical servers supporting the VoIP environment.
Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network device and firewall configurations for compliance.
	3.5
	II

	
	
	
	
	VoIP 0170 PDI Short Description:  IP filtering has not been implemented to protect or control access to VoIP networks or critical servers.
	
	

	
	
	
	2
	The IAO will ensure that H.323 aware of stateful firewalls are deployed at all WAN-to-WAN connections providing VoIP call connectivity.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm firewall type and deployment location within the VoIP environment.  Review firewall configuration for H.323 rule settings.
	3.5
	II

	
	
	
	
	VoIP 0180 PDI Short Description:  Stateful firewalls have not been deployed at VoIP WAN-to-WAN connection points.
	
	

	
	
	
	3
	The IAO will ensure that all VoIP security perimeter firewalls that process voice traffic control H.323 call setup and termination (ports 1720, 11000-11999, and 16384-32767).

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm firewall type and deployment location within the VoIP environment.  Review firewall configuration for H.323 rule settings for specific port control.
	3.5
	II

	
	
	
	
	VoIP 0190 PDI Short Description:  VoIP perimeter firewalls are not properly configured to control H.323 protocol call setup and termination.
	
	

	
	
	
	4
	The IAO will ensure all VoIP security perimeter firewalls are dedicated to VoIP traffic to reduce transmission latency caused by access control list (ACL) processing.

Procedure:  Review network diagrams and confirm firewall deployment location within the VoIP environment.  Ensure firewalls are dedicated to processing VoIP traffic.
	3.5
	III

	
	
	
	
	VoIP 0200 PDI Short Description:  Perimeter firewalls are not dedicated to VoIP connections.
	
	

	Notes:

	

	

	


8. VoIP Firewall Management

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure VoIP perimeter firewall administrative/management traffic is blocked at the perimeter or tunneled/encrypted using VPN technology at the security perimeter (ports 69, 161, 162, 389).

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm firewall type and deployment location within the VoIP environment.  Review firewall configuration rule settings for specific port control.  If possible, have SA demonstrate remote connection to firewall protecting the VoIP environment.
	3.6
	II

	
	
	
	
	VoIP 0210 PDI Short Description:  VoIP firewall administrative/management traffic (ports 69,161,162, 389) is not being controlled or encrypted at the VoIP network perimeter.
	
	

	
	
	
	2
	The IAO will ensure MS-SQL (port 1433) is blocked at the VoIP security perimeter.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm network device configuration rule settings for specific port control.
	3.6
	II

	
	
	
	
	VoIP 0220 PDI Short Description:  MS-SQL port 1433 is not being controlled at the VoIP security perimeter.
	
	

	
	
	
	3
	The IAO will ensure the network time protocol (NTP port 123) is blocked at the security perimeter.  Clock source should be derived from a locally obtained global positioning system (GPS).

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm network device configuration rule settings for specific port control and physically locate site global positioning system (GPS).
	3.6
	III

	
	
	
	
	VoIP 0230 PDI Short Description:  The network time protocol (NTP) port 123 is not blocked at the VoIP security perimeter and clock is not being derived from a local global position system (GPS).
	
	

	
	
	
	4
	The IAO will ensure Terminal Services or remote desktop protocol (port 3389) is blocked at the security perimeter or that these connections are encrypted.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm network device configuration rule settings for specific port control.  If used, have SA demonstrate and confirm sessions are encrypted.
	3.6
	II

	
	
	
	
	VoIP 0240 PDI Short Description:  Terminal services (port 3389) is not being blocked or if used encrypted at the VoIP security perimeter.
	
	

	
	
	
	5
	The IAO will ensure that all remote web access to VoIP security perimeter firewalls is proxied (ports 80, 8080, 443, 8002, and 8003).

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm network perimeter device configuration rule settings for specific port and proxy control.
	3.6
	II

	
	
	
	
	VoIP 0250 PDI Short Description:  Remote firewall web connections for firewall administration are not proxied at the site perimeter.
	
	

	
	
	
	6
	The IAO will ensure that all web connections to VoIP security perimeter firewalls for administrative/management purposes are encrypted.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm network perimeter device configuration rule settings for specific port and proxy control.  Have SA demonstrate a remote connection to confirm encryption.
	3.6
	II

	
	
	
	
	VoIP 0260 PDI Short Description:  Remote firewall web connections for firewall administration are not encrypted at the site perimeter.
	
	

	Notes:

	

	

	


9. VoIP Servers

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure that VoIP servers are dedicated to only applications required for VoIP operations.

Procedure:  Interview the IAO/SA and confirm compliance through discussion.  Review the server for additional applications not required for VoIP operational support.
	3.7
	II

	
	
	
	
	VoIP 0270 PDI Short Description:  Critical servers supporting the telephony environment are not dedicated to telephony VoIP applications.
	
	

	
	
	
	2
	The IAO will ensure that critical VoIP severs have been secured in compliance with applicable STIG guidelines.

Procedure:  Interview the IAO.  Obtain a copy of the applicable SRR results and review for compliance.  If SRR results are not available, then sample check a representative number of devices.
	3.7
	III

	
	
	
	
	VoIP 0280 PDI Short Description:  Critical servers supporting the telephony environment have not been secured in compliance with applicable STIG guidelines.
	
	

	Notes:



	

	

	


10. Remote Access Management of VoIP Servers

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The system administrator will ensure all remote administrative connections to critical VoIP servers are encrypted.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm network perimeter device configuration rule settings for specific port and proxy control.  Have SA demonstrate a remote connection to a critical VoIP server and confirm encryption.
	3.8
	II

	
	
	
	
	VoIP 0290 PDI Short Description:  Remote administrative connections to critical VoIP servers are not encrypted.
	
	

	Notes:

	

	

	


11. WAN-to-WAN VoIP Connections

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure that all VoIP traffic that is sent over a public IP network (i.e. internet, NIPRNet) is encrypted.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm VoIP Wan-to-Wan connections are encrypted.
	3.9
	II

	
	
	
	
	VoIP 0300 PDI Short Description:  VoIP traffic is being sent over a public IP network (i.e., internet, NIPRNet) without being encrypted.
	
	

	Notes:

	

	

	


12. Voice Mail Services

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT


	
	
	
	1
	The IAO will ensure text-to-speech is disabled if the voice mail platform is configured to interact with the corporate email system.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review system configuration of VoIP system performing this function to ensure feature is disabled.
	3.10
	III


	
	
	
	
	VoIP 0310 PDI Short Description:  The text to speech unified mail feature is enabled using an existing email system. 
	
	


	
	
	
	2
	The IAO will ensure a stateful firewall is installed between the Voice VLAN and the data network to deny all traffic that is not necessary for voice calls or voice messages to be transferred between the Voice VLAN and the data network if the voice mail platform is connected to the data network.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Review network diagrams and confirm that stateful controls have been implemented at VoIP environment to data network connections.
	3.10
	II


	
	
	
	
	VoIP 0320 PDI Short Description:  Stateful firewall controls have not been implemented between the VoIP VLAN and an email system residing on the data network.
	
	


	
	
	
	3
	The IAO will ensure the server hosting the Voice Mail Service is properly secured by following the applicable OS STIG.

Procedure:  Obtain and copy the applicable SRR results and review for compliance.  If SRR results are not available, then sample check a representative number of devices.
	3.10
	III


	
	
	
	
	VoIP 0330 PDI Short Description:  The Voice mail system supporting VoIP is not secured to applicable STIG guidance.
	
	


	
	
	
	4
	The IAO will ensure the application services (SQL, IIS, Apache, Oracle, etc.) supporting the voice mail service are properly secured according to the appropriate STIGs.

Procedure:  Obtain and copy the applicable SRR results and review for compliance.  If SRR results are not available, then sample check a representative number of devices.
	3.10
	III


	
	
	
	
	VoIP 0340 PDI Short Description:  Application services (i.e., SQL, IIS, Apache, Oracle, etc.) supporting the voice mail service have not been secured to applicable STIG guidance.
	
	


	
	
	
	5
	The IAO will ensure the subscriber can only change their voice mail settings via the phone interface or through an SSL connection.  HTTP and Telnet services will be disabled on the voice mail platform.

Procedure:  Interview the IAO/SA and confirm compliance through discussion, review of site policy, diagrams, and documentation.  Have the SA demonstrate from an IP Phone.  If settings can also be changed via a web connection, ensure this connection utilizes SSL.
	3.10
	II


	
	
	
	
	VoIP 0350 PDI Short Description: The subscriber can change voice mail settings via an unsecured/unencrypted connection.
	
	


	Notes:

	

	

	

	

	

	

	


13. Wireless VoIP

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT

	
	
	
	1
	The IAO will ensure that if wireless VoIP is used, the requirements contained in the Wireless STIG have been applied to the wireless VoIP environment.

Procedure:  Obtain and copy the applicable SRR results and review for compliance.  If SRR results are not available, then initiate a Wireless review of the Wireless VoIP environment.
	3.11
	III

	
	
	
	
	VoIP 0360 PDI Short Description:  Wireless VoIP is being used without Wireless STIG security guidance applied.
	
	

	Notes:

	

	

	


14. Connecting VoIP to the Defense Switched Network (DSN)

	N/A
	Pass
	Fail
	#
	Policy
	STIG Ref
	CAT


	
	
	
	1
	The IAO will ensure that no VoIP systems or networks are connected to the DSN switching system without being certified by the JITC.

Procedure:  Interview site personnel to verify connection.  Attempt to make a call from an IP phone to a standard DSN phone.  If this can be done, this is a finding.
	3.12
	II


	
	
	
	
	VoIP 0370 PDI Short Description:  The IAO will ensure that no VoIP systems or networks are connected to the DSN switching system without being certified by the JITC.
	
	


	
	
	
	2
	Voice Over IP will not be the primary voice communications system for C2 users.

Procedure:  Interview site personnel to ensure that all C2 users are provided traditional DSN service.
	3.12
	II


	
	
	
	
	VoIP 0380 PDI Short Description:  Voice Over IP is being used as the primary voice communications system for C2 users.
	
	


	Notes:

	

	

	

	

	

	

	


APPENDIX A.  VOIP PORTS AND SERVICES

The following table provides ports and services that should be considered in providing firewall filtering for VoIP servers and networks:

	SERVICE
	PORT

	Skinny
	TCP 2000-2002

	TFTP
	UDP 69

	MGCP
	UDP 2427

	Backhaul (MGCP)
	TCP 2428

	Tapi/Jtapi
	TCP 2748

	HTTP
	TCP 8080/80

	SSL
	TCP 443

	MS Terminal Services
	TCP 3389

	Transport traffic
	16384-32767

	SNMP
	UDP 161

	SNMPtrap
	UDP 162

	DNS
	UDP 53

	NTP
	UDP 123

	LDAP
	TCP 389

	H.323RAS
	TCP 1719

	H.323 H.225
	TCP 1720

	H.323 H.245
	TCP 11000-11999

	DC Directory
	TCP 8404

	Echo
	echo

	echo-reply
	echo-reply

	MS-SQL
	TCP 1433

	SMB
	TCP 445

	ICCS
	TCP 8002

	CTIM (CTI manager)
	TCP 8003

	CTI/QBE
	TCP 2478

	SCCP
	TCP 3224

	HID agent
	TCP 5000
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