Jr/r)roy' r)rnr IESHNUNGHBRE

— “Penis Charles, Microsoft Research
Eyal Goren, McGill University
Kristin Lauter, Microsoft Research

Presented by
Josh Benaloh, Microsoft Research -

‘ L ——
Mhop

November 1, 2005



A new(?) nasrl ozirecdigrn)

= |nput string is divided'into blocks which are
used as the “directions” for how to walk
around an expander graph

= Output is the final vertex of the hash

= Random walks on expander graphs mix
idly: log(n) steps to a random vertex. ...

ﬂ'pjmd istinct walks of

the same length which end at same vertex
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o Vertlces supersmgular elliptic curves mod o)
- Edges. degree 2 isogenies between them

= Graph is Ramanujan (optimal expander)

= Out degree=3, input written in-ternary

= Finding collisions reduces to flndlng pairs of
" distinct i lsog jes betwee tic curves

= O(W ay attack is best known
* log(p) modular multiplies per edge traversal
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= Vary =bgo,lve=\c 2=y (=v 6l o=

u—-__OrdlnaQ/ elliptic curves
— Same efficiency as supersingular graph
— Finding isogenies: p*2log(p) [Galbraith]
— Isogeny graph with fixed degree not connected

= | ubotzky-Phillips-Sarnak Cayley graph

ﬂahdomw Is efficient to | M ———
' nder graph (Ramanujan)

— D|fferent problem for finding collisions
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— Detalls on ST@pSGfW&ﬂk Computlng } Modular
~ Polynomials, LMS J. Computational Mathematics, (2005),

D. Charles, K. Lauter.

= Cryptographic hash functions from.expander
graphs D. Charles, E. Goren, K. Lauter, in preparation.

mpIeX|ty of flndlng collisions: Constructing
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