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This <Insert Office/Center and Group A Name> and <Insert Office/Center and Group B Name> MOU Review Log is maintained to record the annual reviews.  The <Insert Office/Center and Group A Name> and <Insert Office/Center and Group B Name> MOU Review Log is provided below.

review log

	Date of Review
	Initials of Reviewer
	Name of Reviewer 
	Organization of Reviewer
	MOU Version

	<insert Date of the review>
	<insert Initials of the reviewer>
	<insert Staff name of the reviewer>
	<insert staff reviewer's organization>
	<insert MOU Version reviewed>

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


1. SUPERSESSION

<Insert document title and date signed that this MOU SUPERSEDES>
2. Purpose and scope

The purpose of this Memorandum of Understanding (MOU) is to establish a management agreement between <Insert Office/Center and Group A Name> and <Insert Office/Center and Group B Name>, hereafter referred to as “both parties” regarding the development, management, operation, and security of a connection between their respective systems, <Insert System A Name> and <Insert System B Name>, hereafter referred to as “the systems.”  This agreement will govern the relationship between both parties, including designated managerial and technical staff, in the absence of a common management authority.

CMS has established internal system interconnections with groups within the agency to advance its mission. These interconnections increase efficiency and functionality, reduce costs, and improve management of information.  If not managed properly, information technology (IT) systems
 and network interconnections can result in unacceptable security risks that, potentially, can compromise all connected IT systems and the data they store, process, or transmit, as well as the networks connected to those systems.  
Federal policy requires agencies to develop Interconnection Security Agreements (ISA) or MOUs for system interconnections.  CMS has established a standard that an Interconnection Security Agreement (ISA) is employed when the system interconnection is between separate, but secure networks while MOUs are used for interconnections within the same secure network.  This MOU is based on the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-47 – Security Guide for Interconnecting Information Technology Systems http://csrc.nist.gov/publications/nistpubs/800-47.pdf.  The guide establishes security measures that shall be taken to protect the connected systems, networks and shared data.   

3. authority

The authority for this MOU is based on the following, but not limited to the:

· Federal Information Security Management Act (FISMA) of 2002;

· OMB Circular A-130, Appendix III, Security of Federal Automated Information System;

· 18 United States Code U.S.C. § 641 Criminal Code: Public Money, Property or Records;

· 18 U.S.C. § 1905 Criminal Code: Disclosure of Confidential Information;

· Privacy Act of 1974, 5 U.S.C. § 552a; and
· Health Insurance Portability and Accountability Act (HIPAA) of 1996 P.L. 104-191.
This MOU is also in compliance with Department of Health and Human Services (DHHS) policies listed at http://www.hhs.gov/read/irmpolicy/, and CMS policies listed at the CMS Information Security webpage http://www.cms.hhs.gov/informationsecurity/. 

4. Requirements

It is the intent of both parties to this MOU to interconnect the IT systems described below:
· System A Name:  <Insert System A Name>
· Function:  <Insert System A Function>
· Location:  <Insert System A Location>
· Description of Data:  <Insert System A Description of data, including sensitivity or classification level>
· System B Name:  <Insert System B Name>
· Function:  <Insert System B Function>
· Location:  <Insert System B Location>
· Description of Data:  <Insert System B Description of data, including sensitivity or classification level>
5. Topological Diagram

Appendix A of this MOU includes a topological drawing that illustrates the interconnectivity between the systems, including all components (e.g., firewalls, routers, switches, hubs, servers, encryption devices, and computer workstations).  

6. security responsibilities 

Both parties shall: 
· Agree to work together to ensure the joint security of the connected systems and the data they store, process, and transmit. Both parties certify that its respective system is designed, managed, and operated in compliance with all relevant federal laws, regulations, and CMS policies.
· Both parties agree to maintain the higher level of security that is commensurate with the risk and magnitude of the harm that could result from the loss, misuse, disclosure, or modification of the information contained in the systems.
7. Communications

Frequent formal communications are essential to ensure the successful management and operation of the CMS internal system interconnection.  Both parties agree to maintain open lines of communication between designated staff at both the managerial and technical levels. 

Both parties shall agree to designate and provide contact information for technical leads for their respective systems, and to facilitate direct contact between technical leads to support the management and operation of the interconnection.  In the event that the technical leads of either party changes, the other party shall be informed within five (5) calendar days.  

To safeguard the confidentiality, integrity, and availability (CIA) of the connected systems and the data they store, process, and transmit, both parties agree to abide by CMS’ IS policies, procedures, and guidelines in the CMS Information Security “Virtual” Handbook at http://www.cms.hhs.gov/informationsecurity .
It is imperative that there is immediate communication in the event of the following: 
· Security Incidents:  Technical staff shall immediately notify their designated counterparts per guidance of CMS Incident Handling and Breach Notification Procedures when a security incident(s) is detected, so the other party may take steps to determine whether its system has been compromised and to take appropriate security precautions. 
· Disasters and Other Contingencies:  Technical staff shall immediately notify their designated counterparts by telephone or e-mail in the event of a disaster or other contingency that disrupts the normal operation of their respective system.

· Material Changes to System Configuration:  The initiating party shall notify their counterpart of any planned technical changes to the system architecture before such changes are implemented. The initiating party agrees to conduct a risk assessment (RA) based on the new system architecture and to modify and re-sign the MOU within thirty (30) calendar days prior to implementation. Both parties should exercise due diligence by reviewing the RA.

· New Interconnections:  The initiating party shall notify the other party at least thirty (30) calendar days before it connects its IT system with any other IT system, including systems that are owned and operated by third parties.   

8. responsible parties

Appendix B of this MOU includes a list of the responsible parties for each system and will be updated whenever necessary.   Updating Appendix B does not require the re-signing of this MOU by either party.   It is the responsibility of each respective approving authority to ensure the timely updating of Appendix B and for the notification of such changes to the alternate party within thirty (30) calendar days of any personnel change.

9. cost considerations

Both parties agree to be responsible for their own systems and costs of the interconnecting mechanism and/or media.  No financial commitments to reimburse the other party shall be made without the written concurrence of both parties.  Modifications to either system that are necessary to support the interconnection are the responsibility of the respective system/network owners’ organization.  This MOU does not authorize, require, nor preclude any transfer of funds without the agreement of both parties.

10.  timeline/extensions/cancellations 
This agreement will remain in effect for the period authorized as part of the systems accreditation.  After the accreditation period, this agreement will expire without further action.  If the parties wish to extend this agreement, they may do so by reviewing, updating, and reauthorizing this agreement as part of the re-accreditation process.  The newly signed agreement shall explicitly supersede this agreement, which shall be referenced by the document title and date signed in Section 1.  If one or both of the parties wish to terminate this agreement prematurely, they may do so in writing with thirty (30) calendar days advanced notice.  In the event of a security incident where either party believes their system is at an unacceptable risk the interconnection can be terminated immediately.   
11.   SIGNATURE of agreement

Both parties shall agree to work together to ensure the joint security of the connected networks and the data they store, process, and transmit, as specified in this MOU.  Each party certifies that its respective network is designed, managed, and operated in compliance with all relevant federal laws, regulations, and CMS policies.  Each party also certifies that its respective system has been certified and accredited in accordance with NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems.  

 I agree to the terms of this Memorandum of Understanding.

APPROVED AND ACCEPTED FOR <Insert Office/Center and Group A Name> 
By:______________________________

Title: <Signature needs to be Group Director Level or above>
Date: _____________________

APPROVED AND ACCEPTED FOR <Insert Office/Center and Group B Name> 
By: ______________________________

Title: <Signature needs to be Group Director Level or above>
Date: _____________________
Appendix A – Topological Drawing
Insert topological drawing
Appendix B – Responsible Parties
<Insert System A Name>:
Information System Security Officer (ISSO) :  <Insert System A ISSO Name>
· Organization:  <Insert Name of Organization for System A>
· Address:  <Insert System A ISSO Address>
· Work Phone:  <Insert System A ISSO Work Phone>
· Fax:  <Insert System A ISSO Fax No.>
· E-Mail:  <Insert System A ISSO Email address>
· Supervisor:  <Insert System A ISSO Supervisor Name>
Technical Point of Contact (POC) :  <Insert System A POC Name>
· Organization:  <Insert Name of Organization for System A>
· Address:  <Insert System A POC Address>
· Work Phone:  <Insert System A POC Work Phone>
· Fax:  <Insert System A POC Fax No.>
· E-Mail:  <Insert System A POC Email address>
· Supervisor:  <Insert System A POC Supervisor Name>
Business Owner:  <Insert System A Business Owner Name>
· Organization:  <Insert Name of Organization for System A>
· Address:  <Insert Business Owner Address>
· Work Phone:  <Insert Business Owner Work Phone>
· Fax:  <Insert Business Owner Fax No.>
· E-Mail:  <Insert System Business Owner Email address>
· Supervisor:  <Insert Business Owner Supervisor Name>
<Insert System B Name>:
ISSO:  <Insert System B ISSO Name>
· Organization:  <Insert Name of Organization for System B>
· Address:  <Insert System B ISSO Address>
· Work Phone:  <Insert System B ISSO Work Phone>
· Fax:  <Insert System B ISSO Fax No.>
· E-Mail:  <Insert System B ISSO Email address>
· Supervisor:  <Insert System B ISSO Supervisor Name>
Technical POC:  <Insert System B POC Name>
· Organization:  <Insert Name of Organization for System B>
· Address:  <Insert System B POC Address>
· Work Phone:  <Insert System B POC Work Phone>
· Fax:  <Insert System B POC Fax No.>
· E-Mail:  <Insert System B POC Email address>
· Supervisor:  <Insert System B POC Supervisor Name>
Business Owner:  <Insert System B Business Owner Name>
· Organization:  <Insert Name of Organization for System B>
· Address:  <Insert Business Owner Address>
· Work Phone:  <Insert Business Owner Work Phone>
· Fax:  <Insert Business Owner Fax No.>
· E-Mail:  <Insert System Business Owner Email address>
· Supervisor:  <Insert Business Owner Supervisor Name>
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� An “IT system” is defined as an interdependent collection of components that process electronically stored information, can be considered as a unified whole, and supports multiple, simultaneous users.  (CMS IT Security Requirements) The term “system” may also refer to applications or networks.
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