
Sample Generic Policy and High Level Procedures
 for

Security Awareness and Training

Issue Statement

Public Law 100-235, Computer Security Act of 1987 and the XX Agency Automated Information Systems Security Program (AISSP) Handbook, requires mandatory periodic training for all employees involved in the management or use of Federal computer systems that contain sensitive information. The training shall consist of basic computer security, security planning and management, computer security policy and procedures, contingency planning and systems life cycle management. The Office of Management and Budget Circular A-130, Management of Federal Information Resources, Appendix III, Security of Federal Automated Information Resources enforced such mandatory training by requiring its completion prior to granting access to the system and through periodic refresher training for continued access.

Organization’s Position

XX Agency depends on all personnel to help secure Large Service Applications (LSA) data and to protect citizen's privacy through careful handling of sensitive data and information. All personnel must be versed in the security rules for the LSA before being allowed access to any of the LSA applications. Additionally, all users must attend annual refresher security training.

Applicability

These procedures apply to all personnel who use, manage, design or implement programs on LSA system. 

Roles and Responsibility

Director, Federal Systems shall:

· publish and maintain policy guidelines on security awareness and training, and

· assign responsibility for implementing the security awareness and training program.

Information Systems Security Officer (ISSO) shall:

· prepare policy on security awareness and training, 

· develop and present security training courses and briefings, 

· develop and distribute awareness material and bulletins, and

· ensure all personnel receive the appropriate security training associated with their jobs and maintain records of training received.
Supervisors shall ensure all personnel receive the appropriate training.
LSA Security Officer – XX Agency Site shall ensure all employees at the XX Agency site receive the appropriate training.  

Users shall attend the security awareness and training sessions. 

Compliance

All personnel are required to comply with the security awareness and training requirements contained in the XX Agency AISSP Handbook.

Supplementary Information

· XX Agency AISSP Handbook, May 1994.

· NIST Special Publication 800-12, "An Introduction to Computer Security: The NIST Handbook.  October 1995

Points of Contact 

Information Systems Security Officer 
LSA Security Officer – XX Agency Site












































� This document was written for a large application it can be modified to serve as a chapter in an organization’s information security manual by replacing any reference to one application with the words “all systems.”
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