
Sample Generic Policy and High Level Procedures
 for

Facility Protection

Issue Statement

XX Agency Automated Information Systems Security Program (AISSP) Handbook, requires all XX Agency organizations to implement physical security safeguards to protect the Departments' automated information resources. These safeguards must be applied in all administrative, physical, and technical areas and can include the use of locks, guards, administrative controls, and measures to protect against damage from intentional acts, accidents, fires, and environmental hazards such as floods, hurricanes and earthquakes. 

Organization’s Position

XX Agency depends on every employee to help keep the office facility secure and to cooperate with the need to protect citizen's privacy through safeguarding practices and careful handling of sensitive data and information. 

Applicability

These procedures apply to all personnel who use, manage, design or implement programs on the Large Service Application (LSA).

Roles and Responsibility

Director, Federal Systems shall publish and maintain policy guidelines on facility protection.

Information Systems Security Officer (ISSO) shall:

· prepare facility protection policy 

· monitor the adherence to the facility protection security policy, and 

· ensure all personnel are trained in the facility protection security responsibilities and duties associated with their jobs.
Supervisor shall:

· communicate to the users facility protection security requirements outlined in this policy,

· monitor the adherence to the facility protection security policy, 

· ensure all personnel are trained in the facility protection security responsibilities and duties associated with their jobs, 

· ensure employee’s badge and keys are returned when no longer needed,

· immediately notify the ISSO  if an employee's badge or key card is lost, and

· promptly inform the ISSO and/or the LSA Security Officer on any noncompliance to this policy.
LSA Security Officer – XX Agency Site shall:
· monitor the adherence to the facility protection security policy, and

· promptly inform XX Agency security personnel and the ISSO of any infractions to this policy. 

Users shall:

· understand their facility protection security responsibilities and duties,

· understand the consequences of their failure to adhere to statutes and policy governing information resources, 

· immediately notify supervisor if identification badge or key card is lost, and

· immediately notify supervisor if there is noncompliance to this policy.

Facility Protection Security Policy:

· Access to the XX Agency offices are restricted and controlled at all times by key card.

· All doors and windows must be locked.

·  Signs are used to indicate the areas restricted to authorized personnel. An Authorized Access List must be maintained that lists personnel authorized to enter the restricted area.

· All employees are issued a photo identification badge and key card.  The badge must be displayed at all times. Badges should be removed or concealed when leaving the facility. Immediately report any individual not wearing an ID badge or visitor sticker to the visitor's desk. Do not confront the individual.  Employees who forget their badge must report to the visitor's desk. Lost badges should be reported to the Security Office, the ISSO and immediate supervisor.

· All visitors must sign in/out, obtain a visitors sticker, and be escorted at all times.

· Maintain logs to record the entry and departure of all visitors. The logs should be retained for one hundred and twenty days.

· An after hours log must be maintained at the visitors desk. All employees and visitors who are in the facility after normal business hours, must sign the after hours log.

· In restricted areas, all computer monitors should be located to prevent viewing by unauthorized persons.

· In restricted areas, all computers, printers, and office lights must be turned off and window blinds closed before leaving each day.

· Firearms, illegal drugs, knives and weapons of any sort are prohibited in all Federal facilities. Electronic recording devices, cameras and video cameras are prohibited unless prior approval has been received by supervisor.

· Ensure emergency (panic) hardware on "emergency exit only" doors are installed and emergency exits are properly marked.

· Emergency lighting is available and tested.

· Ensure smoke and fire detection systems with alarms are installed.

· For computer room:

· Comply with all requirements listed above.

· Install fire suppression equipment.

· Provide emergency power shutdown controls. Cover controls to prevent accidental activation.

· Provide waterproof covers

· Equipment is located on a raised floor 

· There is  a dedicated cooling system

· Provide an uninterruptible power supply

Compliance

Unauthorized personnel are not allowed to see or obtain sensitive data. The gross negligence or willful disclosure of LSA information can result in prosecution for misdemeanor or felony resulting in fines, imprisonment, civil liability, and/or dismissal. 

Supplementary Information

· XX Agency AISSP Handbook, May 1994.

· NIST Special Publication 800-12, "An Introduction to Computer Security: The NIST Handbook.  October 1995

Points of Contact 

Information Systems Security Officer 
LSA Security Officer – XX Agency Site


Visitors Desk











































�This document was written for a large application it can be modified to service as a chapter in an organization’s information security manual by replacing any reference to one application with the words “all systems.”
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