Rules of Behavior for Social Media Usage 
• I understand that I must complete role-based training at least once annually in order to obtain and maintain Social Media capabilities. 

• I understand that I must not use computers connected or to be connected to the CDC Network to administer and maintain sites/profiles on social media sites.

• I will not store FIPS 199 moderate or high sensitivity data on the hard drive of any system not regularly connected to the CDC network. Contact program ISSO for assistance, or refer to http://csrc.nist.gov/publications/nistpubs/800-60/SP800-60V1-final.pdf for guidance on data categorization. 

• I understand that Social Media sites are non-secure systems and that no data will be passed from Social Media administration computers to the CDC network, except through the HHS email system or other mechanisms preapproved by my ISSO, OCISO and ITSO.
• I understand that even though certain Social Media administration computers may have limited port capabilities, I will not attempt to connect any of them to the CDC network. 
• I agree to operate with security settings enabled by ITSO/OCISO to prevent compromise of systems or data. 

• I understand that my login, when operating the Socal Media administration computer, will be as regular user with no administrative privileges. 

• I will run virus scans regularly. 

• I understand that while logged in to Social Media sites I am in essence representing CDC and that I will abide by their respective rules of behavior and will not engage in any activities which may reflect poorly on CDC.

• I understand my responsibilities to protect systems and data as specified by CDC policies. 

Protection of Information Resources http://intraspn.cdc.gov/maso/policy/Doc/policy300.htm 
Wireless Security http://intraspn.cdc.gov/maso/policy/Doc/policy447.htm 
Use of CDC Information Technology Resources http://intraspn.cdc.gov/maso/policy/Doc/policy90.htm
• I will report lost or stolen equipment immediately to CDC Physical Security Activity by calling CDC. 

Revision Date:08/15/08 

