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1.0
INTRODUCTION

The purpose of this document is to provide Banyan VINES System Administrators with uniform guidance on the implementation of minimum network safeguards and controls.  This document is to be used for all Banyan VINES Local Area Network (LAN) systems. Security requirements are addressed in this document for: technical security, administrative security, personnel security, and physical security.  Technical security includes: user identification, authentication, and authorization; access controls; file protection; accountability and auditability; and connectivity.

Implementation of the controls presented in this document is necessary to meet the broad requirements derived from Federal sources.  System Administrators may elect to impose more stringent standards, should security requirements of specific environments justify such a decision.  These implementation guidelines contain changes to the current LAN security scheme.  These changes are to be incorporated into and made a part of the revised System Administrator Notebook. And should be incorporated into the organization’s orders.

One of the responsibilities of the System Administrator is to institute and administer the Security Program at individual sites.  The security requirements for each site are based upon an assessment of the sensitivity of the data to be processed, the corresponding level of risk at each site, and a knowledge of Banyan VINES security capabilities and limitations.  This document describes how to set up a site data processing security program using the VINES security features.  These features, if used properly, will contribute substantially to the protection of information on systems.  Technical security features are augmented with administrative, personnel, and physical controls.

Banyan VINES is a general-purpose, multiuser, interactive network operating system.  The network operating system contains numerous security features designed to safeguard both the operating system and data residing on the hardware system.  Controls include such items as user identification and authentication using a password scheme; file ownership and access identification schemes; and inter-machine communications security protocols.  However, in order to realize the full security benefits of the VINES operating system, the security safeguards must be properly implemented.  Additionally, the degree of protection afforded a particular system must be balanced against data sensitivity and user access.  This document addresses VINES security issues common to all hardware systems and should aid the System Administrator in applying minimum security safeguards to individual systems.  This document assumes familiarity with the VINES operating system at the System Administrator level.

From time to time, modifications to this security implementation guide will be required to accommodate changes in technology and other areas of concern.

2.0
TECHNICAL SECURITY

This section addresses systemic security controls including communications security features.  Its focus is on ensuring that available technical controls are properly implemented.

The network operating system, together with any subsystem security features, must control access to information such that only properly authorized individuals, or processes operating on their behalf, will have access to read, write, create, or delete information.  Controls must limit access based on identified individuals who have been determined to have a need to know for the information.


2.1  Login Security

User identification is the process by which a user provides a unique identifier to the system (e.g., a name by which the user is known to the system) and is recognized as a valid or authorized user.  Discretionary access control and individual accountability on the system are not possible without positive and unique identification of all users.  The use of a Login StreetTalk name is the technique used by Banyan VINES to fulfill the requirement for user identification.

VINES security provides for three levels of users: administrators, operators, and users.  In addition, network administrators fall into two categories: server administrators and group administrators.  VINES network administrators are the highest level of user; they have the most control over the servers and other network resources.

VINES security identifies administrators by the presence of their StreetTalk names on The administrator lists (AdminLists).  VINES software creates two types of administrator lists - the server AdminList and the group AdminList.  To be able to perform administrative functions, the StreetTalk name must be on one or both of these AdminLists.  Individuals on the AdminList of a group have complete control of the print services created in that group.  In addition, they have Control access to the file services created in that group, whether or not their names are on the access rights lists (ARLs) of the directories and files of that service.  With Control access, they can change the ARLs to give themselves other privileges, including Search, Read, Write and Delete on directories, and Read, Write, and Execute on files.

AdminLists are special StreetTalk lists that contain individual names or lists of people who can modify the StreetTalk catalog and manage specific parts of the network.  


•
Use care when adding StreetTalk users to AdminLists.  AdminLists control much of the security of the network.


•
Limit the number of individuals granted administrator rights in order to maintain a reasonable level of control over the network and to ensure accountability for individual user actions taken on the network.


•
To maintain appropriate security, use care when adding names to a group AdminList. Do not use lists to create a group AdminList.  Enter individual user StreetTalk names.


•
When deleting entries from a group AdminList, do not delete all names.  If a group AdminList is empty, every user in the group has management privileges.


•
Assign login names (user IDs) only upon written request.  Approval of the user's supervisor is required before a login ID can be issued.  Maintain the written request and authorization for audit purposes.


•
Group or shared logins are not permitted.  Assign each individual a unique item/group/organization combination for the users's StreetTalk name.  Applications requiring shared logins must have additional controls to ensure security, such as some form of login arbitration by a front-end processor; or, if possible, should be rewritten so that group logins are not required.


•
User names for Administrators must convey the true identity of the user.  Do not use names such as "Administrator" or "Admin."  These entries must be removed and replaced with names that can be used to provide positive identification of a specific user.


•
User groups and user supervisors must notify the System Administrator upon termination of a user's need for access to the system.  Immediately upon notification, the user's name and files (if appropriate) must be removed from the system.  Delete user names and passwords whenever a user is the subject of a criminal or national security investigation.  Before removal, all links to the user's files should be investigated to ensure that no other user names have been associated with the user.


•
Use (and expand if necessary) the login scheme that is currently being used to identify users by organization to provide easy identification and monitoring of occasional users, like consultants or vendor analysts.


•
Verify all login names (IDs) on a periodic basis to ensure that the users still require access to the system.



2.1.1  Login Security Settings

Every user in the network is to have a unique identifying name.  Resources such as groups of users and print and file services are also to have unique names.  These names are defined and managed in StreetTalk services located on every server in the network.

Individual users, groups of users, and resources are added to the server and given unique names in the StreetTalk service located on that server.  Unless the Administrator later moves them, each resource remains on the server and is "owned" by the StreetTalk service on that server.  Each StreetTalk service creates and maintains a database of names that contains information about services across the network.



2.1.2  VINES Default and Required Login Security

If the system administrator does not assign user login security settings, VINES security assigns the default settings.  VINES default settings are in effect for users when no group or individual settings have been set.  By default, users can log in at any time, from any location on the network, as many times as they want.  They can change their passwords at any time and can edit their own user profiles.  Most default settings must be changed.  Table 2-1 lists all the security settings, their default settings, and their required values.


TABLE 2-1


Security Settings

Security Settings
Default Values
Required Values

Minimum Length of Passwords 

(in characters)
No Minimum
Minimum Length of Six Characters

Password Life

(in number of weeks)
Never Expires
Maximum 3 Months (13 Weeks)

Maximum Number of 

Simultaneous Logins Allowed Per User
Unlimited


One

Force User to Change

Password on Expiration
No
Yes

Allow User to Edit Own Profile
Yes
No

Allow User to Change Own Password
Yes
Yes

Confine User Logins to Specific Days and Times of the Week
Allow Logins on All Days at All Times
Confine User Login to Specific Days and Times

Request User to Log Out Forcibly if User is Logged in at an Unauthorized Time
Request User to Log Out
Force User Logout

Confine User Logins to Particular Types of Workstations (DOS, OS/2, and Macintosh)
Allow User to Log in from any Type of Workstation
Allow User to Log in from any Type of Workstation

Confine User Logins to Specific Locations (Server, Server Links Only, or Server Links and Workstations) in the Network
Allow User to Log in from any Location on the Network
Confine User Logins to Specific Locations



2.1.3  Accessing Security Menus

After creating groups and StreetTalk names for individual users in those groups, restrict user access through the Security Settings menus of MGROUP and MUSER.  Restrict where and when users can log in and how often they must change their passwords.  Further restrict user activity by creating a user access list for print and communications services and by setting up access rights lists for file services.

When specific security settings are first assigned to a user, VINES Security Service also assigns to that user any group settings that have not been overridden by the individual settings. From that point on, the user is not affected by any changes that are made to group security settings through MGROUP.



•
Assign all required security settings identified in Table 2-1 at the group level.



•
Assign individual users to groups with security settings already established and then modify individual user login settings as required.



2.1.4  Managing Password Security

The following entries for password security have fields that must be modified, as indicated, to control passwords:



•
Minimum length of passwords:


6



•
Password life:





13 (weeks)



•
Force password change on expiration:
Y



•
To specify that users may change their own passwords, maintain the default value of "Y" for the security setting as entered on the Prevent User Changes screen.

When adding users, the System Administrator must specify an acceptable password that meets the organization’s guidelines and specify that users be prompted to change their passwords the next time they log into the network.  



•
Specify an acceptable password.  Do not leave the field blank.



•
Specify that users must change the assigned password on first login.  Select "YES" at the password prompt screen.  The default value is NO.



•
Advise users of the password's significance and importance of selecting appropriate passwords.  Advise users to inform administrators if a password is suspected of being compromised.



•
Change passwords under the following conditions:




(1)
At least every three months;




(2)
Immediately following any suspected compromise;

(3)
Whenever user or system level passwords are conveyed over the telephone in the clear;



(4)
After allowing vendor analyst system level access for problem solving or diagnostic use; or

 

(5)
Whenever there are changes in personnel with AdminList rights.


•
Remove users who have been given a user name and password for temporary assignments following the termination of the assignment.


•
For special cases, "disable" the user name through use of the MUSER program.  The user name can then be "enabled" when required at a latter time.  



2.1.5  Limiting Simultaneous Logins


•
Specify that the number of workstations from which a user can log in at one time is one (1).  The default number is unlimited.


•
Allow exceptions for administrators, operators, or other technicians who need greater flexibility.



2.1.6  Specifying Login Times


The Restrict Login Times feature enables the System Administrator to control when users can access the network and thereby prevent unauthorized access during system maintenance, or while other important procedures are taking place, or at inappropriate times.


•
Specify Login times for all users that correspond to user access requirements during the user's normal business hours.


•
Grant permission for login times outside of normal business hours based upon written requests and identified need-for-access.  Access permission is temporary and needs to be rescinded when the need no longer exists.


•
Allow exceptions for administrators, operators, or other technicians who need greater flexibility.



2.1.7  Forcing Users to Logout


The Specify Logout Settings option is used to specify that the VINES Security Service automatically log a user out of the network if the user is logged in beyond the time specified in the restrict login times.


•
Specify YES to force the user to be logged out immediately.



2.1.8  Restricting User Access to Servers


•
Use the OPERATE command to set up a user dial-in access list for each server to be protected.  The access list contains the names of all users who are authorized to access a server over asynchronous dial-in lines.


•
Use MUSER and MGROUP to limit user login locations to specific servers, specific links on the servers, and specific workstations.


•
Restrict user logins such that the host server connected to the router connection to Internet does not have any login users defined in the StreetTalk database for that server, except an administrator and alternate(s).  



2.1.9  Creating a Dial-in Access List


•
For each server to be protected, create a dial-in access list by specifying the StreetTalk name of an individual user, a StreetTalk list, or a pattern of users, such as a group or an organization.


•
Do not specify *@*@*.



2.1.10  Restricting Login Locations


When a user logs into the VINES network, the user's workstation randomly broadcasts for every server running VINES Files (user's drive Z) to initiate the login session.  Any server within two hops of the workstation can respond.  The workstation also gets a routing server.  The routing server must be within zero hops of the workstation.


The MUSER and MGROUP Security Settings menus let the System Administrator restrict the locations from which users and groups can initiate a login session.  These locations can be specific servers, specific links on those servers, or specific workstations.  When login locations are added, the user can log in only from those locations.  If login locations are not added, then the user can log in from anywhere in the network.


The three levels of login locations that can be specified are:


Server-Level - Users can log in from any workstation on any link attached to a particular server;


Link-Level - Users can log in from any workstation on a specific link of the server named at the server-level; and


Workstation-Level - Users can log in from specific workstations on the LAN segment.


•
Limit user access to specific workstations within appropriate working areas. 


•
When user access cannot be restricted to the workstation-level, limit access to the link-level.


•
Provide for exceptions for certain users, such as administrators, technicians, and analysts.



2.1.11  Restricting Internet Server Login Access


Restrict user logins such that the router connected to the Internet Service Provider (ISP) and the host server connected to the router do not have any login users defined in the StreetTalk database for that server/router connection, except an administrator and alternate(s).



2.1.12  Deleting a User's Individual Security Settings


When a user's security record is deleted, the group security settings or VINES default settings take effect for that user.  Unless the Delete User Specific Security Settings option is specifically selected, the individual user security record continues to exist.  



2.1.13  Maintaining User Profiles


User profiles contain sequences of commands that set drives, paths, and default printers automatically whenever a user logs in.  Individual profiles are associated with the user's StreetTalk identity and are applied anywhere the user logs in.  Profile commands provide the Administrator with the means to customize the working environment of each user by specifying resources such as terminal emulation, assigning network drives, Netbios service, mail service, print service, software, postlogin commands, etc.  Commands in the profile also control the contents of certain VINES menus that the user sees and programs that can be executed


•
Maintain Sample Profiles for each group.


•
Establish user profiles for each new user by entering the "USE Sample Profile name" in their user profiles.


•
If necessary, modify, change or delete profile commands for individual users, as appropriate.  Keep changes to a minimum for configuration control purposes.


•
Periodically review all user profiles to ensure accuracy and appropriateness.


•
Provide each sample profile with a password.


•
Ensure that all Sample Profiles are created with "Disable" selected for the "DISABLE/ENABLE user name" field.  The user status field for the Sample Profile should display "Disabled." 


•
Where possible, place DOS user profile commands in the sample profile or individual user profiles, instead of in a user.bat or menu.bat file.  *.bat files are more easily modified by users than are the user profiles.  


•
When required to run a batch file during logging in to a DOS workstation, use the POSTLOGIN user profile command to run those DOS programs after the user profile is processed.  


•
Periodically review all login *.bat files for accuracy and appropriateness.  Do not place security relevant parameters in batch files.


•
Periodically review all PC batch files (*.bat or Windows Startup) to ensure that users have not stored sensitive login parameters (user ID and password) on their PCs.   


2.1.14  User Login Warning Screens


User login warning screens, such as the one constructed to be executed under Y:\batch\sec.bat, that prints aidsec.txt, are almost meaningless.  This text file is printed under both Saber menus and Windows control.  It is easily bypassed and/or modified at whim.  Although the message is valid, its location in a batch file makes it unreliable as a meaningful control measure.  By the time it is presented, the user has either already logged into the system, or has effectively bypassed the warning message.


It is more logical to include this announcement as a part of the sample profile procedure. User profiles, using sample profiles, are less subject to unauthorized modification than are PC or redirected batch DOS files.  


This warning message should occur as a part of the initial line connect procedure and proceed or be an inseparable part of the login screen.  It should make its pronouncement prior to the actual login acceptance.  Acknowledgement of its contents is a prerequisite to granting access approval for the user to the network.


Upon seeing the warning message, the user should be presented with two options: (1) accept the warning message and proceed with the login session, or (2) exit from the screen without a login session and be disconnected from the network.


•
Include in the sample profile for each group (and consequently for each individual user of the group) a call to display the standardized appropriate warning message.


•
Force each user to display the warning message as a part of the pre-login procedure.


•
Implement the standard Warning Screen on all organization platforms.



2.1.15  VINES Security Service Error Messages


In the event of a VINES system problem or a problem that originates from another source, the VINES Security Service (VSS) prints an error message on the 25th line of a DOS workstation, in the special VINES message box of a Windows workstation, or at the DOS prompt.  If log level 2 has also been specified, then the message also appears in the service log


2.2  Server Security


Users can access the network over LAN segments, asynchronous dial-in lines, and other wide-area network connections.  In order to control and properly manage the network, authorized users are to be granted access but unauthorized users are to be prevented from accessing services on the network.   


Users who can dial in to a server have access to the entire network.  To prevent unauthorized access to the network, a user dial-in access list must be created for each server and the login locations of all users must be restricted.


In addition, server-to-server access must be defined in order to control the kinds of information that can travel across the network.



2.2.1  Restricting Internetwork Access


When VINES networks are connected to one another by serial lines or TCP/IP or SNA networks, they form an internetwork.  A VINES server that connects a VINES network with another VINES network through a TCP/IP or SNA network is called an internetwork gateway.  The network manager controls how much access other networks have to the network.  This requires selecting how the networks exchange information.


•
Use the RESTRICT access option in the OPERATE menu to define how a local area network (LAN) exchanges information with other LANs in the wide area network.


•
On each server in the network that acts as an internetwork gateway, create an internetwork access list.  Whenever a link between a gateway in the network and a gateway in another network becomes active, the lists on both servers determine how the networks exchange information.


This list defines which servers can access the network server, what level of access the remote servers have, and what password must be exchanged between the network server and the remote servers for access to be granted.



2.2.2  Levels of Access


By default, access between VINES networks is unrestricted. Network security requirements stipulate that internetwork access lists are to be established with levels of access defined.  The level of access determines the kind of information that can travel across a serial line or TCP/IP or SNA network.  Three access levels for internetwork communication can be specified:  Unrestricted access, Restricted access, and Secure access.


SECURE:  No StreetTalk information is exchanged.  Hence, no messaging information is exchanged.  This means that the networks connected via these gateway servers cannot exchange information.  No traffic can travel between the two servers.


RESTRICTED:  The servers exchange information for the group servername@servers only, which leads to the exchange of force routed messages only.  While low-level routing information is exchanged and visible through the VNSM program, StreetTalk information is not exchanged.


UNRESTRICTED:  StreetTalk information is exchanged freely.  Hence, message transfers are unrestricted also.  There is no need to force route message through connected servers in this case.  Users on one network can interact with resources on the other network, restricted only by the access rights associated with those resources.  Network mail moves freely between the two networks.  The StreetTalk naming information on the two networks merges.


A security level decision is based on administrator controlled settings on either side of the link.  VINES security service always picks the higher level of security as specified by the settings on both servers.


The Restricted Internetwork access menu under OPERATE allows an administrator to specify a link restriction in terms of a server name, a link password, the minimum level of security desired by the administrator and optionally a server serial number.  The restrictions are maintained by StreetTalk in an associated record for the VS service on the specified server.



2.2.3  Internetwork Access List


Before running the OPERATE program to specify the servers that can be granted access to a gateway server over serial lines or TCP/IP, perform the following:


•
Determine which servers can be granted access to the gateway server.


•
Determine the appropriate access level for servers: Secure, Restricted, or Unrestricted.


•
Coordinate access levels and selected passwords with administrators of remote servers.


•
Decide the order of entries for the internetwork access list.


To create the internetwork access list, run the OPERATE program and select RESTRICT Access from the Operate a Server menu.  From the Restrict Access menu, select the option, Restrict Internetwork Access.


This list defines which servers can access the gateway server, what level of access the remote servers have, and what password must be exchanged between the network server and remote servers for access to be granted.  By default, access between VINES networks is unrestricted.  Establish access other than unrestricted for those servers that warrant it.

When adding an entry to the list, assign settings for server name, serial number, internet password, and access level.  


•
Grant access to only those servers that absolutely require it.  


•
Where possible, limit traffic to and from the network to force-routed mail only.


•
If possible, specify each server individually.


•
Use the default entry only when the number of servers to be specified exceeds twenty (20).


•
If the default entry must be used, assign it Restricted access, if possible.


•
Specify an appropriate password for all entries, even for the unrestricted access level.  Do not use a wildcard.  Do not use the same password for each server entry.


2.3  Server Console Security


The Console Security function allows the network manager to prevent unauthorized persons from using functions at the Operator Menu of the server console.  This function can be used to assign a console password; lock and unlock the console; and change the console type.  The Console Password function is used with the Lock/Unlock Console feature.



2.3.1  Setting or Changing the Console Password


The Console Password function is used with the Lock/Unlock Console feature.  

The Console Password function is used with the Lock/Unlock Console feature.  "


•
From the Operator Console, choose Change/Set Password and enter a password.


•
Select an appropriate password that can be easily remembered.


•
Ensure that a limited number of authorized users (but more than one) memorize this password. Only administrators and operators should have access to this password.


If the system console password is forgotten, access to the Operator Menu functions cannot be obtained without intervention from Banyan customer support.



2.3.2  Locking and Unlocking the Console


With the console locked, a prompt for the console password is given whenever an item form the Operator Menu is selected.  The password must be entered for all functions, except Display Service Status and Printer Control.  To use the Lock/Unlock function, a password for the console must first be set.  To lock or unlock the console, choose Lock/Unlock Console from the Operator Menu, Console Security/Selection.  



2.3.3  Leaving the Console


•
Lock the system console whenever it is not in use for extended periods of time or whenever the room housing the console is left unattended.


•
Re-display the Service Monitor screen by choosing Display Service Status from the Operator Menu.


•
Change the console password whenever the password is given out to maintenance or vendor technicians for trouble shooting or diagnostic or remote access work; or whenever the password is conveyed over an unsecure telephone in the clear.


2.4  LAN Data Security


VINES support for operating systems includes the ability to protect data by setting access rights on directories and files created under different file systems.  The VINES File System (VFS) provides a VINES access rights scheme for operating systems like DOS and OS/2 that do not have one.


•
Use ARL settings to protect sensitive files and to provide appropriate access controls.


•
Use ARLs to implement separation of duties and least privilege.



2.4.1  Access Rights Lists (ARLs)


Each directory has two Access Rights Lists (ARLs):  Directory ARL, which specifies access rights for the directory itself and for new subdirectories created in that directory; and the ARL for new files, which specifies the rights that each new file created in that directory will inherit.  Both ARLs appear in the same Set Access Rights menu.


In addition, each ARL applies to a Primary List and Extended List.  The Primary List exists for every directory and file and contains three entries: Owner, Group, and World.


When a file service is created, the Owner field of the ARL for the root directory of the file service displays the StreetTalk name of the person who created the file service.  After a file service has been created, the Owner of new subdirectories and files is determined by the file system in which subdirectories and files are created and by the inheritance rules selected.


Every ARL must have an Owner.  The Owner of the root directory of a file service has all access rights by default.  Depending on how this Owner sets up the ARLs for new subdirectories and files, subsequent Owners may or may not have all rights.  However, because, by definition, an Owner can always change the access rights (Control access in the VINES view), the Owner can give him/herself other access rights.


Those individuals on the AdminList of the group in which the file service is created can change the ARL.  For VINES network revision 5.xx, the Owner is the file service; anyone on the AdminList of the file service can change the ARL.


By default, the Group of a new file service is that of the Owner, and represents everyone in the Owner's StreetTalk group.  For revision 5.xx, the Group is any group, not the group of the file service.  Anyone on the AdminList of the file service can edit the ARL and change this field.


After a file service has been created, the Group of the Owner has no access rights to the root directory of the file service.  In addition, after upgrading to revision 5.xx, any group has no access rights to the file service and its contents.


For the World Field, the entry is always *@*@.  The access rights granted to World can be changed, but not the field name.  By default, World does not have any access rights to the root directory of a file service.


In the VINES view, the ARL of a directory contains the following access rights:


•  Control (C)

•  Search (S) 

• Read (R)


•  Write (W)

•  Delete (D)


In the VINES view, a New File ARL for a directory and a File ARL contain the following access rights.


•
Control (C)
•  Execute (E)
•  Read (R) 
• Write (W)


When a user attempts to access a directory or file, VINES File System (VFS) checks the ARL of the directory or file.  The order in which VFS checks the ARL is a s follows:


1.
Owner (Primary List)


2.
Item@Group@Organization (An individual name in the Extended List)


3.
Group (Primary List)


4.
*@Group@Organization (A group name or a StreetTalk list in the Extended List)


5.
*@*@Organization (All individuals in an Organization in the Extended List)


6.
World (Primary List)


The order of the entries in the Extended List is important when a user's name is in two different StreetTalk lists, in two different groups, or in a group and a list.  The user has the access rights granted to the first group or list name in the Extended List.  If the user is in the Primary List's group and in a group or StreetTalk list in the Extended List, the user has the access rights granted to the Primary List's group.


The Owner of the root directory of a file service has all access rights by default and even if some ARL settings for the owner are changed, the owner still always retains "control" access and can therefore give him/herself all other access rights.  Every ARL must have an owner.  The owner field can not be left blank.  The selection of the StreetTalk name of the person who created the file service, or a later designation of a new owner, is significant.  


•
Select entries for the "owner field" for file services, directories, and files that are appropriate.


A method that can be used to provide assurance that proper security is provided for the owner field is to assign an otherwise unusable StreetTalk name to the owner field.  Use of a unique name that is not used for login purposes provides the following advantages:  1) there is no requirement to remove or change the assigned name in the owner field since the name never expires, and 2) since no user will login using this name, there is no opportunity for a user to misuse the access rights associated with being the "owner" of a service, directory, or file.


•
Remove outdated names for the owner field of users who no longer are authorized to control ARLs.


After establishing ARLs for directories and files, it is important to ensure that users are granted appropriate access to those directories and files that they need in the fulfillment of their assigned duties, but are not granted inappropriate access to other directories and files.  Through use of the SETARL program, the VFILES Main Menu, and the StreetTalk REPORT program, user access can be tested. 


•
Create a user access report of ARL and attribute settings for each user through use of the StreetTalk REPORT program.


•
Review the report for correctness.  Ensure that the ARLs displayed are the ones that have been approved for use.


•
Ensure that access to sensitive application programs and data files has been approved by the user's supervisor.


•
Save the report for future reference.



2.4.2  File System View


View refers to the file system whose access rights scheme is being read, edited, copied, or tested.  ARLs can be displayed, edited, copied, and saved from any of three file system views:


•
VINES view
•  Macintosh view
•  UNIX view


The VINES view is for native operating systems that do not have their own ARL scheme, such as DOS and OS/2.  The UNIX view is for VINES Toolkit users only.  See section 2.8 for Toolkit users.  References throughout this document to view address the VINES view, unless otherwise indicated. 


Inheritance rules are the rules of a file system that determine what protection new directories and files will have when they are created.  The inheritance rules for the VINES File System are as follows:


•
New directories inherit both the directory and new file ARLs of the parent directory.


•
New files inherit access rights according to the parent directory's new file ARL.


•
When a new file or directory is created, the names and access rights in both the primary and Extended Lists are copied to the ARL of the new file or directory.



2.4.3  Using the SETARL Program


The SETARL program can be used from either the DOS command line or through the Manage Files command.  The default rights assignments for a new file service are that the Owner is the creator of the file service and has all access rights; the Group is the StreetTalk name of the Owner's group; and the Group and World have no access rights.  Any new subdirectories created in the root directory will inherit the ARL for the Directory and the ARL for New Files.  New files will inherit the rights granted in the ARL for New Files.



To change the names or access rights of an ARL, select EDIT ARL from the SETARL menu.  To change the ARLs of several directories to make them the same, use the Copy ARL to Target command.  Change the first ARL and then copy it to the remaining ARLs.  Also use this command to change the ARL of all the files in a directory.  Edit the New File ARL of the Directory and then copy it to all files in the Directory.


To change the ARL settings of a particular directory or file to those of another directory or file, use the Copy ARL from command in the SETARL menu.  


Once an inventory of all files has been completed, a listing of files and recommended ARL settings can be promulgated.


•
Assign appropriate standardized ARL settings to all services, directories, and files.


2.5  Using Attributes for Security


The network manager can use "attributes" in conjunction with the access rights lists to manage and grant or deny access to directories and files.  Attributes for VINES differ from the attributes for DOS.  The directory attributes are a subset of the file attributes.  The user must have Write access (VINES view) to the parent directory of a file or subdirectory to be able to set the attributes on that file or subdirectory.


In the DOS File Allocation Table (FAT), attributes indicate specific conditions.  If the Read Only attribute for a file has been set "on", then a DOS user can open the file but cannot make any changes to it.  The VINES SETATTR program is used to manage attributes from a central point.  This command is used to set attributes on directories and files stored on VINES network file volumes.  In addition, it can be used to set DOS attributes on files stored on a local drive.  



2.5.1
Using Attributes to Control Access


In addition to the DOS attributes of Read Only, Hidden, System, and Archive, VINES adds the attributes No Delete, No Rename, VINES Sharing, VINES Execute Only, Multi-user, and Copy Protect.  The Sharing and Execute Only attributes were provided for previous releases of VINES software and generally are not appropriate for use at the present time 


For all users running DOS version 3.1 or greater with Netbios; many of the applications that open files are designed for multiple simultaneous users; and for those applications that are designed to be used by one user at a time, multiple users need to be prevented from opening an application file for write access at the same time.  Therefore, the use of the Sharing attribute is inappropriate.  If the Sharing attribute is ON for a parent directory, any new file inherits the ON setting.  If the Sharing attribute for a directory is changed, the change affects all new files created in that directory, but not its subdirectories.  The default setting is OFF.


•
Do not change the sharing attribute default OFF value (-SH) for internal or user data to on (+SH).


•
Display all the Sharing attributes that are ON in order to review for change any files that have the Sharing attribute set ON.  This attribute was created for users of DOS applications running on versions of DOS prior to 3.10.


•
Where appropriate for executable and overlay files, use the DOS ATTRIB command or the VINES SETATTR program to mark a file for Read Only access (+RO).


If the Execute Only attribute is set to ON for a directory, only the files currently in that directory acquire that attribute.  Neither the directory nor its subdirectories are affected.  The Execute Only attribute of any files subsequently created in that directory are OFF by default.  Files copied to the directory retain the execution attribute that they had in their source directory.  When Execute Only (+EO) is specified, the target files can only be executed.  This setting protects executable files from unauthorized copying.  When -EO is specified, the targets can be copied.  The Execute Only attribute does not control file renaming.  This attribute is only a flag and does not imply any security enforced by VINES File System (VFS). The Execute Only effect of previous releases of VINES can only be achieved by setting ON all of the following attributes:  Read Only, No Delete, No Rename, Copy Protect, and Execute Only. 


•
Where appropriate, use the VINES SETATTR program to mark executable files for Read Only access (+RO), No Delete (+ND), No Rename (+NR), Copy Protect (+CP), and Execute Only (+EO).


•
Create a user access report of ARL and attribute settings for each file through use of the StreetTalk REPORT program.


•
Review the report for correctness.  Ensure that the attributes displayed are the ones that have been approved for use.


•
Ensure that access to sensitive application programs and data files has been approved by the user's supervisor.


•
Save the report for future reference.



2.5.2
Network Attributes


Default network parameters, also called "attributes," exist for network services.  VINES default settings generally implement the view that access is allowed or the service is available unless specifically denied through an action of the administrator.



2.5.3
DOS Attributes


In addition to size, date, and time, MS-DOS also keeps track of certain file characteristics, which it calls attributes, that affect the way a file is treated.  The DOS operating system recognizes five attributes:  D for directory; H for a hidden file; S for a system file; R for a read only file; and A for a file's archive status, an indicator of whether a file has been changed since it was last backed up to a different disk.  While using attributes for DOS files is not a true security measure, their use can be helpful.  For example, marking a file as read only can prevent unwanted changes or destruction of the file.  Of course, any skillful DOS user can change the attribute to remove the read only condition, and then modify or delete the file.  However, the use of attributes can provide limited protection from casual users and, more significantly, provide an additional level of security when used in conjunction with a PC add-on security mechanism.


•
Protect sensitive DOS files with appropriate attribute settings. 


•
Print the results showing attributes set ON for the five attributes.


•
Save the lists for future reference.


2.6  Network Printers Security


Use of printers has security implications in regards to the printing of LOU and other sensitive information.  Printers used for LOU processing must be appropriately marked.  Users must not be able to make unauthorized modifications to print services designated for LOU or other sensitive data.  



2.6.1
Controlling Access to Printers


To control access to network printers, control access to the VINES print services.  The VINES print service provides three levels of access control: administrators, operators, and users.  Each level has its own access list.


Administrators on the AdminList of the service's group and on the AdminList of the server on which the print service resides can create, modify, and delete print services.  They can start and stop the print queues, assign physical print devices, configure filters, and perform all operator and user tasks.


Operators of a print service can cancel, hold, reprint, or reschedule any job in the print queue.  They can change the paper format of any job or move any job from one queue to another.  Operators can also change the status of the print queue, start and stop the service, change the paper format of a destination, and perform any user task.


Users of a print service can control only their own print jobs through the Control Print Jobs menu in the SETPRINT program.  The tasks that they can perform include:  view detailed information about the status of their job; put their own jobs on hold and take them off hold; cancel, reprint, and reschedule their jobs; change the paper format of their jobs; and move their jobs to the bottom of the queue or to a different queue.


For each print service, the Operator and User Access Lists each have a default entry.  The default entry for the Operator Access List is the AdminList of the group to which the service belongs.  The default entry for the User Access List is *@*@* (any user can log in to the VINES network and any other print service).



2.6.2
Editing the Access Lists


Users on the AdminList of the service's group and on the AdminList of the server on which the print service resides are administrators of the service automatically.  No separate lists exists for them in the Configure Service menu.  To edit the AdminList, use the MLIST program.


The most secure way to restrict administrator access to printers is to restrict the AdminList of the server and to create a special group for one or more print services.


•
Restrict the AdminList of the server on which the print service resides.


•
Create a special group for one or more print services.


•
On the AdminList of the special group for print services, add the StreetTalk names of only those users who are designated as administrators of network print services and printers.


•
For special print services (such as servers and printers that are designated to handle LOU or other highly sensitive information), change the default value for users (*@*@*) to specific users who are authorized to handle LOU or application specific sensitive information.


•
Identify those users who are to be given access to printers designated for LOU or application specific sensitive information.  


•
Place printers designated for LOU (or highly sensitive application specific) information in controlled areas with limited access.  


•
Inform all users that LOU or highly sensitive information is not to be printed on printers not designated and approved for such use.



2.6.3
PCPRINT Security


The PCPrint option lets network users send print jobs to a network printer that is attached to a remote DOS workstation.  The PCPrint option must have been purchased.  Because the printer is controlled by a VINES print service, the network manager can control access to it through the service's access lists and the AdminList of the service's group.  The name of the user who can invoke the PCPrint option must be identified during configuration of the PCPrint destination.  


Because this option has security implications in regards to the printing of LOU and other sensitive information at a remote workstation location, those users who are authorized to invoke PCPRINT at remote DOS workstations must be restricted.


•
Do not use the wildcard entry (*@*@*) that would allow all users to invoke PCPRINT.


•
Identify those users who are to be given access to the PCPRINT capability.


2.7  Audit Reports


Audit trails maintain a record of system activity, by both system and application processes, and activity by users of systems and applications.  In conjunction with appropriate tools and procedures, audit trails can assist the administrator in detecting security violations, performance problems, and flaws in applications.  As a procedure, auditing is used to help system administrators ensure that the network or resources have not been harmed by hackers, insiders, or technical problems.


Auditing can help to provide individual accountability by providing a record of actions performed by users.  If users are aware that their activities are being recorded (and can therefore presumably be traced back to them), they are less likely to perform unauthorized or inappropriate activities.  This record of actions can be used to reconstruct events to assist in recovery efforts, usually from technical accidents.  Recognition of specific sequences of events, such as those indicative of unauthorized access, can aid in intrusion detection.  And, analysis of audit records can be a useful tool in problem analysis by showing the source of anomalous behavior in both the system and applications.


Follow established procedures to provide a comprehensive view of security-relevant activities on the network.  Generate, print, review, and archive all security-relevant activity captured in available logs.  Periodic reviews of log files are required to provide assurance that the network is functioning as intended, and provide the basis for after-the-fact investigations.  



2.7.1
Types of Audit Reports


VINES provides two reporting utilities for user login security:


•
StreetTalk Reports


•
Log Reports


Use the StreetTalk REPORT command to generate a list of the security settings currently in effect for groups and users in those groups.  Generate reports specifically showing access allowed to files and directories.  


Use the log reports for the servers and services to keep track of failed login attempts and failed file access attempts and other access violations.  Use the OPERATE and MSERVICE programs to specify the kinds of service log messages to log.  



2.7.2
Setting Log Levels for Log Reports


Log level "1" is the default log level for all services.  Level "1" includes Security Violations, Fatal Errors, Media Problems, Communications Failures, and additional information on communications, recoverable errors, and all logins and logouts.  Log level "2" provides all this plus information on file usage events and debug messages which are intended for use for troubleshooting.  Level "3" includes all level "1" and "2" messages plus additional debug messages.   Use log level "2" periodically to capture additional information on file usage and debug messages for select services.  Use level "3" to troubleshoot problems.  Stop and then restart the service for the new log level to take effect. 



2.7.3
Generating User Login and Access Reports


The User Access Report program provides the capability to view and print access rights, attributes, and names of directories and files.  It provides the complete ARL and attribute settings.  An output file is specified for displaying, printing, or manipulating the output data. 


VINES also provides a reporting utility for user login security.  The log reports for the servers and services keep track of failed login attempts as well as failed attempts to access files and other access violations.  It also includes information on serious problems, such as a service shutting down; media events, such as disk problems; communication events such as failures to communicate with another service or client.  It also provides information on logins, logouts, file usage events, and debug messages.


•
Generate log reports so that they can be printed, reviewed, and archived.


•
Generate StreetTalk and user access reports so that they can be printed, reviewed, and archived.



2.7.4
Viewing Log Messages


StreetTalk and user access reports can be generated (written to a file), viewed, and then printed using Word Perfect.  Because these files can be edited, special care must be taken to protect the output from misuse.  These reports are more static and therefore require less review than active log reports.


Log reports can be viewed on-line and then written to a file to save the log report.  It is important that log reports be periodically written to a file so that they can be saved.  If the log file becomes full and new messages are written to the alternate file, the previous messages will be lost. 


•
At least weekly, view log reports.


•
Review StreetTalk and user access reports as needed.



2.7.5
Writing Log Messages to a File


•
At least weekly (more frequently if log files tend to fill up sooner), write log reports to a file to be saved.



2.7.6
Displaying and Printing Reports


•
At least weekly, print and review the contents of the log reports.  Analyze the reports for anomalies and patterns of security violations.


•
Print and review the contents of the StreetTalk and user access reports.



2.7.7
Archiving Reports


•
Retain log reports for six months.



2.7.8
Other Audit Reports


•
Generate, print, and save output generated from other audit report programs, such as Sniffer.


2.8  Access Rights for VINES Toolkit Users


This section is intended for use by VINES Toolkit users only.  It provides information on the UNIX view available through the VINES SETARL program.  A very limited number of administrators will have access to Toolkit.        



2.8.1
Accessing the UNIX View in DOS


To see the UNIX view, use the DOS SET command with VIEW=U.



2.8.2
UNIX View in SETARL


Use the SETARL program to request the UNIX view.  SETARL /VIEW:U.



2.8.3
Using the SETARL Menu


The SETARL program displays directory listings using DOS names of directories and files.  To display an ARL for a UNIX file that does not have a DOS name, use the VRENAME command to give a known UNIX file a name that is legal in DOS.



2.8.4
Defining UNIX Access Rights


The UNIX view of any type of Access Rights List (ARL) displays the access rights Read, Write, and Execute.  


In UNIX, access rights are specified upon creation of a directory or file.  The creator is the Owner of a file or directory.  The Group the creator belongs to is the Group.  For existing files and directories, use the CHMOD, CHOWN, or CHGRP command to change the access rights from UNIX.  


2.9  PC Access Controls


Many access control devices are available on the market that will meet the requirements for identification and authentication, access control, and accountability for PCs and the data that resides on them.  Some of these mechanisms are software-based, some are hardware-based, and some are a combination of hardware and software.  It is recommended that an access control mechanism be selected and provided for each PC.  IRM/PMA is currently looking into this.


•
Implement PC access controls as specified.


2.10
Communications Security


Investigate the possibility of employing some form of message authentication code, digital hashing algorithm, or digital signature methodology to be used with the storage and transmission of highly sensitive data and program files.


Implement Message Authentication Code, Digital Hashing Algorithms and Digital Signature Schemes, Where Appropriate



2.10.1  Encryption


•
Encrypt all connections used to access sensitive data using functionalities other than FAX and batch-type E-mail and that traverse non-USG space.  Department of State DTS-PO will provide encryption information and devices for links to Department lines.


•
Ensure that installed encryption devices are operational and appropriately keyed.


•
Do not permit use of the bypass or plain-text mode for encryption devices.


•
Assign COMSEC custodians in accordance with requirements.



2.10.2  Message Authentication Code


To be added when service is acquired.



2.10.3  Digital Hashing Algorithms


To be added when service is acquired.



2.10.4  Digital Signature


To be added when service is acquired.


2.11  Internet Security (Firewalls)


•
Allow sending and receiving of electronic mail (e-mail).


•
Allow outgoing only file transfer using the "FTP" program.


•
Allow outgoing only remote terminal sessions using the "TELNET" program. 


•
Inform all users of their responsibilities to ensure that sensitive but unclassified (SBU) information is not transmitted to unauthorized recipients and that it is not transmitted over the Internet in the clear (unencrypted).



2.11.1  Firewall Settings


The firewall is to be configured to deny all activities except those which are expressly permitted.


•
For incoming messages, configure the firewall (FW) to receive only e-mail messages.


•
For outgoing messages, configure the FW to accept only e-mail messages, FTP, and TelNet services.


•
Use only standard ports to provide services; ftp (21/tcp); telnet (23/tcp); smtp (25/tcp); gopher (70/tcp); and Web/http (80/tcp).


•
Prohibit the use of other ports.


•
Do not permit other connections to Internet or other network services that bypass the firewall.


•
Periodically review the screening services provided by the Internet Service Provider (ISP) to ensure correctness of their filter settings.


•
Periodically print, verify, and save the contents of the port designations for the fw.  Record and save any changes to the router configuration.


•
Limit the number of designated users who are authorized access to the fw for configuration purposes.


•
Safeguard and change the firewall password periodically.



2.11.2  Use of Designated Hosts


•
Designate a host to be used as a single point of access to/from the router connected to the ISP.


•
Do not allow connections to Internet or other external network services outside of the designated router to firewall host.



2.11.3  Access to Designated Hosts


•
Do not allow the host server fw connected to the Internet router to have any login users except an administrator and alternate(s).


•
Do not allow hosts on the untrusted network (Internet) to connect directly to network services that are running with privileges.


•
Maintain controls on all the network servers and hosts so that if there is a "bug" in the implementation of a network service, outside users will not be able to use the flaw to compromise the network.  


2.12  Virus Protection Procedures


•
Provide user awareness training regarding virus protection procedures.


•
Update standard agency virus protection software to maintain its effectiveness against new virus programs.


•
Ensure that a virus detection program  is being used to scan all disks prior to their entry into the network.


•
Acquire and use additional virus protection programs as they become available.

3.0
ADMINISTRATIVE SECURITY


This section addresses management and internal controls.  Its focus is on non technical control items and includes administrative controls that are required to meet federal regulations.  Aspects of information and media security are also addressed here.


•
Delegation of responsibilities should include the requirement to provide maintenance support, systems and application training, trouble-shooting, service, coordination on network problem-solving with LAN system administrators, and providing assistance in an on-call environment.


•
Maintain all Life-Cycle documentation including the approved network architecture, topology, wiring diagrams, installation and configuration plans, certification, accreditation and approval to operate certification from the Agency DSO for IRM.


•
Establish network specific documentation including systems and user manuals;


•
Develop and enforce installation criteria to include standardized equipment configurations, software configurations, and use of approved equipment racks and wiring methodologies.


•
Ensure that each LAN installation has been certified as meeting physical, security and environmental controls to include sufficient commercial power to support all projected AIS equipment.


•
Develop Network Security and Disaster Recovery Plans that incorporate mandatory and desired security and risk management features and controls.


3.1  System Administrator Duties


System Administrators and the designated site Information System Security Officers (Site ISSO) are responsible for safeguarding the computer, communication and information resources. The stated responsibilities of System Administrators are as follows:


•
Ensuring that all automated information systems under their purview are operated, on a day-to-day basis, in compliance with the organization’s information system security policy and guidelines.


•
Coordinating with the system staff implementation of information system security standards for automated information systems;


•
Providing the site Information System Security Officer with the technical support and expertise in implementation of information system security policies;


•
Maintaining an inventory of all hardware, operating system software, application software, peripheral devices and communication links that are part of the system(s) within their purview, and report all incidents of lost or stolen equipment to the appropriate security officer; and


•
Disseminating the Agency's system security policies, procedures and guidelines to all users of the systems under their purview.


The system and network security responsibilities of site ISSOs are as follows:


•
Implementing information system security policy and guidelines as it applies to automated information systems under his/her purview;


•
Keeping appropriate supervisory security personnel apprised of all suspected or known security incidents, violations and/or compromises associated with the automated information system under his/her purview;


•
Providing technical assistance during system security investigations conducted by authorized personnel or bona fide representatives of federal entities;


•
Conducting basis security awareness training for end user personnel authorized access to the automated information systems under his/her purview; and 


•
Conducting annual self-evaluation review of the automated information systems security program under his/her purview.


•
Ensuring that personnel seeking access to the network are the subjects of favorable background checks and have an established right and need for access.


•
Conducting COMPUSEC Training for network users prior to issuance of network access.


3.2  System Inventory


•
Maintain an inventory of all Agency equipment and software within the control of the unit (Organization, Bureau, etc.).


•
Ensure that AIMS, or some other inventory program, such as NetCensus or an agency developed application, has the ability to identify and account for equipment and software.


•
Compile an inventory of all Banyan LAN and Wide Area assets.  


•
Enter the reported Banyan network assets into an automated inventory program.  


•
Identify licensed government procured or leased software and assign it to a specific CPU or File Server.  Prepare a document folder for each CPU and server detailing the configuration, identifying assets by nomenclature and serial number, and identifying approved and licensed software applications by license or registration number.


•
Control network equipment and software assets by having responsible users, group managers, and system administrators sign for the assets under their direct control.  


•
Include in the inventory all software on servers and PCs, including network applications.


•
Include in the inventory a list of all files along with their designated access rights and privileges.


3.3  Contingency Plans


•
Develop a LAN Contingency Plan.  The plan must provide for clear direction on procedures to be followed to accomplish critical data processing services in the event access to the LAN File Server, Banyan Network, NT servers/WS, Unix, AIX, or other platforms.is lost.  


•
Identify critical applications (word processing, spread sheets, financial, personnel, etc.).


•
Identify critical workstations on the LAN.


•
Provide for emergency installation of selected application software on designated critical workstations. 


•
Provide for adequate backup procedures to ensure availability of system software and user applications and data.


•
Identify alternate communications paths (modems not interconnected to the network). 


•
Identify other actions necessary for the continuation of service until LAN or WAN access is restored.  


•
Provide LAN Contingency Plans to the Banyan Network Administrator for inclusion in the Banyan Network Disaster Recovery Plan.


3.4  Disaster Recovery Plan


•
Develop a network disaster recovery plan consistent with FIPS PUB 87 and guidance provided by NIST.  The plan must provide instructions on responding to emergencies involving network assets (fire, power failure, etc.), alternate processing locations, and actions to facilitate recovery of damaged or destroyed assets.  The network plan must take into consideration those local area networks with the most critical processing requirements and ensure inclusion of their requirements (in priority order) in the Banyan network disaster recovery plan.


•
Ensure adequacy of backup procedures to preclude loss or modification of data during backup.  The LAN/Network Disaster Recovery Plan must provide instructions for the off-site storage of backup tapes.


3.5  Backup, Archive, and Restore


The purpose of backing up system/data files is to ensure availability of the system/data files in the event of corruption of the current files, loss of the hardware system, or destruction of the computer facility.


•
Maintain a systematic backup program including complete systems backup and incremental backups; with on-site and off-site storage of backed up files.


•
Perform incremental daily backups.


•
Perform weekly complete system backups.


•
Store current backups in the computer room tape library for immediate use.


•
Store weekly/monthly backups in an off-site storage facility where two months worth of data can be stored.


•
For the most sensitive applications, weekly off-site backup cycles (full system backup) may be required to be stored off-site.


•
Use the grandfather, father, son procedure to ensure that an adequate and usable copy of the data is available.


•
Identify a secure location away from the computer room itself to store copies of nightly backups.  (Nightly backups will then be protected from all but the most catastrophic occurrences at the computer facility).


3.6  Configuration Management Controls


Configuration Management is a key issue.  All changes to the network need to be tested and documented prior to implementation.  Major changes, such as revisions to the operating system require more time and attention.  Prior to installation of any release, all known problems must be divulged by the vendor.  Some problems are more easily identified and corrected than others.  Customer problem reports need to be made available to the organization prior to installation.  Other organizations who use VINES should be contacted prior to installing new releases or patches in order to glean pertinent information regarding possible problems.


A Configuration Management Plan must be developed and implemented.  Proposed changes must be reviewed, tested, documented, and scheduled.  Not all proposed changes need be implemented.  Configuration management must exist because changes to an existing system are inevitable.  The purpose of configuration management is to ensure that these changes take place in an identifiable and controlled environment and that they do not adversely affect system operations.  As part of configuration controls to be implemented, a testing facility (Lab) should be established.  The equipment procured for the Lab should be used only for testing purposes and not be part of or swapped with the production environment.  Configuration management provides assurance that additions, deletions, or changes made to the network do not compromise the trust of the system.  It accomplishes this by providing procedures to ensure that the network and all documentation are updated properly.


•
Develop, maintain, and document a network baseline, including hardware, software, and firmware.


•
Log all baseline changes


•
Implement an automated mechanism for detecting configuration changes.


•
Develop and maintain a set of formal design and user documentation.


•
Maintain a record of all software tests, including functional and system integrity tests.


•
Develop an implement a formal procedure for generating and distributing current configuration items.


•
Develop an maintain a written record of the formal Banyan network architecture.


•
Develop and maintain a network equipment and software inventory that includes network applications.


•
Develop and implement a formal procedure for reviewing, testing, and approving network/system changes prior to implementation.


•
Develop and maintain a formal procedure for tracking network baseline changes in order to determine their affect on network operations.


•
Document the configuration of the Lab environment.


Configuration control involves the systemic evaluation, coordination, approval, or disapproval of proposed changes to the design of the network, whose configuration should be formally approved.  Convey changes, software, and hardware in an approved manner.


3.7  Password Management


All users should be instructed and reminded to select good passwords that are not easily guessable.  Passwords initially given to users should reflect good password management practices.  Administrator passwords and system level passwords should be selected so that only authorized users can gain access to services.  Automatic password checkers can be employed as add-on software to eliminate common words from usage.  Although password generators could also be used, their use is of limited value for a system where all users can change their passwords.


The practice of giving modem telephone numbers and associated passwords, and administrator level and console passwords over the telephone in the clear must be restricted.  A secure procedure for transmitting passwords must be established.  This becomes most critical during periods of LAN service disruptions.


•
Change passwords when compromised (intentionally or unintentionally revealed).


•
Change passwords on a regular basis.


•
Use password aging to expire old passwords and prompt users for new passwords.


•
Avoid extreme password selection procedures that dictate the exact and repeated format of a password.


•
Avoid complicated or "truly random" passwords that cause users to have difficulty in remembering passwords and induces users to write down the passwords.


•
Select appropriate passwords for administrator, system level, and console passwords.


•
Know at all times the identities of those personnel in possession of administrator, system-level, or console passwords.  Know the identity of all users with knowledge of the Internet router password.


•
Select passwords for all users, including initial passwords, that are non-trivial and sufficiently complex that they cannot be easily discovered.


•
Do not select passwords that are, or can be simple variations on common words associated with the user, such as nicknames, relative's names, names followed by single digits, pets, street addresses, birthdays, the login ID itself, the word "password" or "passwd", or anything else directly associated with the user.


•
Do not rotate between two passwords or select the same password again upon expiration of the old password.  (This is possible even though the user must go through 10 password changes).


•
Do not use the same password on more than one system.


•
Do not assign or use group or shared passwords.


•
Follow requirements on passwords.


3.8  Securing Dial-up Telephone Numbers


•
Do not store dial-up telephone numbers in public access files, such as Lotus 123 files, WP documents, or on WEB sites.


•
Develop procedures to be used during both emergency and non emergency conditions for conveying dial-up telephone numbers to authorized users.


•
Make provisions for changing dial-up telephone numbers, if necessary.


•
Develop secure procedures for the storage and dissemination of sensitive telephone numbers and passwords.  Include these procedures in the LAN disaster and recovery plans, Configuration Management Plan, and operating instructions for the LAN administrators.


•
Do not transmit dial-up phone numbers and passwords over the telephone in the clear.


3.9  Controlling LOU Information


•
Label all magnetic media with the appropriate Standard Form (SF).


•
Mark all media containing LOU information and those systems approved to process LOU data.


•
Instruct users on the preparation and storage of LOU information.


•
Ensure that LOU is properly protected .


•
Allow LOU data to be generated on PC workstations using removable media where there are no timed-backups to the non removable hard drive.


•
Do not store LOU data on LAN servers accessible by uncleared users.


•
Place LOU data on one designated server set aside for that purpose.


•
Physically protect the server containing LOU data.  Specification for physical control and approval of LOU processing is the responsibility of AIG/SEC.


•
Obtain formal approval to process LOU data on the LAN.


3.10
Program Development Controls


•
Ensure that all software (system and application) is approved for use prior to installation.  Software must be tested and approved for use prior to its use and distribution.


•
Control access to specialized system software, utilities, and functionalities that could be used to gain unauthorized access to data and program code.  Keep access to these resources to a minimum number of authorized users required to accomplish assigned duties.


•
Ensure that only authorized users are given access to applications and software tools that could be used to modify agency applications.


•
Ensure that all application controls are implemented that assign access rights and privileges consistent with functional responsibilities and authorities.  Access rights and privileges must be based on need-to-know, separation of duties, and supervisory requirements.


•
Ensure that software provided to other offices, including overseas locations, remains under government control during transmission or transport, or is shipped by U.S. registered mail.


•
Ensure that the security standards contained in the M/IRM/PMA Application Development Security Guideline have been applied in the development of corporate or end user applications.


3.11
Assigning/Removing User Access Rights


•
Periodically review user access rights to ensure that they are still required and valid.


•
Add, change, or delete user access rights as required to ensure proper settings.


•
Delete security records for users when they are no longer needed, the user leaves the organization, or the user is subject to an investigation.


3.12
Labeling Sensitive Media


•
Mark all removable media to indicate the highest classification level of information authorized to be processed on the system.  All media is to be handled as required by the labels.

4.0
PERSONNEL SECURITY


This section address personnel security controls.


4.1  Personnel Security Clearances


Agency Handbook 6, "Security", (or its replacement) requires that all personnel must be the subject of a favorable background check (or investigation) by AIG/SEC 9or RSO overseas) prior to being employed.


•
Ensure that the granting of full access to the network is based on completion of a favorable background check and approval of the data owner.


•
Restricted and limited access can be provide to individuals during the investigation period with the approval of the ISSO.  


•
Uncleared individuals may not be granted access to LOU or other highly sensitive information prior to completion of a favorable background check and approval of the data owner.   


4.2  Access to LOU Information


•
Inform all users of their responsibility in regard to the safeguarding of LOU and other highly sensitive information.


•
Do not grant access to users to LOU or other highly sensitive information prior to completion of a favorable background check and approval of the data owner.


•
Inform all users that LOU or other highly sensitive information may not be transferred to printers or other devices not approved for LOU or sensitive information processing.   


•
Restrict LOU information to specific servers with controlled access protection.


4.3  System Administrator Rights


•
Limit the number of users entered on adminlists.


•
Do not grant administrator rights to users who have not 1) received a favorable background check and 2) been approved for access rights by the ISSO.


•
Revoke any temporary administrator access rights granted to vendor technicians for network "trouble shooting" upon resolution of the critical problem.  Monitor and archive network activity.

5.0
PHYSICAL SECURITY


This sections addresses physical security controls and those controls affecting the environment.


5.1  Environmental Controls


Critical equipment, such as file servers, concentrators and printers should be identified by the LAN and Network Administrator.  These assets should be evaluated for time criticality.  In those instances where the equipment is time critical to the completion of Agency programs or objectives, the equipment should be sized for and provided appropriate UPS or uninterruptable battery supply (UBS) services.


•
Include UPS/UBS requirements in all future LAN installations as a key and critical part of the Network Architecture.


•
Provide other environmental controls as required.


5.2  Hardware Security


Requirements for physical control of hardware devices have been established through IRM and IG/SEC (Office of Security).


•
Provide instructions for the off-site storage of backup tapes in the LAN/Network Security Plans and Disaster Recovery Plan. 


•
Install astrigals on all wire closet doors housing network assets.


•
Restrict key control access to approved telephone, technician, and maintenance personnel.


•
Remove concentrators from wooden, make-shift shelving and install them on steel racks.


•
Protect file servers from unauthorized access.


•
Locate servers in areas where personnel access can be limited to authorized personnel only.


•
Secure the server facility against unauthorized access when the area is not manned.


•
Protect modems, PCs, and backup medium from unauthorized access.

PAGE  

