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Host Characterization Worksheet/Firewall Worksheet
System Name/Identification: <>

Date Completed: <>

Date Updated: <>
Cluster Information (when applicable)
	Cluster Designation:
	

	Cluster Software and Version:
	

	Cluster Function / Comments:
	

	Logical Hostname
	Logical Location (DMZ, Internal, External, etc.)
	Logical 

IP Address
	Platform
	Installed Software

And Versions
	Function / Comments

	
	
	
	
	· 
	

	
	
	
	
	· 
	


Host Information 
	Hostname
	Logical Location (DMZ, Internal, External, etc.)
	IP Address
	Platform
	Installed Software

And Versions
	Function / Comments

	
	
	
	
	· 
	

	
	
	
	
	· 
	


Host Information
	Host Common Name
	

	Associated GSS or Major Application
	

	Logical (Network) Location
	

	Physical Location
	

	System Administrator
	Contact Information

	
	

	
	


	Host Name(s)
	IP Address(es)
	Interface Name/Description

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Provide a brief functional description of the host (If host is part of a cluster solution, please identify the physical host and any associated virtual hosts.  Also if applicable, include virtual host name(s) and IP address):
NIST SP 800-53, CM-2, requires system hardware component inventory.  Please provide the requested information.
	Host Name
	Manufacturer
	Model/Type
	Serial Number
	CDC Tag Number
	Physical Location

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


If applicable, describe the type and quantities of data captured and maintained on the host:

Provide a detailed description of the host hardware (include information on modems, network interfaces and mass storage):
List the software resident on the host including the OS, patch levels, and all applications and version numbers (include freeware and/or shareware):

	Vendor
	Software
	Version
	Patch Level

	
	
	
	

	
	
	
	

	
	
	
	


List all other CDC applications or system data that are collocated on this server (or cluster) (Ex. Data for system XYZ also resides in the SQL instance on this cluster):

	System Name
	Version (if applicable)
	Responsible Organization

	
	
	

	
	
	

	
	
	


Describe or attach any support service plans and/or Service Level Agreements (SLAs) tied to this system:

List all open ports and their associated services on the host:

	Port
	TCP or UDP
	Protocol

	
	
	

	
	
	


Describe, in detail, or attach documentation for the administrative, technical, and physical security controls protecting this specific host:
Describe any high availability and/or fail over controls for this host (i.e. cluster solution):
Describe the backup controls and procedures used for this host (include information about any host-specific continuity or disaster recovery planning):

Firewall Protections and Allowed Communications Protocols

List source and destination IP addresses/subnets, required ports and their related protocols; and associated rule for each entry:
Border Router Access Control Lists

	Source
	Destination
	Protocols
	Ports
	Rule
	Suggested

Changes

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Gateway Firewall Rules

	Source
	Destination
	Protocols
	Ports
	Rule
	Suggested Changes

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Compiled by:
	Name:
	Date:
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