Sample Language Describing Security Requirements Definition during the Business Process Analysis

The following language is extracted from SSA’s Software Engineering Technology Manual sections related to the development of security functionality during the SDLC, and illustrates the extent to which security function development should be imbedded in the overall application development process.  As your systems development lifecycle changes, this language needs to change to reflect your new process.

Description:

Security Requirements are important in making changes to existing systems and in the development of modernized systems. Federal guidelines establish specific security, audit, control and privacy objectives which project teams address when developing or revising systems. These objectives are not documented in the body of the Business Process Architecture (BPA) Document, but are included as an appendix item addressed in the Control, Audit, Security, and Privacy (CASP) Issues in the Detailed Systems Specification (DSS) and in Systems Design Alternatives (SDA) phases. 

Purpose:

The BPA includes a logical description of the security requirements for the proposed system. The physical details are developed in the SDA and DSS phases. 

Key Considerations:

For Control purposes: 

· Accept only properly authorized and approved input for processing. Properly detect and reject or alert errors and inconsistencies. 

· Correct and resubmit for processing the rejected, alerted and dropped transactions. Process all authorized transactions and do not improperly modify, add, or delete any transaction, and 

· Produce appropriate output for all transactions processed or rejected. Distribute them only to authorized users. 

For Auditability purposes: 

· Provide external access to the system to authorized audit personnel so that they can verify processing controls by accepted audit techniques such as static and dynamic testing. 

· Produce and store audit trail data for access by only authorized personnel. 

For Security purposes: 

· A mechanism should exist that allows the system to recover from adverse situations. 

· Protect resources on which the system depends from environmental and human hazards. 

· Properly identify, label, and protect sensitive data. 

· Unauthorized data must not be allowed to compromise the integrity of the System. 

For Privacy purposes: 

· Make personal data available only to authorized people. 

· Recognize and document random searches of protected data. 

Output:

Document security requirements in an appendix to the BPA. 

Defining security process descriptions 
Description:

High level descriptions of the processes to control access, maintenance, data integrity, and security of each physical file structure should be added to revisions of the data flow diagram. 

Key Considerations:

· Specify the procedure and other physical characteristics of the process. 

· Important processes in the access, maintenance, data integrity, or security of each physical file structure should be added to the data flow diagram. 

Output:

Process Descriptions for data control, with a refined model showing processes for accessing, maintaining, validating, and securing data stores. 

Determining Security Requirements
Description:

CASP requirements are important aspects of new and existing systems. Specific control, audit, security, and privacy objectives are required by Federal law. Project teams must address them when developing or revising systems. These requirements are usually captured in the systems logic, data dictionary, or in service level agreements. 

Purpose:

The CASP summary section provides a ready means for internal and external monitoring authorities to determine the adequacy of controls within or associated with the application process. Adherence to the CASP requirements provides reasonable assurance that the system will operate in a manner consistent with Federal security guidelines. 

Key Considerations:

For new or redesigned systems, a CASP summary should be prepared for each CASP objective listed below. For modifications to existing systems, mention only the objective affected; if none are affected, state that in the summary. 

· Control 

Only properly authorized and approved input is accepted for processing. 

Errors and inconsistencies are properly detected and rejected or alerted. 

Rejected, alerted and dropped transactions are corrected and resubmitted for processing as appropriate. 

All authorized transactions are processed and improperly modified transactions are detected. 

Appropriate output is produced for all transactions processed or rejected and is distributed only to authorized Users. 

· Auditability 

External access to the system is provided to authorized audit personnel so that processing controls can be verified by accepted audit techniques, such as static and dynamic testing. 

Audit trail data are produced, stored and can be accessed only by authorized audit personnel for the purpose of audit and/or integrity review. 

· Security 

A mechanism exists that ensures all controls needed to access an application have been addressed. 

A mechanism exists that allows the system to recover from adverse situations. 

Resources on which the system depends is protected from environmental and human caused hazards. 

Sensitive data is properly identified, labeled and protected. 

Incorrect or unauthorized data is prevented from diminishing the integrity of the system. 

· Privacy 

Personal data are available only to authorized individuals. 

Random searches of protected data are recognized and documented. 

Output:

CASP requirements are noted as an appendix to the DSS. 

Testing Security Functionality
Description:

Security activities ensure that: 

· all test plans and scripts include procedures for testing security, internal controls and audit trail features, 

· testing takes place in a secure area within the Integration environment on the Production complex, and 

· security, internal controls and audit trail features are rigorously tested prior to implementation. 

The sponsor will notify the Component Security Officer (CSO) for the appropriate component when the Evaluation Stage testing has been completed. It is at this point that the new or modified software is ready for release for operational integration testing. 

The CSO initiates the security requirements workplan after obtaining a copy of the Evaluation Stage's signed security requirements workplan from the CSO of the sponsor component. The security requirements workplan serves to ensure that all test plans and scripts include appropriate test procedures for security, internal control and audit trail features and that these features are sufficiently tested prior to implementation. 

Key Considerations:

· The CSO will notify: 

· -SSA Systems Security Officer, 

· -OTSO security component(s), and 

· -User security officer(s). 

Output:

The CSO will obtain a copy of the signed Evaluation Stage Security Requirements Workplan from the CSO of the sponsor component and initiate the Security Requirements Workplan. 

