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Introduction

A BCP Tabletop Test was conducted of the Outbreak System (OS) on March XX, 2006. The participants and their assigned roles are listed below:

	NAME
	ORGANIZATION
	ROLE
	PHONE NUMBER

	
	OS
	Evaluator
	

	
	OS
	Facilitator
	

	
	OS
	BCP Coordinator
	

	
	OS
	EMT Lead
	

	
	OS
	DAT Lead
	

	
	NCPH
	Observer
	

	
	NCPH
	Observer
	


The exercise was conducted in accordance with the OS BCP Tabletop Test Plan provided by the system steward. The exercise tested the Notification/Activation phase of the OS BCP. It was conducted to evaluate the ability of select personnel to communicate, coordinate, and carry out OS operations in the event of a contingency.
Summary of Test Results 

The BCP Coordinator, EMT Lead, and DAT Lead provided the Evaluator with updated copies of their OS BCP, Recovery Team Call Tree Roster, Notification Roster, Key Customers Call Tree, and Key Contact Information Roster. All individuals with an active role during the test were knowledgeable of their responsibilities.
The overall rating is SATISFACTORY.
Recommendations
There were items noted during the test that required corrective action. These items were addressed and corrected during the exercise and did not affect the overall rating of the system. The items noted were:
1. Designated Approving Authority (DAA) was not listed on the Notification Roster.
2. BCP Coordinator and EMT Lead were identified as the same person.
3. Updated rosters were provided to the test team, but also needed to be attached to the OS BCP as appendices.

Evaluator Checklist

	BCP Test Checklist

	System Tested: Outbreak System
	Test Type:
	Tabletop   FORMCHECKBOX 

	Functional   FORMCHECKBOX 

	Full Scale   FORMCHECKBOX 


	Test Date: 3-10-2006
	Start Time: 0900
	End Time: 0950

	Evaluator: 
	Signature:

	

	TEST SCENARIO:  An extensive fire has occurred in the Main Campus facility just above the NCPH computer center. Fire, EMS, Security, and Law Enforcement personnel responded and the fire was contained to the 1st, 2nd and 3rd Floors of the building.

	

	Test Step
	Step Description
	Expected Result
	Actual Result
	Evaluation Results

	
	
	
	
	Satisfactory
	Unsatisfactory

	Notification and Activation Phase

	1
	Upon notification that a contingency event has occurred, the BCP Coordinator will contact key personnel (using Notification Roster).
	BCP Coordinator should contact NCPH officials (e.g., DAA, ISSO, etc.), system stewards, and others on the Notification Roster, and inform them of the contingency event and relay all known information. BCP Coordinator should direct notification efforts.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	1a
	
	BCP Coordinator should contact EMT Lead and inform him of the contingency event and relay all known information. He should instruct EMT Lead to mobilize the EMT and contact DAT Lead to commence the damage assessment process. 
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	2
	EMT Lead will contact DAT Lead and EMT (using Notification Roster and/or Call Tree).
	EMT Lead should contact EMT and DAT Lead and inform them of the contingency event and relay all known information. He should instruct EMT to mobilize and DAT Lead to commence the damage assessment process.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	3
	EMT will mobilize and gather at the Command Center.
	EMT should provide communication/ interaction support between BCP Coordinator and all other entities. Open up dialog and provide routine status reports to/from BCP Coordinator and other managerial personnel (e.g., Director of CDC, the Chief Information Officer (CIO) as well as management staff of NCPH and other C/I/O’s). They should also assist with and coordinate Physical/ Personnel Security.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	4
	DAT Lead will contact DAT (using Call Tree) and initiate damage assessment process.
	DAT Lead should contact DAT and inform them of the contingency event and relay all known information. He should instruct the DAT to mobilize and conduct the initial damage assessment.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	5
	DAT will mobilize and gather at the contingency event site.
	DAT Lead should coordinate the DAT at the designated sight. (Simulate affected site assessment activities)
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	6
	DAT Lead receives damage assessment report from DAT.
	DAT Lead should compile a synopsis report for the BCP Coordinator (use Damage Assessment Report Card).

DAT Lead should contact BCP Coordinator and report initial damage assessment results, suggest a course of action based on report results, and indicate that the alternate processing facility should be activated.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	7
	BCP Coordinator receives damage assessment report from DAT Lead.
	BCP Coordinator should determine if facility and computer center is available in < 24 hours. If facility not available, BCP Coordinator should activate the BCP.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	8
	BCP Coordinator activates BCP.
	BCP Coordinator should notify NCPH management, DAT Lead, and EMT Lead that he has activated the BCP. 
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	8a
	
	Upon plan activation, BCP Coordinator/EMT Lead should notify Recovery Team Lead, and inform him of the contingency event and relay all known information, and state relocation to alternate site is required.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	8b
	
	BCP Coordinator/EMT Lead should notify the alternate site that a contingency event has occurred and to prepare the facility for the organization’s arrival.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	8c
	
	BCP Coordinator/EMT Lead should notify the off-site back up storage facility and critical vendors that a contingency event has occurred and to ship the necessary materials (as determined by the damage assessment) to the alternate site.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	8d
	
	BCP Coordinator/EMT Lead should notify key customers that a contingency event has occurred.
	Completed as Expected
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	

	Outcome:
	Satisfactory   FORMCHECKBOX 

	Unsatisfactory   FORMCHECKBOX 


	Comments:

	Evaluator Recommendation:
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