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Introduction

A Functional Test was conducted of the System Name BCP on March 8, 2006. The participants and their assigned roles are listed below:

	NAME
	ORGANIZATION
	ROLE
	PHONE NUMBER

	
	
	
	

	
	
	
	

	
	
	
	


The test was conducted in accordance with the System Name BCP Functional Test Plan provided by the system steward. The test was a continuation of the System Name BCP Notification/Activation Phase tabletop exercise encompassing failover to an alternate site and system operations recovery. The following areas were addressed during the functional test in accordance with NIST SP 800-34, Section 3.5:

· Notification procedures

· System recovery on an alternate platform from backup media

· Coordination among recovery teams

· Internal and external connectivity

· System performance using alternate equipment

· Restoration of normal operations (at the alternate site)
Summary of Test Results 

The failover and recovery of operational functionality of the System Name system was accomplished without any significant discrepancies. The overall rating is SATISFACTORY.

Recommendations
There were items noted during the test that required corrective action. These items were addressed and corrected during the exercise and did not affect the overall rating of the system. The items noted were:

1. Add steps to configure Domain Name Server in Section 2.2.2 of the System Name BCP Functional Test Plan.

2. Install correct tape drive and modem at the alternate site to accommodate the System Name system.

3. Ensure Recovery Team has administrative rights to configure server.
OR

There were no recommendations noted during this test.
Evaluator Checklist

	BCP Test Checklist

	System Tested: System Name
	Test Type:
	Tabletop   FORMCHECKBOX 

	Functional   FORMCHECKBOX 

	Full Scale   FORMCHECKBOX 


	Test Date: 3-8-2006
	Start Time: 
	End Time: 

	Evaluator: 
	Signature:

	

	TEST SCENARIO:  The System Name BCP has been activated by the BCP Coordinator. Fail-over will occur at the alternate site. The TRT must be contacted to initiate the recovery process. Operational recovery of the system at CDC North is crucial.

	

	Test Step
	Step Description
	Expected Result
	Actual Result
	Evaluation Results

	
	
	
	
	Satisfactory
	Unsatisfactory

	System Recovery Phase

	1
	Notification procedures - EMT Lead will contact TRT Lead.
	EMT Lead should contact TRT Lead and inform him of the contingency event and relay all known information. TRT Lead should instruct TRT to mobilize and commence system recovery process.
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	2
	TRT will mobilize and gather at the alternate site.
	TRT Lead should coordinate the TRT at the alternate site.
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	3
	System recovery on an alternate platform from backup media.
	TRT will ensure most recent backup of system data and hardware required to read backup media is available to begin recovery.
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	4
	System performance using alternate equipment.
	TRT will install/configure application and data at alternate site.
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	5
	Internal and external connectivity.
	TRT will ensure connectivity to application and data is accomplished and verified by internal and external customers.
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	6
	Restoration of normal operations.
	Successful failover and system recovery at alternate site occurred without degradation of service.
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	

	Outcome:
	Satisfactory   FORMCHECKBOX 

	Unsatisfactory   FORMCHECKBOX 


	Comments:

	Evaluator Recommendation(s): None
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