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1.  Purpose.  This Interim Policy Document (IPD) establishes XX Agency procedures for maintaining a standard configuration of the XX Agency network and at the client desktop.

2.  Objective.  The objective is to comply with the XX Agency guidelines and “standard push” to maintain a proper level-of-standard configuration on XX Agency network and client desktop.  

3.  Reference.  

A.  Computer Security Act of 1987 (PL 100-235)

B. OMB Circular A-130, Appendix III, Security of Federal Automated Information 

Resources

4.  Policy.  It is XX Agency policy to protect information and corporate assets.   One way of facilitating this requirement is to formally manage and control hardware and software configuration.  

5.  Responsibilities.  

A. The Council of Management Officials (CIMO)  are responsible for:

Ensuring coordination among Program area offices on IRM issues (including the Network) and activities 

B. Client Work Group (CWG) is responsible for:

(1) Maintaining desktop design, development, and maintenance

(2) Developing procedures for software change control and synchronized software distribution

(3) Evaluate, recommend, and coordinate the implementation of desktop solutions consistent with XX Agency Strategic and technical plans

(4) Provide updates to XX Agency desktop software, resolve Tier 1 and Tier 2 issues and problems among XX Agency offices

C.  The Security Working Group (SWG) is responsible for:

Approving or coordinating on documents prepared by the Bureau Chief Information Systems Security Manager for the purpose of maintaining network security and/or for Director, XX Agency signature.     

D.  Bureau Information Technology Security Manager (BITSM) is responsible for:

(1) Ensure IT resources are adequately safeguarded throughout the Bureau.

(2) Developing and implementing an overall network security plan for XX Agency systems.

(3)  Issuing guidelines and procedures for the Bureau.

(4)  Providing oversight for XX Agency network security.

(5) Maintain current inventory of sensitive systems and a schedule for testing 

system Contingency Plans.


E.   XX Agency Program Information Technology Security Manager (PITSM) is responsible: 

(1)  Ensure IT resources are adequately safeguarded throughout XX Agency.

(2)  Implementing the overall XX Agency network security plan for XX Agency systems.

(3)  Issuing guidelines and procedures.

(4)  Providing oversight for XX Agency network security and standard configurations.

(5)  Maintain current inventory of sensitive systems and a schedule for testing 

systems Contingency Plans.

Scope.
Involved Persons: Every worker at the XX Agency- no matter what their status (employee, contractor, consultant, temporary, etc.) -- must comply with the information security policies found in this and related information security documents. 

Involved Systems: This policy applies to all computer and network systems owned by and/or administered by the XX Agency.  Similarly, this policy applies to all platforms (operating systems), all computer sizes (personal computers through mainframes), and all application systems (whether developed in-house or purchased from third parties).  The policy covers only information handled via computers and/or networks.  

Procedures.
With the exception of emergency situations, all changes to XX Agency computer networks must be: (a) documented in a work order request, and (b) approved in advance by the authorized XX Agency officials.  All emergency changes to XX Agency networks must only be made by persons who are authorized by the respective XX Agency officials.  This process prevents unexpected changes from inadvertently leading to denial of service, unauthorized disclosure of information, and other problems.  This process applies not only to "workers" as defined in the Scope section of this policy, but also to vendor personnel. 

XX Agency has formally established a consistent, cross-organizational Configuration Management process for the architecture and its components. Configuration management involves identifying the configuration of a network system at given points in time; systematically controlling changes to the configuration, and maintaining the integrity and traceability of the configuration throughout the lifecycle.  The items placed under configuration management include the software and hardware products that comprise the network as well as items required to create or maintain these products.  Proper configuration management enables an organization to answer the following questions:

· What is the process for making changes to the network and/or its components?

· Who made a change to the network and/or its components?

· What changes were made to the network and/or its components?

· When were the changes made?

· Why were the changes made?

· Who authorized the changes?

The following sections present the configuration change control activities for the XX Agency network.

At a high-level, the XX Agency change control process consists of the following basic steps:

· Identifying and classifying  a change to the network

· Evaluating what components in the current network configuration needs to be changed

· Testing or modeling the impact of the change upon the current network

· Implementing the change if it is approved.

Misuse: XX Agency management reserves the right to revoke the system privileges of any user at any time. Workers who deliberately violate this and other information security policy statements will be subject to disciplinary action up to and including termination.
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