

NOVELL NETWARE 3.x/4.x SECURITY CHECKLIST
Domain Name _______________   

Fileserver(s) Location(s) _____________________________________________________

Fileserver(s) Make/Model Number, Configuration and Peripherals Attached

Is the fileserver used as a Web Server? If yes, what WWW Server Software? _____________________________
YES
NO

Is the fileserver contained in a locked room/repository?
YES
NO

Is the fileserver protected against inadvertent/ advertent tampering by unauthorized personnel? 
YES
NO

 Is the fileserver under visual access?
YES
NO





NETWARE ACCOUNT (TEMPLATE)  POLICIES








Limit Concurrent Connections to 1
YES
NO

Allow User to Change Password?
YES
NO

Require passwords?
YES
NO

Minimum Password Length is 6
YES
NO

Force Periodic Changes?
YES
NO

60 Days Between Forced Changes?
YES
NO

Limit Grace Logins to 6? 
YES
NO

Unique Passwords Required?
YES
NO

GROUP MEMBERSHIP 

Group Membership is consistent with Need‑To‑Know Group of the Container?
YES
NO

LOGIN SCRIPT 

General Login Scripts are consistent for General Users?
YES
NO

SECURITY EQUIVALENCES 

Security Equivalences = Groups Belonged To
YES
NO

STATION RESTRICTIONS 

Station Restrictions are not used
YES
NO

LOGIN TIME RESTRICTIONS 

Time Restrictions are not used.
YES
NO

RIGHTS TO FILES AND DIRECTORIES 

Users do not have access to directories and files they do not require access to. 

Trustee File Assignments are not used. 
YES

YES
NO

NO

ACCOUNT AUDITING




Auditing Enabled for Logon/Logoff Success and Failure?
YES
NO

Auditing Enabled for Account Disabled/Enabled?
YES
NO

Auditing Enabled for Intrusion Detection?
YES
NO





DEFAULT SERVER/NDS CONTAINER RESTRICTIONS 








Detect Intruders = Yes
YES
NO

Incorrect Login Attempts set to 5
YES
NO

Intruder Attempt reset interval set to 999 days
YES
NO

Intruder Lockout reset interval set to 999 days 
YES
NO

Rights to files are consistent with user need‑to‑know
YES
NO

Container Login Scripts are consistent for general users
YES
NO





OTHER 








No GUEST, SUPERVISOR, PRINT, LASER, or other generic default accounts present
YES
NO

Remote Console Operations are password protected.
YES
NO

NETADM.EXE and NWADMIN.EXE utilities  are located in the SYSTEM Directory of each fileserver.
YES
NO

Current antivirus software is installed and activated on the fileserver(s) and on Pcs (bootup).
YES
NO

Only Agency-Authorized software installed and/or running?
YES
NO





System Administrator Signature:_______________________________________


Date:
______
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