APPENDIX A — 
GLOSSARY    

Acceptable Risk is a risk that is acceptable to responsible management, due to the cost and magnitude of implementing countermeasures.

Accreditation is the authorization and approval, granted to a major application or general support system to process in an operational environment.  It is made on the basis of a certification by designated technical personnel that the system meets pre-specified technical requirements for achieving adequate system security.  See also Authorize Processing, Certification and Designated Approving Authority.
Acquisition/Development/Installation/Implementation Controls refers to the process of assuring that adequate controls are considered, evaluated, selected, designed and built into the system during its early planning and development stages and that an on-going process is established to ensure continued operation at an acceptable level of risk during the installation, implementation and operation stages.

Authorize Processing management authorization should be based on an assessment of management, operational and technical controls.  By authorizing processing in a system the Designated Approving Authority (DAA) accepts the risk associated with it.  See also Accreditation, Certification, and Designated Approving Authority.
Availability Protection requires backup of system and information, contingency plans, disaster recovery plans, and redundancy.  Examples of systems and information requiring availability protection are time share systems, mission-critical applications, time and attendance, financial, procurement, or life-critical.

Awareness, Training and Education includes (1) awareness programs set the stage for training by changing organizational attitudes toward realization that the importance of security and the adverse consequences of its failure; (2) the purpose of training is to teach people the skills that will enable them to perform their jobs more effectively; (3) education is more in-depth than training and is targeted for security professionals and those whose jobs require expertise in automated information security.

Certification is the technical evaluation that establishes the extent to which a computer system, application or network design and implementation meets a pre-specified set of security requirements.  See also Authorize Processing and Accreditation.

Confidentiality Protection requires access controls such as user ID/password, terminal identifiers, restrictions on actions like read, write, delete, etc..  Examples of Confidentiality protected information are  personnel, financial, proprietary, trade secrets, internal agency, investigations, other Federal agency, national resources, national security, and high or new technology under Executive Order or Act of Congress.

Designated Approving Authority (DAA) is the senior management official who has the authority to authorize processing (accredit) an automated information general support system or major application  and accept the risk associated with the system. 

Development Controls see Acquisition/Development/Installation/Implementation Controls.
General Support System is an interconnected set of information resources under the same direct management control that shares common functionality.  It normally includes hardware, software, information, data, applications, communications, facilities, and people and provides support for a variety of users and/or applications.  Individual applications support different mission-related functions.  Users may be from the same or different organizations.

Individual Accountability requires individual users to be held accountable for their actions after being notified of the rules of behavior in the use of the system and the penalties associated with the violation of those rules.

Integrity Protection requires validation controls and security embedded during system design and development.  Examples of integrity protected information are financial, proprietary, trade secrets, investigations, mission critical, operational, national resources, and high or new technology under Executive Order or Act of Congress.

Major Application is an application that requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application.  A breach in a major application might comprise many individual application programs and hardware, software, and telecommunications components.  Major applications can be either a major software application or a combination of hardware/software where the only purpose of the system is to support a specific mission-related function.

Networks include communication capability that allows one user or system to connect to another user or system and can be part of a system or a separate system. Examples of networks include local area network or wide area networks, including public networks such as the Internet.  

Operational Controls are the day-to-day procedures and mechanisms used to protect operational systems and applications.  Operational controls affect the system and application environment.

Risk is the possibility of harm or loss to any software, information, hardware, administrative, physical, communications, or personnel resource within an automated information system or activity.

Risk  Management is the on-going process of assessing the risk to automated information resources and information, as part of a risk-based approach used to determine adequate security for a system by analyzing the threats and vulnerabilities and selecting appropriate cost-effective controls to achieve and maintain and acceptable level of risk.

Rules include the set of rules of behavior that have been established and implemented concerning use of, security in, and acceptable level or risk for the system. Rules will clearly delineate responsibilities and expected behavior of all individuals with access to the system.  Rules should cover such matters as work at home, dial-in access, connection to the Internet, use of copyrighted works, unofficial use of Federal Government equipment, the assignment and limitation of system privileges, and individual accountability.

Sensitive Information refers to information that requires protection due to the risk and magnitude of loss or harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the information.  The term includes information whose improper use or disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary information, records about individuals requiring protection under the Privacy Act, and information not releasable under the Freedom of Information Act.

Sensitivity in an information technology environment consists of the system, data, and applications which must be examined individually and in total.  All systems and applications require some level of protection for confidentiality, integrity, and availability which is determined by an evaluation of the sensitivity and criticality of the information processed, the relationship of the system to the organization’s mission and the economic value of the system components.

System is a generic term used for briefness to mean either a major application or a general support system.

A System is identified by logical boundaries drawn around the various processing communications, storage, and related resources.  They must be under same direct management control (not responsibility), perform essentially the same function, reside in the same environment, and have the same characteristics and security needs.  A system does not have to be physically connected.

System Operational Status is either (a) Operational - system is currently in operation, (b) Under Development - system is currently under design, development, or implementation, or (c) Undergoing a Major Modification - system is currently undergoing a major conversion or transition.

Technical Controls consist of hardware and software controls used to provide automated protection to the system or applications.  Technical controls operate within the technical system and applications.

Threat is an activity, deliberate or unintentional, with the potential for causing harm to an automated information system or activity.

Vulnerability is a flaw or weakness that may allow harm to occur to an automated information system or activity.

