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Preface

How to use the guide

You can use this guide in preparation for and during the session.  This guide is divided into three sections as follows:

Preface:  Explains how to use the Instructor's Guide and provides a high level preview of the course including items like objectives, target audience, agenda, etc.  This section is intended to orient you to the course as you prepare for your session.

Course:  Contains the scripted course notes and corresponding participant pages.  This section is helpful when preparing as well as while conducting the session.

Appendices:  Contains additional miscellaneous items such as master handouts and master overhead transparencies.

Use your own judgment to decide if you need to include all questions, statements, examples, activities, etc.  Please feel free to adapt the course to meet your style.  Add your own examples, knowledge, and experiences. 

Instructor's Guide Pages

This guide contains instructions and other elements to help you facilitate the course, including these features:

(1) White space is left in the left-hand margin of the Instructor's Guide to allow you to make notes about what you want to say or do in the course.

(2) Instructions begin with action verbs that provide general directions on how to proceed.  The action verbs will appear in large bold letters so that you can easily read them.  

(3) Icons are used as visual cues to let you know when you do things like display a flip chart or display an overhead transparency.

(4) A suggested script provides detailed instructions and information.  Although you should cover major points, you do not have to follow the script verbatim.

(5) Flip charts that you prepare or printed wall charts will be indicated by a box with the chart title on it.

Course Objectives

By the end of this course, the ISSO’s will:

· Understand the importance of information systems security to [the Agency].

· Understand the importance of protecting the privacy and confidentiality of [the Agency] data.

· Know and understand the security- and privacy-related Federal government-wide and organization-specific laws, regulations, policies, guidelines, and standards, and how to apply them.

· Know and understand their role and responsibilities within the [the Agency] AIS Security Program.

· Be able to assist in the risk management program within their components, by identifying computer security threats and vulnerabilities and assisting in the identification of appropriate safeguards.

· Understand and be able to identify management, technical, personnel, operational, and physical controls.

· Know the security requirements for protecting workstations and the information processed on them.

· Be able to identify and implement preventative measures for malicious software, identify the signs of a possible infection, identify a virus hoax, and implement virus recovery techniques.

· Have developed an understanding of general physical and environmental security requirements.

· Know the key security activities in the security development life cycle in order to assist in the development process.

· Understand the contingency planning process and their role within this process.

· Have a general understanding of network security.

· Be able to identify and implement policies and best security practices for Internet, Remote access, Fax, and E-mail use.
Resources

You will need the following resources to prepare:

· Instructor's Guide

· Participant's Workbook

· Powerpoint presentation

· Laptop computer and projector

· Sample virus for demo

Delivery Format

In this course you will educate Information System Security Officers in information systems security and privacy concepts, policies, and procedures at [the Agency].  This course involves active participation in the class; therefore, questions and discussions should be encouraged.

It is estimated that this course will take approximate 2 days to present.  Ensure that you provide a 10-minute break every hour and an hour for lunch each day.  It is proposed that the training time will run from 9 a.m. to 4 p.m., in order to accommodate flex-time participants.

Target Audience

The target audience is: 

· Information System Security Officers

Course Agenda
	Topic/Activity
	Estimated Time Frame

	Introduction

Objectives

Agenda

Class Introduction
	Lecture: 20 minutes

	Topic 1:  Introduction to Information Systems Security

Current Trends Affecting IS Security

Definition of IS Security

Importance of IS Security to [the Agency]
	Lecture: 20 minutes

	Topic 2:  [the Agency]’s AIS Security Program
   Federal Laws, Regulations, and Policies

[the Agency]’s System Security Program
	Lecture: 40 minutes

	Topic 3:  Sensitivity and Criticality

Sensitive Information

Operational Criticality
	Lecture: 20 minutes

	Topic 4:  Risk Management

Risk Management

Risk Assessment

Threats and Vulnerabilities

  Exercise

Safeguards and Countermeasures
	Lecture:  20 minutes.

Exercise:  40 minutes

	Topic 5:  Management Controls

Policies, Standards, Procedures, and Guidelines

Personnel Security

Security Awareness and Training
	Lecture: 25 minutes

	Topic 6:  Workstation Security

General Security Requirements

Additional Requirements
	Lecture: 30 minutes

	Topic 7:  Malicious Software

Types of Malicious Software

    Computer Virus Demonstration

Prevention

    Exercise

Detection

Computer Virus Hoaxes

Recovery
	Lecture: 20 minutes

Exercise: 40 minutes



	Topic 8:  Security in the System Development Life Cycle

System Life Cycle

System Life Cycle Phases

System Security Plans and Certification Program
	Lecture: 40 minutes

	Topic 9:  Technical Controls
Identification and Authentication

  Exercise

Authorization and Access Controls

Audit Trails
	Lecture:  20 minutes

Exercise:  20 minutes

	Topic 10:  Operational Controls
Physical and Environmental Security

    Exercise

Audit and Variance Detection

Security Incident Handling and Reporting

Contingency Planning
	Lecture: 30 minutes

Exercise:  20 minutes

	Topic 11:  Network Security

Common Terminology

Threats to Network Security

Firewalls

E-Mail and Facsimile Security

Internet Security

     Exercise

Encryption
	Lecture: 40 minutes

Exercise:  20 minutes

	Topic 12:  Information Sharing

Inter/intra-agency and Data Use Agreements
	Lecture:  10 minutes

	Exercise - Case Study
	Exercise: 30 minutes

	Conclusion

Review Course Objectives

Questions and Answers

Course Evaluation
	Lecture:  10 minutes


Total Time:  approximately 9 hours

(excluding lunches and breaks)
Materials
Leader

· Two flip charts and easels

· Instructor's Guide

· Laptop with overhead viewer

· Handouts 

· Overhead Projector

· Session roster

· Markers

· Course evaluation forms

· Masking Tape

· Tent cards

· Laptop computer

Participant

· Participant Workbooks

· Pen and paper

· Name tent card

Preparation Check List
Before the Class

· Review the Instructor's Guide and Participant Workbook

· Customize the agenda

· Prepare flip charts

· Check that the training room has been scheduled and all equipment reserved (e.g., overhead projector)

· Send confirmation letters that notify the participants of the date and time of the session

· Make sure you have the necessary materials and equipment as identified prior.

The Day of Class

This is a list of the things that need to be done just before the start of the session.  It helps to allow one hour for prep time on the first day.

· Set up, test and focus projector

· Set up flip charts and hang wall charts

· Get out Participant Workbooks and distribute

· Place tent cards on table

After the Class

· Return all master materials to storage location

· Return all extra participant materials to storage location

· Review evaluations

Notes:

· The Appendix contains security tidbits, incidents, and statistics for the instructor to use throughout the course.  These are placed in the appendix so that it is easier for the instructor to keep them current.
· In order to provide participants with a connection between the course and their ISSO responsibilities, have the participants create a reference card or cheat sheet as they go though the course.  At the end of each topic, the instructor should insure that the ISSO’s responsibilities for that topic have been identified.  Throughout the course the ISSO responsibilities are highlighted with the following symbol:  ( 

_________________________

_________________________

_________________________

_________________________

_________________________

_________________________

_________________________

_________________________

_________________________

_________________________

Course Starts Here!!!


Introduction

Welcome

SAY  Welcome to security training for Information System Security Officers.   My name is ______________________ and I will be your instructor today.  
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DISPLAY  Overhead Number 1

	Information Security and Privacy Training

for [the Agency] 

Information System Security Officers


SAY: Let’s take a few minutes for introductions.  Give a brief introduction of yourself.  Go around the room and have each of the participants introduce themselves.
Agenda

REFER  participants to page 1 of the Participant’s Guide.

SAY  The agenda for this course is:
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DISPLAY Overhead Number 2

	Agenda
Introduction

Topic 1:  Introduction to IS Security

Topic 2:  [the Agency]’s AIS Security Program

Topic 3:  Sensitivity and Criticality

Topic 4:  Risk Management

Topic 5:  Management Controls

Topic 6:  Workstation Security

Topic 7:  Malicious Software

Topic 8:  Security in the System Development Life Cycle

Topic 9:  Technical Security Controls

Topic 10: Operational Security Controls

Topic 11:  Network Security

Topic 12:  Information Sharing

Conclusion


Course Objectives

REFER  participants to page 2 of the Participant’s Guide.

SAY  The course objectives are for you as ISSO’s to:
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DISPLAY  Overhead number 3 & 4

	Course Objectives

· Understand the importance of IS security

· Understand the importance of protecting the privacy and confidentiality of [the Agency] data

· Know/understand Government regulations

· Know/understand your responsibilities

· Assist in the risk management program

· Understand/identify security controls

· Know workstation security requirements

· Understand computer virus prevention, detection, recovery

· Understand general physical security requirements

· Know key security activities in SDLC

· Understand contingency planning process 

· General understanding of network security

· Know secure Internet, remote access, fax, and e-mail use


SAY This course is intended to be interactive.  It is important that you actively participate and ask questions.  Breaks will be provided every hour and we will break for one hour for lunch each day.   I will be available for additional questions during the breaks, lunch, and after class.

Topic 1:  
Introduction to Information Systems Security 

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction
SAY  The widespread proliferation of the Internet, laptop computers, modems, e-mail systems, intranets, extranets, as well the threat of computer viruses, hackers, power outages, and disgruntled employees has placed our information resources at risk.  

In this topic, we will briefly discuss the current trends affecting [the Agency]’s information resources, define IS security, and discuss its importance to [the Agency].

REFER participants to page 4 of the Participant's Guide. 

DISPLAY overhead number 5.

Learning Objectives
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   SAY  By the end of this topic, you will:

	Topic 1:  Introduction to Information Systems Security

Learning Objectives 
· Be able to identify the current trends affecting IS security

· Know the definition of IS security

· Understand the importance of IS security to [the Agency]


Time
Lecture: 20 minutes.

Current Trends Affecting IS Security

Instructions:  The instructor should start this topic by identifying or listing several recent headlines related to IS security breaches or incidents.  

REFER  participants to page 5 of the Participant Guide.
SAY  Almost daily there is something in the news about computer and information security.  It may be the Federal government web page that was hacked, the computer virus that is going to hit on Friday the 13th, a computer glitch which caused incorrect tax bills to be sent out, or a denial of service attack on a large company.  In order to address these and other threats, we need to understand the current trends that affect information security.   

DISPLAY overhead number 6.
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	Current Trends 
· Computing has become more decentralized and networked

· Increase in use of computers to share and distribute sensitive information and data

· Vast amounts of personal data are collected, stored, and processed electronically

· Increase in the reliance on computers for daily operations

· Reports of computer fraud and abuse continue to rise

· Increase in the complexity of technology

· Increase in use of the Internet for e-business


EXPLAIN  Some of the security trends include:

· Local- and wide-area networks allow users to share files and specialized servers, update their software, schedule meetings, and work cooperatively.  Remote access to systems is increasing as many computer users are mobile or remote.  Network applications keep multiplying and crossing organizational boundaries.  Internet use has grown exponentially.

· Computers have made it very easy for organizations to share sensitive information and to send it electronically over the Internet.  Unfortunately, this information is not always adequately protected while in transit.

· The current technology makes it far easier to collect, store, manipulate, and share data.  This has an effect on the privacy of personal information.  

· Organizations have increased their reliance on computers to achieve their business objectives.  How productive would you be if your computer or information were unavailable for an unspecified period of time?

· It is not surprising that computing systems are prominent targets of fraud and other abuse.  Some perpetrators maliciously damage or disrupt systems or networks.  Others steal computing or telephone services, violate individual privacy, steal property, and commit financial fraud.  Networking gives anyone with a computer and modem the potential to access a great many computers without authorization.

· Today’s technology makes it easier to connect with each other, however, the same technology also makes security more complex.

· The Internet is increasingly being used to support mission-critical applications for private companies and government agencies.  Although many web sites still only provide static information, many organizations are establishing extranets to allow customers, or the public in the case of [the Agency], to access information for retrieval or update.


[image: image6.wmf]
ASK  Can anyone identify any other trends that affect IS security?

Instructor should solicit any additional comments affecting IS security and discuss them with the class as appropriate.

SAY  These trends are some of the reasons we are here today.  As ISSOs it is your responsibility to work with your organizations to help protect [the Agency]’s information resources.

Definition of Information Systems Security

REFER participants to page 6 of the Participant Guide.

SAY  Before we continue, it is important that you understand what IS security is.  Let’s begin by each of you telling the class what you think is involved in IS security.

Instructor should go around the room and ask each participant to answer the following question.


[image: image7.wmf]
ASK   Who can tell me some of the "key" words that come to mind when you hear the phrase "information systems security?”  This will help you to understand the definition used by [the Agency].

[image: image8.png]



WRITE to flip chart.
	Potential answers include:

Policies  

Integrity

Assets

Threats

Incidents

Review

Availability

Control

Modification

Computer viruses
	     Confidentiality

     Strengths

     Vulnerabilities

     Operations

     Protect

     Prevent

     Unauthorized
     Disclosure
     Destruction
     Hackers


SAY  Now that we have an idea of some of the key words associated with IS security, let’s review the definition used by [the Agency].

REFER participants to page 7 of the Participant Guide.
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DISPLAY overhead number 7.

	Information Systems Security

Information systems security is the protection of  information systems against unauthorized access to or modification of information whether in storage, processing, or transit, and against the denial of service to authorized users, including those measures necessary to detect, document, and counter such threats.  

Source:  National Security Telecommunications and Information Systems Security Committee (NSTISSC) NSTISSI No. 4009) National Information Systems Security (INFOSEC) Glossary, January 1999


EXPLAIN  The objective of information systems security is to ensure the confidentiality, integrity, and availability of information resources, to include hardware, software, firmware, and information.
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DISPLAY overhead number 8.

	Confidentiality

Integrity

Availability


EXPLAIN

· Confidentiality – ensures that information is not disclosed to unauthorized persons, processes, and devices.

· Integrity – protection against unauthorized modification or destruction of information.

· Availability – timely, reliable access to data and information services for authorized users.

SAY  All three properties are essential. Throughout this course we will discuss the protection of computing systems and data against the threats to confidentiality, integrity, and availability.

Importance of Information Systems Security
REFER participants to page 8 of the Participant Guide.


[image: image11.wmf]
ASK Why do you think that you should be concerned about information security? (pause)  What are some of the consequences if we do not protect our information resources?
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WRITE to flip chart.

	Potential answers include:

  Concerns

· Protecting information

· Protecting resources

· Protecting privacy

· Ensuring that information/ systems are available when needed


	  Consequences
· Embarrassment and negative publicity for [the Agency]
· Loss of productivity if information systems or data are not available

· [the Agency]’s inability to achieve its missions

· Disclosure or misuse of sensitive information

· Lawsuits



EXPLAIN  IS security is also increasingly important due to the greater volume of sensitive data that organizations process and the organization’s dependence on that sensitive data. 

Summary

SAY   There are many factors that make up the context for IS security.  Security needs grow and change with new applications and new methods of computing.  

As the value of computer assets increases, so do the threats to those assets.  Computer viruses and hackers are not only topics of movies, but are a real threat to our systems and data.  

In order to fully understand the importance of IS security to [the Agency], you need to realize that electronic information and systems are essential to [the Agency]’s mission. 

In topic 2 we will discuss what [the Agency] is doing to protect its information resources and the laws and regulations that provide security policy and guidance.


[image: image13.wmf]
ASK Does anyone have any questions or comments?

Topic 2:
[the Agency]'s AIS Security Program 

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction
SAY  [the Agency] is required by law to have in place an effective information systems security program.  In this topic, we will introduce government legislation related to security, present [the Agency]’s AIS Security Program and its key activities, and identify the personnel responsible for implementing and maintaining this program. 

REFER participants to page 9 of the Participant's Guide.

Learning Objectives
SAY  At the end of this topic, you will: 

DISPLAY  overhead number 9.
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	Topic 2:  [the Agency]’s AIS Security Program

Learning Objectives

· Know the government regulations regarding the security and privacy of Federal information systems, and the requirements with which [the Agency] must comply.

· Know the key personnel responsible for implementing the agency-wide information systems security and privacy program at [the Agency] and their responsibilities.

· Know what your responsibilities are under the [the Agency] security and privacy program


Time
Lecture:  30 minutes.

Federal Laws, Regulations, and Policies
REFER participants to page 10 of the Participant's Guide.
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DISPLAY  overhead number 10.

	Federal Laws, Regulations, and Policies

· The Computer Security Act of 1987 (PL 100-235)
· The Privacy Act of 1974 (PL 93-579)
· The Freedom of Information Act (PL 90-23)
· The Computer Fraud and Abuse Act of 1986 (PL 99-474)
· The Copyright Act of 1976 (PL 94-553)
· OMB Circular A-130, Appendix III, Revised
· The Health Insurance Portability and Accountability Act of 1996 (PL 104-191)
· Presidential Decision Directive 63 – Critical Infrastructure Protection


EXPLAIN  This slide identifies the Federal Laws, regulations, and policies with which [the Agency] must comply.  As ISSOs, you need to be aware of these regulations and their requirements.   We will briefly discuss each of these.  If you are interested in obtaining more information on any of these regulations, see the Sr. ISSO or reference the handout that contains the websites where these laws can be found on the Internet.

DISTRIBUTE Handout on security websites

SAY The first law to emphasize that computer systems must be protected was the Computer Security Act.

Computer Security Act
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DISPLAY  overhead number 11.

	The Computer Security Act of 1987

(PL 100-235)

· Identify each computer system that contains or processes sensitive information
· Develop and maintain system security plans for sensitive systems
· Conduct mandatory periodic computer security awareness training


EXPLAIN  The Computer Security Act requires all agencies to:

· Identify each computer system that contains or processes sensitive information.

· Develop and maintain system security plans for sensitive systems.

· Conduct mandatory periodic computer security awareness training.

SAY  The Computer Security Act of 1987 was implemented to protect sensitive systems and documents.  On the other hand, the Privacy Act of 1974 was initiated to protect sensitive personal information and documents. 

The Privacy Act of 1974

REFER participants to page 11 of the Participant's Guide.
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DISPLAY  overhead number 12.

	The Privacy Act of 1974

(PL 93-579)

· Authorizes individuals access to their personal records
· Mandates identification of protection requirements prior to matching individuals in multiple Federal systems
· Mandates physical security procedures and information management practices to protect personal information
· Requires protection of all personal information about an individual 


EXPLAIN  The Privacy Act:

· Allows individuals to find out what information about them is being maintained and to request the correction of inaccurate information.
· Mandates identification of protection requirements before Federal agencies match information on individuals in multiple Federal systems.
· Mandates physical security procedures and information management practices for computers and networks to protect personal information.
· Requires protection of all personal information about an individual (i.e., name, address, social security number, medical information, etc.).

The Freedom of Information Act

SAY  The purpose of the Freedom of Information Act is to ensure public access to agency records and information.  However, not all information should be released to the public. 
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DISPLAY  overhead number 13.

	The Freedom of Information Act

(PL 90-23)

· Ensures public access to agency records and information

· There are nine exemptions to this act:  national security information, internal personnel rules and practices of an agency,  statute requirements, trade secrets, inter-agency or intra-agency memorandums, personnel and medical files, and information compiled for law enforcement purposes, commercial and financial information, and geological information data, i.e., maps.


EXPLAIN each point as necessary.
The Computer Fraud and Abuse Act

REFER participants to page 12 of the Participant's Guide.

SAY  The purpose of this law is to address fraud and related activity in connection with computers.   Basically, the laws states that:
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DISPLAY  overhead number 14.

	Computer Fraud and Abuse Act

(PL 99-474)

Whoever knowingly and intentionally: 

· accesses a protected computer without authorization, or exceeds authorized access, to obtain protected information, commit fraud, cause damage, or obtain something of value;

· transmits malicious code that causes damage to a protected computer;

· obtains passwords or similar information through which a computer may be accessed without authorization; or

· extorts any money or other thing of value, transmits in interstate or foreign commerce any communication containing any threat to cause damage to a protected computer;

Shall be punished by fine and/or imprisonment.


EXPLAIN each point as necessary.

The Copyright Act

REFER participants to page 13 of the Participant's Guide.

SAY  [the Agency] has to be concerned with software copyright protection. The unauthorized duplication of software is a Federal offense.  Both software and manuals are protected under this law.

DISPLAY   overhead number 15.
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	The Copyright Act of 1976

(PL 94-553)

The Copyright Act gives the owner of the copyright “the exclusive rights” to “reproduce the copyrighted work” and “to distribute copies of the copyrighted work.”  It also states that “anyone who violates any of the exclusive rights of the copyright owner…is an infringer of the copyright.”


EXPLAIN  Basically, when you purchase a license for a copy of software, you do not have the right to make additional copies without the permission of the copyright owner, except to (1) copy the software onto a single computer, and (2) make “another copy for archival purposes only.”  The license accompanying the product may allow additional copies to be made, so be sure to review the license carefully.

The law also sets forth several penalties for such conduct.   The statutory penalty for infringement is up to $100,000 per copyright infringement.

SAY  It is the ISSO’s responsibility to meet and talk with end users to clarify their responsibilities for protecting copyrights.  You should make users aware that [the Agency] is taking steps to curb copyright infringement, such as by monitoring what software is installed on workstations.  There are some supposed exceptions to this law, such as:
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          DISPLAY   overhead number 16.
	Urban Legends

· 24-hour rule

· Abandonware


           EXPLAIN each point.

· The 24-hour rule claims that a user can download a program and use it for 24 hours to determine if they want to continue its use – they then have to delete it or buy it.  

· Abandonware is a term used to describe software that a copyright holder has ceased distributing or supporting for more than five years, i.e., old releases of software

There is no such thing as the “24-hour rule” or “Abandonware.”   These are both urban legends and are illegal.

SAY  Most people do not purposely break the law.  They would never consider stealing a package of software from the shelf of a retail store.  But those who copy software without authorization are stealing intellectual property and they should understand the consequences of their actions.

[the Agency] policy prohibits the unauthorized copying of software and requires compliance with this law.  It is your responsibility to ensure that your organization is in compliance with this policy and the law.  You can do this by keeping your organization’s computer security awareness current.

OMB Circular A-130, Appendix III, Revised

REFER participants to page 14 of the Participant's Guide.
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                       DISPLAY  overhead number 17.

	OMB Circular A-130, Appendix III, Revised

                                               “Security of Federal Automated Information Systems”

· Establishes minimum set of controls to be included in Federal automated information systems
· Assigns Federal agency responsibilities for security


EXPLAIN As the Computer Security Act of 1987 establishes that information systems have to be secure, OMB Circular A-130, Appendix III, Revised, defines the types of information systems, whose responsibility it is to enforce security, and what minimum set of controls needs to be in place for a Federal information system.  It is [the Agency]’s responsibility to implement the security measures and to provide reminders to [the Agency] personnel.

SAY  OMB Circular A-130, Appendix III, Revised, requires that Federal agencies implement and maintain a program to ensure that adequate security is provided for all agency information collected, processed, transmitted, stored, or disseminated in general support systems and major applications. 
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DISPLAY  overhead number 18.

	OMB Circular A-130, Appendix III, Revised

· General Support System
· Major Application


· General Support System - An interconnected set of information resources under the same direct management control which shares a common functionality.  An example of this would be a local area network (LAN).  An example of a general support system at [the Agency] is HCFANet.

· Major Application - An application which uses information and information technology to satisfy a specific set of user requirements, where special management attention to security is required, due to the risk and magnitude of harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application.  An example of a major application at [the Agency] is payroll.

SAY   Let’s spend a few minutes discussing the minimum set of security controls as specified by the requirement.
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DISPLAY  overhead number 19.

	Major Application and General Support System Controls

· Assign responsibility
· Develop a system security plan
· Review security controls
· Management authorization 






EXPLAIN 

· Assign responsibility – OMB Circular A-130, Appendix III, Revised, requires that someone be responsible for the security of each system.  

· For a general support system, this individual must be knowledgeable in the information technology used in the system and in providing security for such technology.  

· For a major application, this individual should be a management official who is knowledgeable in the nature of the information and processes supported by the application and in the management, personnel, operational, and technical controls used to protect it.

· Develop a system security plan – Both general support systems and major applications are required to have security plans.

· The presumption is that all general support systems process or contain some sensitive information which requires protection to ensure its integrity, availability, or confidentiality; and therefore all systems require security plans.   

· For major applications, the plan should include controls specific to protecting information and should be developed from the application manager’s perspective.

· Review security controls - The security controls must be reviewed when significant modifications are made, but at least every three years.  The scope and frequency of the review shall be commensurate with the acceptable level of risk.  For a major application, the review should be independent of the manager responsible for the application.

· Have management authorize the system – For a general support system, a management official who is not a member of the security staff must authorize, in writing, the use of each general support system based on the implementation of its security plan before beginning or significantly changing processing in the system.  

· For a major application, a management official must authorize, in writing, the use of the application by confirming that its security plan adequately secures the application.

The Health Insurance Portability and Accountability Act (HIPAA)

REFER participants to page 15 of the Participant's Guide.

SAY  One law that especially affects [the Agency] is HIPAA.  HIPAA requires that standards be established for the security of health information and that reasonable and appropriate administrative, technical, and physical safeguards are in place that:

DISPLAY   overhead number 20.
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	HIPAA 

· Ensure the integrity and confidentiality of medical information for both public and private health care industries

· Protect against any reasonably anticipated threats or hazards to the security or integrity of the information and unauthorized use or disclosure of health information

· Industry-wide and applies to all health care industry and medical information, public and private


EXPLAIN  This law is industry-wide and applies to all health care industry and medical information, public and private.  It is not just limited to government/federal regulations.  It applies to health plans (Blue Cross, Aetna, Medicare), health care providers (doctors, visiting nurses, hospitals), and clearinghouses (businesses used by some providers and health plans to exchange payment and health information.

The law is composed of several sections, such as Administrative Simplification which focuses on certain standards, that increase the ease of and promote use of electronic commerce by the health care industry.

                DISPLAY  overhead number 21.

	HIPAA Requirements

· Agreed standard content format

· Development and use of standard identifiers

· All electronically maintained or transmitted health information must be secure

· An electronic signature standard will be established


EXPLAIN  HIPPA requires: 

· Certain electronically exchanged transactions, between a provider and a health care plan, will be in one agreed upon standard content format.  

· Development and use of standard identifiers for health care plans, health care providers and individuals.  

· All health information electronically maintained and transmitted must be secure.  Security is applicable to more than the selected standard transactions.  

· In conjunction with the Department of Commerce an electronic signature standard, to be used by the standard transactions, will be established (note that none of the selected transaction standards currently requires the use of a signature)

PDD 63 – Presidential Decision Directive Critical Infrastructure Protection

REFER participants to page 16 of the Participant's Guide.

SAY  PDD 63 explains the key elements of the Clinton Administration’s policy on critical infrastructure protection.  

This directive calls for a national effort to assure the security of the infrastructures within the United States.  These infrastructures include telecommunications, banking and finance, energy, transportation, and essential government services.  

The directive requires immediate Federal government action including risk assessment and planning to reduce exposure to attack.  

DISPLAY   overhead number 22.
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	PDD 63

· National center to warn of and respond to attacks

· Capability to protect critical infrastructures

· Cyber and physical infrastructure vulnerabilities

· Federal government to serve as a model

· Voluntary participation of private industry

· Protect privacy rights


EXPLAIN  This policy sets a goal of a reliable, interconnected, and secure information system infrastructure by the year 2003; and significantly increased security to government systems by the year 2000, by:

· Immediately establishing a national center to warn of and respond to attacks.

· Ensuring the capability to protect critical infrastructures from intentional acts by 2003.

· Addressing the cyber and physical infrastructure vulnerabilities of the Federal government by requiring each department and agency to work to reduce its exposure to new threats.

· Requiring the Federal government to serve as a model to the rest of the country for how infrastructure is to be attained.

· Seeking the voluntary participation of private industry to meet common goals for protecting our critical systems through public-private partnerships.

· Protecting privacy rights and seeking to utilize market forces.  It is meant to strengthen and protect the nation’s economic power, not to stifle it.

SAY  PDD 63 shows how we have become increasingly reliant on our information systems and it identifies the concern the Government has for protecting them from attack.
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ASK Does anyone have any questions or comments on the government requirements that we just discussed?

[the Agency]’s Automated Information System Security Program 

SAY  In order to comply with the laws and regulations that we just reviewed, [the Agency] has implemented an information system security organization and a security program.  We will now identify this organization, discuss the security program and its elements, and identify the roles and responsibilities of those personnel responsible for the program.

[the Agency] has developed the [the Agency] IT Reference (HITR). This reference identifies [the Agency]’s security policies that all [the Agency] personnel and contractors must comply with.

Let’s begin with a discussion of [the Agency]’s security organization.

[the Agency]’s Security Organization

REFER participants to page 17 of the Participant's Guide.

SAY  [the Agency]’s security organization is shown in the following organization chart.

Instructor should ensure that they have the most current IS Security Organization chart.

Insert security organization chart and discuss as appropriate. If possible show the ISSOs where they fit within the security organization.

SAY  This slide shows the key personnel responsible for the security program. 
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DISPLAY  overhead number 23.
	[the Agency]’s IS Security Organization
· CIO, and Director, Office of Information Services 

· Director, Security and Standards Group

· Senior Security Advisor

· Senior Information Systems Security Officer 


EXPLAIN If you ever have any questions concerning your ISSO responsibilities, you should always contact the Sr. ISSO first.

[the Agency]’s AIS Security Program Elements

REFER participants to page 18 of the Participant's Guide.

SAY  The key elements of [the Agency]’s AIS Security Program are as follows:

DISPLAY   overhead number 24.
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	Security Program Elements

· Personnel security

· Awareness & training

· Risk management

· Security in the SDLC

· Security designations

· SSP and certification

· Systems access

· Acquisitions/ contracts
	· Privacy & confidentiality

· Remote access

· Audit systems

· Contingency planning

· Network & computer workstation 

· System security incidence reporting

· E-mail/FAX

· Malicious code 


EXPLAIN  In your participant’s handbook, these elements are presented within a puzzle.  The reason we have done this is to show you that each element is necessary in order to provide a complete security program.  It also shows that each element “interlocks” or interfaces with each other. We will address each of these topics in this course.  We will also identify your responsibilities within each element and provide you information on performing these responsibilities.





Roles and Responsibilities

REFER participants to page 19 of the Participant's Guide.

SAY  In order to implement the security requirements for each of these elements, [the Agency] has assigned various functions within the agency responsibilities as it applies to policy, decision-making, implementation, and enforcement.  I will briefly identify some of these roles and their key responsibilities.  All of the specific roles and responsibilities are detailed in the HITR. 

DISPLAY   overhead number 25.
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	Roles/Responsibilities

· [the Agency] Administrator

· Director, OIS

· Sr. Systems Security  Advisor

· Senior ISSO

· [the Agency] Office/Center Directors/Regional Administrators 

· Group Directors/ Division Directors

· Beneficiary Confidentiality Board
	· RACF Administrators

· RACF Group Administrators

· System Owners

· System Developers

· Physical Security Officer

· Supervisors

· Users

· Component ISSOs




EXPLAIN   

· [the Agency] Administrator is responsible for the implementation and administration of the AISSP within [the Agency]. This includes implementing security-related policies, standards, and procedures, implementing and maintaining the security program and ensuring that there is an appropriate level of protection for all [the Agency] information resources.

· The Director, Office of Information Services has overall responsibility for the [the Agency] security program.  Some of their key responsibilities include developing, promoting, and implementing the program, ensuring that [the Agency] is in compliance with DHHS AIS security policies, and providing the necessary resources.

· Sr. Systems Security Advisor serves as principle advisor and technical authority to [the Agency] and outside organizations on matters related to information systems security.

· The Senior ISSO has primary responsibility for the management, leadership, and focus of the security program.  Some of their key responsibilities include ensuring security plans and contingency plans are in place, developing and implementing risk management programs, assisting ISSOs, and resolving security issues.

· [the Agency] Office/Center Directors/Regional Administrators are responsible for ensuring their respective components are in compliance with the requirements of the security program.   Some of their key responsibilities include designating an ISSO, ensuring each system has a security plan, ensuring personnel receive security awareness training, and ensuring contingency plans are in place.

· Group Directors/Division Directors are responsible for ensuring their respective components are in compliance with the administrative, physical, and technical requirements of the [the Agency] AISSP.

· Beneficiary Confidentiality Board is responsible for ensuring that the interests of the beneficiary remain the central focus of all [the Agency] day-to-day operations and for overarching policy with regard to privacy and confidentiality across [the Agency].

· RACF Administrators are responsible for providing technical guidance in the use of RACF.

· RACF Group Administrators are responsible for implementing RACF within their respective components.

· System Owners are responsible for ensuring that a security plan is prepared and implemented, defining security requirements, and establishing rules of behavior for each major application and general support system under their responsibility.
· System Developers are responsible for the development and acquisition of security requirements throughout the systems development life cycle.

· The Physical Security Officer is responsible for implementing physical security safeguards to protect all hardware, software, and information stored and processed in [the Agency] facilities.  The Physical Security Officer is also responsible for personnel security.
· Supervisors are responsible for monitoring employee activities to ensure strict compliance with all legal requirements concerning the use of proprietary software and to ensure that their employees are aware of and comply with all security requirements.

· Users have the ultimate responsibility for computer security.  Some of their key responsibilities include following security policies and procedures, reporting security problems, and attending required security training.
DISPLAY   overhead number 26.
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	[the Agency]’s Beneficiary Confidentiality Board

· Use of beneficiary information

· Disclosing beneficiary information

· Release least amount of information

· Collecting least amount of information


EXPLAIN   

· With very few exceptions, beneficiary individually identifiable health care information can be used without written consent for health purposes only, including the provision of health care, routine program administration (such as payment for services, program integrity, appeals, health promotion, etc.), peer review, disease management, and quality assurance.

· Disclosure of beneficiary identifiable health care information without written consent should be permitted only in very limited circumstances where there is a clear legal basis for doing so.  Such reasons include:  medical or health services research for which an institutional review board has determined anonymous records will not suffice, law enforcement, and public health reporting.

· When disclosure is required, no greater amount of information should be disclosed than is necessary to achieve the specific purpose of the disclosure.  Beneficiary individually identifiable health care data must be removed from records/analytic files and secured as soon as that level of detail is not longer needed to serve the original purpose of the release.  Reasonable precautions must be taken to prevent unauthorized access in the storage and transmission of individually identifiable data.

· Only the minimal amount of information necessary to meet the identifiable needs at hand will be collected in the first place.  Without exception, the collection of information from/or about individual beneficiaries must be based on legitimate institutional needs directly related to statutory mandates.

SAY  We will now identify your responsibilities in the security program. 
ISSO Responsibilities
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DISTRIBUTE HANDOUT  ISSO Responsibilities Reference Sheet.  (Located in Appendix E).

EXPLAIN  Throughout this course we will identify your specific responsibilities within each of the program elements.  As they are identified, write them on this sheet.  By the end of the course you will have a “cheat sheet” that identifies all of your responsibilities. 

REFER participants to page 21 the Participant's Guide.
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	ISSO Responsibilities

1. Primary point of contact for security

2. Disseminate security awareness information

3. Assist with security plans, risk assessments, and contingency plans

4. Develop security guidelines and procedures

5. Ensure compliance with copyright laws/site licenses

6. Ensure malicious software safeguards are implemented 

7. Ensure all suspected systems security intrusion incidents are reported

8. Assist in the System Development Life Cycle process

9. Ensure compliance with Program requirements

10. Ensure adherence to national security policies 


EXPLAIN   As an ISSO, you may be responsible for the following.  The extent of your involvement in each of these activities may vary.  Additional training will be provided as needed.  (Review each point as necessary).  You may be responsible for:

1. Acting as the primary point of contact in your component for information systems security. 

2. Disseminating security awareness information within your component.  OIS will provide you with the security awareness materials as well as guidance on its implementation.

3. Assisting your component with the development of security plans, risk assessments, and contingency plans. We will discuss these activities in more detail later in this course.

4. Developing additional security guidelines and procedures for your component as necessary. 

5. Ensuring, through security awareness efforts, that all users within your organization are respecting copyright laws and obtaining site licenses as necessary.

6. Ensuring that all users are using the approved anti-virus software installed on their machines to scan for malicious software.

7. Ensuring that your component reports all suspected systems security intrusion incidents.

8. You may be involved in the system development life cycle process, possibly in identifying requirements or controls.

9. Ensuring compliance with all [the Agency] Systems Security Program requirements. 

10. Assisting the [the Agency] Sr. ISSO in ensuring that your component adheres to national security policies and procedures. 

SAY  We will be reviewing each of your responsibilities in more detail throughout this course.  

Summary

SAY In this topic, we discussed the Federal legislation that mandates [the Agency]’s security policies, identified the security officials within [the Agency] who develop and enforce those policies, introduced [the Agency]’s AIS Security Program, and briefly described your responsibilities as an ISSO. 
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ASK  Does anyone have any questions?

Topic 3:

Sensitivity and Criticality

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction

SAY  In order to adequately protect [the Agency]’s information resources, it is important to understand what needs to be protected.  In this section we will discuss data sensitivity and operational criticality.

REFER participants to page 22 of the Participant's Guide.

Learning Objectives 

SAY  By the end of this topic, you will:
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	Topic 3:  Sensitivity and Criticality

Learning Objectives

· Know what sensitive information and operational criticality are. 

· Understand that there are different levels of sensitivity and operational criticality.

· Be able to identify the minimum security requirements for each level.


Time

Lecture:  15 minutes.

Sensitive Information

SAY  Today, information is one of the most important assets of an organization.  All data within [the Agency] is afforded some level of protection.  The level of security required depends on the sensitivity of the data or criticality of the data processing capabilities of the system.

SAY  Let’s define “sensitive information.”
REFER participants to page 23 of the Participant’s Guide.
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	Sensitive Information

“Information, the loss, misuse, or unauthorized access to or modification of, which could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled to by law.”

NSTISSI No. 4009


EXPLAIN  Some examples of sensitive information include information covered under the Privacy Act and proprietary information.  

[the Agency] assigns security level designations in order to define the security requirements.  Some ISSOs will be responsible for identifying the appropriate security level designations for their systems.  

There are three security level designations for data sensitivity and three security level designations for operational criticalness.  You should consider each system from both points of view, then choose the higher rating for the overall security level designation. 

SAY  Let’s briefly discuss each of these levels.
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	Sensitivity Levels

Level 1:  Low

Level 2:  Moderate

Level 3:  High


EXPLAIN  each of the levels.

Level 1:  This category identifies data that requires minimal protection.  The threats to this data are minimal, so only minimal precautions are needed to protect the data.  Unintentional alteration or destruction is the primary concern for this category of data.  
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ASK  Who can tell me some examples of data that may fall into this category?

Potential Answers Include:

Examples include all public information and public use files, official manuals and similar policy guidance, final appeals decisions, and any information which a person or entity has consented to make public.

Level 2:  This category identifies data that has importance to [the Agency] and which must be protected.  In most cases this information will be eventually disclosed, so disclosure of this information is not significant, but the information should be protected against malicious destruction.  

Examples include [the Agency] management information concerning workload, performance, staffing, etc., and research and statistical data which is not individually identifiable.

Level 3:  This category contains the most sensitive unclassified data.  The data in this category requires the greatest number and most stringent information security safeguards at the user level.

Examples in this category include payment information that is used to authorize or make cash payments to individuals or organizations, proprietary information, and individually identifiable privacy data contained in records subject to the Privacy Act.

There is also a level 4 -- High Sensitivity and National Security Interest data.  This category identifies all data that contain national security classified information and all databases that contain other sensitive, but unclassified information, the loss of which could adversely affect national security interests.

Operational Criticalness

REFER participants to page 24 of the Participant’s Guide.

SAY  [the Agency] also takes into consideration the operational criticality of their information resources.  Criticalness levels are assigned to systems based upon the relative importance of their processing capabilities to the organizations they support.  Critical information resources are defined as:
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	Critical Information Resources

Information resources essential to the minimum operations of the agency.


EXPLAIN  As with sensitive information, [the Agency] assigns security level designations to these resources in order to define the security requirements.
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	Criticality Levels

Level 1:  Low

Level 2: Moderate

Level 3: High


EXPLAIN  Criticality levels are assigned to systems based upon the relative importance of their processing capabilities to the organizations they support.  

Level 1:  This category identifies systems that require minimal protection.  

These include systems that, in the event of alteration or failure, would affect the organization minimally or could be replaced with minimal staff time or expense.  

This category also includes systems which generate, store, process, transfer, or communicate data which are considered to have low or no sensitivity.

Level 2:  This category identifies systems with data processing capabilities that are considered important but not critical to the internal management of [the Agency].  

Examples include systems whose failure to function for an extended period of time would not have a critical impact on the organizations they support, and systems that contain, data which are considered to have moderate sensitivity.

Level 3: This category includes systems with data processing capabilities that are considered critical to [the Agency]. 

Examples include systems whose failure to function for even a short period of time could have a severe impact on [the Agency] or the organization they support, systems that perform functions with data which are considered to have a high potential for fraud, waste, or abuse, and systems that contain data which are considered to have high sensitivity.

There is also a level 4 – high criticalness and national security interest.  This category identifies all systems with data processing capabilities that are considered critical to the well-being of [the Agency].

Minimum Security Requirements

SAY  For each of the levels we just identified, [the Agency] has established minimum security requirements that must be in place. 

REFER participants to page 25 of the Participant’s Guide.

SAY  Let’s review the controls required to adequately safeguard a Level 1 system.  These include, but are not limited to:
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	Security Level Requirements

Level 1

· AIS security awareness and training 

· Sensitivity designations 

· Physical access controls

· Complete set of AIS documentation for each system


EXPLAIN Each point as necessary.

· There must be an employee AIS security awareness and training program implemented.

· All employee positions must have an assigned sensitivity designation.

· Physical access controls must be in place.  We will discuss physical access controls in more detail later in this course.

· Complete set of information systems and operations documentation.

REFER participants to page 26 of the Participant’s Guide.
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	Security Level Requirements

Level 2

· All requirements for Level 1

· Detailed risk management plan

· System security plan 

· Record retention procedures

· List of authorized users

· Security review and certification procedures

· Background investigations for employees and contractors

· Fire emergency plan

· Formal, written contingency plan

· Risk assessment

· Automated audit trail

· Authorized access and control procedures

· Secure physical transportation procedures

· Secure telecommunications

· Emergency power program


EXPLAIN  Level 2 requirements include all of the requirements for level 1 systems as well as the requirements listed here.

REFER participants to page 27 of the Participant’s Guide.
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	Security Level Requirements

Level 3

· All requirements for Levels 1 and 2

· Inventory of hardware and software


EXPLAIN  A level 3 system must meet all of the requirements that we identified for level 1 and 2 systems as well as a complete inventory of all hardware and software.

Summary

SAY  All systems at [the Agency] have been given a security level designation.  Based upon this designation, the system manager must ensure that the minimum security requirements are implemented.  

As an ISSO you may be responsible for assisting the system manager in identifying minimum security requirements and assuring that the security actions are appropriate to the designated level.  
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ASK  Does anyone have any questions?

Topic 4: 
Risk Management

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction

SAY  Information risk management is an important aspect of information security.  Potential risks to our information resources must be identified, assessed, and managed.  In this topic we will discuss [the Agency]’s risk management program and your responsibilities.  

REFER participants to page 28 of the Participant's Guide.

Learning Objectives 

SAY  At the end of this topic you will:
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	Topic 4:  Risk Management 
· Understand the concepts of risk and risk management.

· Be able to assist in the risk management programs within your component, by identifying threats and vulnerabilities, and identifying appropriate safeguards in order to mitigate risk.


Time

Lecture:  15 minutes.

Exercise:  40 minutes.

Risk

SAY  So, let’s discuss what risk is?

REFER participants to page 29 of the Participant's Guide.
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	Risk
Potential for harm or loss.


EXPLAIN  The easiest way to understand risk is to ask yourself the following questions:

1.   What could happen (what is the threat)? 

2.
How bad could it be (what is the impact or consequence)?

3.   How often could it happen (what is the frequency or probability of it occurring)? 

Risk Management

SAY  Since you can never completely eliminate risk – this is where risk management comes in.
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	Risk Management
Process of assessing risk, taking steps to reduce risk to an acceptable level, and maintaining that level of risk.


EXPLAIN  In this process you identify threats and vulnerabilities, select safeguards to control them, and periodically reassess to see if there are any additional threats or vulnerabilities and to ensure that the existing controls are still adequate.  Since it is not practical to implement every possible safeguard, management must decide what threats to control, and which safeguards to employ.   

ISSO Responsibilities
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Instructor should instruct participants to list the following 

responsibilities on their responsibility reference sheet.
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	ISSO Responsibilities
· Assist in risk management program

· Maintain copies of all completed risk management reports

· Provide Sr. ISSO with copies of all completed risk management reports


EXPLAIN  Your responsibilities for risk management are as follows:

· Assisting in the risk management programs within your component means participating in risk assessments.  We will discuss risk assessments shortly.

· Maintain copies of all completed risk assessment reports.   These reports are part of the security plan for the system.   Remember that these reports are considered sensitive and should be stored appropriately.  

· It is also your responsibility to provide the Sr. ISSO with a copy of these reports when completed.

Risk Assessment 
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ASK  Who in the class has been involved with a risk assessment?  What was your involvement?

Instructor should solicit comments from participants on their involvement in a risk assessment/analysis.

SAY  Although you will not be responsible for performing a risk assessment, you probably will be involved in the process.

REFER participants to page 30 of the Participant's Guide.
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	Risk Assessment 
Risk assessment is the process of identifying threats to and vulnerabilities of an information system and the potential impact the loss of information or capabilities of a system would have on the agency’s mission.


SAY  Your responsibilities for risk assessment include:
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Instructor should instruct participants to list the following responsibilities on their responsibility reference sheet.
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	ISSO Responsibilities
· Assist in the identification of threats and vulnerabilities

· Assist in the identification of safeguards

· Provide information to risk team, as necessary


EXPLAIN  A risk assessment is used to support two related functions:  the acceptance of risk and the selection of cost-effective controls or safeguards.

Threats and Vulnerabilities

REFER participants to page 31 of the Participant's Guide.

SAY  However, before we get into managing or assessing these risks, you need to be able to identify threats and vulnerabilities.  A wide variety of threats face today’s computer systems and the information they process.  In order to control the risks of an information system, you must know the vulnerabilities of the system and the threats which may exploit them.  Knowledge of the threat environment allows for the implementation of cost-effective security measures.
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	Threats and Vulnerabilities
A vulnerability is a weakness in a information system, system security procedures, internal controls, or system implementation that could be exploited.

A threat is any circumstance or event with the potential to harm an information system through unauthorized access, destruction, disclosure, modification of data, and/or denial of service.


EXPLAIN  A vulnerability is some weakness of a system that could allow security to be violated.  Weaknesses can be either systemic or temporary lapses.  They can exist in hardware, software, physical security, environmental equipment, or administrative and operational procedures.  The weakness could be in system design or implementation or in the procedures for managing the system.   Vulnerabilities contribute to risk because they “allow” a threat to harm a system.
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ASK  Based on this definition, who can give me an example of a vulnerability.

Instructor should solicit examples of vulnerabilities from participants.

Potential answers include:

Sharing passwords with others, erroneous or falsified data input, uncontrolled system access, ineffective security practices for an application, inadequate policies/procedures, missing or inadequate training, poor password construction.

SAY  A computer security threat is any circumstance or event with the potential to harm an information system through unauthorized access, destruction, disclosure, modification of data, and/or denial of service.

DISPLAY overhead number 43.
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	Threats
Natural or Human

Deliberate or Accidental


  EXPLAIN A threat is a circumstance or event that could cause harm by violating security.  A threat often exploits a vulnerability.  

· Threat agents can be natural or human.  

·   Natural threat agents include acts of nature, shortages of essential services, and equipment malfunctions.  

· Human threat agents include permanent staff, temporary staff, contractors, and outsiders.  The single greatest threat to an organization is the authorized, trusted, user.

· Threats can be deliberate or accidental.  

· A deliberate threat is an event, action, or omission directed at a specific system or system element by a human threat agent or a computer process acting in his or her behalf (e.g., malicious damage, physical attack, theft, fraud, viruses, hacking, misuse of resources).

· An accidental threat is an event, action or omission not directed at a specific system or system element, and caused by either a natural or human threat agent (e.g., fire, explosion, hardware malfunction, software failure, communications error, storm, flood, electricity blackout/brownout, operator error, programmer error, or earthquake).

Safeguards

SAY  In order to reduce the risk of threats and vulnerabilities, we need to implement safeguards or countermeasures.

REFER participants to page 32 of the Participant's Guide.
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	Safeguards
Safeguards are actions, devices, procedures, techniques, or other measures that reduce the vulnerability of a information system or the threats to that information system.


EXPLAIN Safeguards are what we put in place to reduce risk to an acceptable level. 
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ASK What are some examples of safeguards?

Instructor should solicit comments from participants.

Potential Answers include:

Training, good physical security controls, strong policies, auditing capabilities, access controls, UPS, firewalls, system monitoring, management oversight, and separation of duties.

SAY  When identifying safeguards, it is also important to understand that safeguards must not only be appropriate but be cost-effective as well.  It does not make good business sense to spend $100 to protect a $10 asset.

REFER participants to page 33 of the Participant's Guide.

EXPLAIN  Since you may be responsible for identifying threats and vulnerabilities within your organization, we will now do an exercise which will provide you an understanding of how common vulnerabilities can be exploited by common threats.   You will also identify possible safeguards that can counter these threats and vulnerabilities.

Exercise

Preparation:  Prior to class, write on the flip chart the threats listed in the table below.   Work through the first threat with the class in order to get them started. 

Instructions: Have participants break into small groups of no more than five people.

Divide the threats listed amongst the groups.  Instruct the participants to review the threats and identify the corresponding vulnerability (i.e., what vulnerabilities could be exploited by the listed threat), and then identify possible safeguards.

SAY  What “allowed” these threats to occur? Tie this exercise in with your duties and responsibilities as an ISSO, What would you do?

Provide participants 15 minutes to do the exercise.

When the allotted time is up, ask each group spokesperson for their answers and write their answers on the flip charts.  As the corresponding vulnerability is identified for each threat, ask them how they would counter that threat.  Potential answers are included in the table on the following page.

Potential answers include:

	Possible Threats to [the Agency]
	Corresponding Vulnerability
	Possible Safeguard

	Disgruntled employee corrupts medical data
	· Poor employee selection or inadequate personnel policies

· Inadequate control of access to data
	· Better personnel security policies and procedures 

· Strong access control software

· Auditing and monitoring capabilities

	User/Operator errors cause inaccurate reports to be sent to Congress
	· Inadequate checks and balances

· Inadequate training
	· Manual checks and balances in place

· Periodic training

	Management discovers an abuse of authority by a system administrator
	· No separation of duties in place

· Inadequate training

· Poor personnel policies

· Inadequate checks and balances

· Audit trails


	· Train management personnel  

· Good physical and personnel security measures in place

· Separation of duties

· Backups

	A contractor is caught browsing and scavenging data
	· Inadequate access controls

· Inadequate audit trails

· Inadequate  training
	· Strong policies in place with enforcement of non-compliance statements

· Access control software in place

· Periodic review of access controls

	Surreptitious copying by users
	· Inadequate access controls

· Inadequate training

· Audit trails are not reviewed
	· Good access controls 

· Audit trails

· Awareness and training

	Fire in the workplace 
	· Lack of or inadequate environmental controls

· Inadequate training 

· Paper/trash stored in computer room
	· Environmental controls installed and periodically checked 

· Personnel trained

· Good housekeeping practices

	Spilled drink on computer system
	· Inadequate awareness training

· Good housekeeping practices not enforced
	· Train personnel

· Enforce policies/procedures

	Power failure that takes down the computer system
	· Dependence on a single, interruptible source of power

· Inadequate or missing recovery procedures
	· Backup power supply

· Contingency plan in place

	Hacker break-in
	· Inadequate protection against outside attacks
	· Firewall

· System monitoring

· Smartcard technologies

	Theft of computer equipment
	· Poor physical security

· Lack of  inventory controls

· No log-in
	· Inventory control system

· Better physical security

· Policy that requires equipment be locked up when not in use

	Network equipment failure
	· Poor operating procedures

· Poor maintenance procedures
	· Diagnostic utilities

· System monitoring

· Preventative maintenance

	Unauthorized copying of software
	· Lack of awareness of copyright laws and procedures

· Inadequate training

· Inadequate policies/procedures
	· Training and awareness

· System monitoring to ensure that all software is licensed

· Software policy in place

	Computer virus brings down entire network for two days
	· Lack of awareness and training

· Poor anti-virus policies/procedures

· Inadequate incident response plan or procedures
	· Training and awareness

· Publish anti-virus policies/procedures



	Sensitive information is disclosed to unauthorized person
	· Lack of awareness

· Inadequate procedures
	· Training and awareness

· Documented policies/procedures on handling sensitive information


SAY   The purpose of this exercise was to show you how some very common threats can be exploited by some very common vulnerabilities.  It also should show you that the implementation of appropriate safeguards can mitigate the risk of these threats and vulnerabilities.
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ASK  What are some of the most common threats and vulnerabilities within your components?
Instructor should listen to the participant’s responses, and comment as appropriate.

Summary

SAY In order to manage risk we need to know the vulnerabilities of a system and the threats that may exploit them.  This knowledge will allow you to identify the most appropriate and cost-effective safeguards. 
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ASK  Does anyone have any questions about what we have discussed in this section?

Topic 5:  
Management Controls

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction
SAY  In this section we will discuss your responsibilities for the management controls of policy and procedure development, personnel security, and security awareness and training. 

REFER participants to page 34 of the Participant's Guide.

Learning Objectives

SAY  At the end of this topic, you will:

DISPLAY overhead number 45.
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	Topic 5: Management Controls

Learning Objectives 

· Be able to distinguish between policies, standards, procedures, and guidelines. 

· Understand the personnel security concepts of separation of duties and least privilege.

· Be able to identify the security activities that need to be performed when an employee leaves [the Agency].

· Understand your responsibilities for security awareness and training.


Time
Lecture: 20 minutes.

Policies, Standards, Procedures, and Guidelines

REFER  participants to page 35 of the Participant Guide.
SAY  Let’s make sure that we have a clear understanding of the differences between policies, standards, procedures, and guidelines, and who develops what.

DISPLAY overhead number 46.
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	Policy

Standards

Procedures

Guidelines


EXPLAIN each point as necessary.
· Policies must be enforced and reinforced by standards, guidelines, and procedures.  Each policy should have a purpose and set objectives, and affix responsibility.  Policies are implemented using standards and guidelines.  Security-related policies are set by the Office of Information Services.  

· An example of a policy is the HITR.

· Naming/Coding Standards are designed to provide the policies with the support, structure, and specific direction they require to be meaningful and effective.  Security standards are set by [the Agency]’s Security Standards Group (SSG).  

· An example of a standard may be [the Agency]’s selection of an anti-virus software package.

· Procedures spell out the detailed steps to be followed for accomplishing a particular task.  
· An example may be a procedure on preparing new user accounts.
· Guidelines are more general statements that are also designed to achieve the policies objectives by providing a framework within which to implement procedures.  Guidelines recognize that systems vary, and show that policies and standards can be implemented correctly in more than one way.  

· An example may be a guideline on preparing system security plans.  

SAY  As mentioned prior, it is your responsibility to  identify areas within your organization that need additional guidelines and procedures relating to security.  You can also develop local standards as long as they do not conflict with the national standards published by SSG.  

The most important thing to remember is that in order for guidelines and procedures to be followed, they must be documented.  Verbal guidelines and procedures will only cause confusion and misinterpretation, and may open up a vulnerability.

For assistance in developing any guidelines and procedures, see the Sr. ISSO.

Personnel Security

REFER  participants to page 36 of the Participant Guide.
SAY  Personnel security includes those policies and procedures for access to information assets, separation of duties, and security considerations when an employee is terminated.

Personnel security practices can be very effective in controlling security risk.  The areas of personnel security that we will address in this course include:

DISPLAY overhead number 47.
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	Personnel Security

· Separation of duties

· Least Privilege

· Employee exit procedures


Separation of Duties

REFER  participants to page 37 of the Participant Guide.
SAY  Let’s define separation of duties and discuss why it is important.
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	Separation of Duties

Dividing roles and responsibilities so that a single individual cannot subvert a critical process


EXPLAIN  Dividing duties among two or more individuals or groups diminishes the likelihood that errors and wrongful acts will be undetected, because the activities of one group or individual will serve as a check on the activities of the other.  By separating duties, you are limiting opportunity and temptation.  
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ASK  Who can tell me what positions or activities should be separated?

WRITE to flip chart.
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	Potential answers include:

· Users should not have access to operating system or application software

· Person who processes payments and the person who signs the checks

· Data approval and release of data

· Data entry and reconciliation to output

· Data entry and supervisory override functions

· Computer operators should not have access to program libraries or data files

· System development and system maintenance

· Person who sets up access controls and the person who reviews audit trails

· Software development and operations 


EXPLAIN  Inadequately separated duties increases the risk that erroneous or fraudulent transactions could be processed, that improper program changes could be implemented, or that computer resources could be damaged or destroyed.  When assisting with a risk assessment or working with a system development team, if you determine that there is inadequate separation of duties, you should call it to the attention of your management.  

Least Privilege

REFER  participants to page 38 of the Participant Guide.
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	Least Privilege

The security objective of granting users only those accesses they need to perform their official duties


EXPLAIN  Applying this principle may limit the damage resulting from accidents, errors, or unauthorized use of system resources.  We will talk more about least privilege when we discuss access controls later in this course.

Employee Exit Procedures

SAY  When the termination of an employee, or contractor occurs through transfer, promotion, resignation, death, retirement, or firing, it is important to be security conscious.  The following checklist will help you to remember all of the security activities that are to be performed anytime someone leaves [the Agency].
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	Employee Exit Procedures

· Surrender of keys and badges

· Return of agency materials and equipment

· Removal of system access and authorities

· Change passwords, locks, access and authority codes


EXPLAIN  Although you will not handle employee terminations, ensure that the human resource department or project office is aware of these activities and that they are performed as necessary.

· Surrender of keys and badges.

· Return all agency materials, including computer equipment, software, and manuals.

· Removal of system access and authorities including, dial-in or remote access capabilities.

· Change passwords, locks, access and authority codes.  Ensure that all locks and access codes are changed to the areas in which the employee has special access, i.e., the computer room.

SAY  Now, if the termination is deemed to be “unfriendly,”  you will want to coordinate the performance of these activities so that they occur immediately upon the person’s dismissal.  Unfriendly termination may include termination for cause, RIF, involuntary transfer, resignation due to “personality conflicts,” and situations with pending grievances.  These terminations may complicate security.  The greatest threat is likely to come from those personnel capable of changing code or modifying a system or application.  

If you think that you may have this situation, you should contact the Sr. ISSO for additional guidance.  Some of the activities that may be considered include:
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	Unfriendly Termination 

Security Considerations

· Immediate removal of system access

· Limit user’s access and activities

· Log on-line activities

· Physical removal from the building 


EXPLAIN  each point as necessary.

· Ensure that system access is removed at the same time (or just before) the employee is notified of their dismissal

· Prior to dismissal, assign the individual to a restricted area and function in order to limit their activities or log their on-line activities, if possible

· Physically remove them from the building immediately upon dismissal

Security Awareness, Training, and Education

[image: image69.wmf]
ASK  Who can tell me the difference between awareness, training, and education?

Instructor should listen to participant’s responses then continue.

REFER  participants to page 39 of the Participant's Guide.
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	Security Awareness

The purpose of awareness presentations is simply to focus attention on security.  They are intended to ensure individuals can recognize IT security concerns and respond accordingly.


EXPLAIN   Information security awareness is the single most important safeguard a user is armed with to counter the threats and vulnerabilities of an information system.  Your system users are your weakest link in securing information resources.  Awareness is used to stimulate and motivate your system users to care about security issues and to remind them of important security practices. 

As mentioned prior, it is your responsibility to disseminate security awareness information.
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ASK  What means do we have to promote awareness?
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WRITE  to flip chart.

Potential answers include:

	· Broadcast messages

· E-mail

· Intranet Web page

· Talks

· Videos
	· Newsletters

· Posters

· Brochures and booklets

· Trinkets

 


EXPLAIN  There are many ways other than traditional training methods to promote security awareness.  You should mix and match the following promotional methods according to end-user audience size and sophistication:

· Broadcast Messages - A friendly reminder in a banner when the user logs on is very effective.

· E-mail – Periodic e-mail detailing the importance of information systems security can keep users informed.

· Intranet Web Page - An intranet web page allows users to use the latest technology to search for information on information systems security.  The web page can be a great repository of information that users can browse at their own leisure.

· Talks - Face-to-face discussions with users either individually or in a group provide the best means to promote security awareness.  These talks provide users with the opportunity to ask questions and provide feedback while you educate them on agency policy.

· Videos - Today’s employee has been raised on television, so it’s no surprise that videos on security topics can be an effective way to communicate security awareness.

· Newsletters - Agency newsletters or some form of routine handout can also be an effective means of communicating security awareness.  Brief articles on a variety of topics, possibly supplemented with cartoons and puzzles, can make the newsletter entertaining as well as informational.

· Posters - Posters developed with a security theme can be a constant reminder to end-users if displayed in high traffic areas or in areas where the message is appropriate, such as where fax machines or copiers are located, or in computer rooms.  Keep messages simple and direct.  You can use a variety of approaches, from serious to humorous.

· Brochures and Booklets - This has been and will continue to be a format used by [the Agency] to reinforce the security message.  Keep them easy to read and avoid using an overly serious tone.

· Trinkets - Everyone loves freebies.  Post-it notes, pens, mouse pads, stickers, and the like also spread the security message.  If carefully chosen, the trinket will be both handy and readily in sight as a constant reminder about security.

SAY  Security awareness is an on-going activity. In order for it to be effective, it must be creative and motivational and it must catch the audience’s attention.  All [the Agency] personnel will receive security awareness information. 
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It is your responsibility to disseminate security awareness information and materials as provided by the Sr. ISSO.  The Central Office (CO) is the source of all awareness and training materials.

REFER  participants to page 40 of the Participant's Guide.
DISPLAY overhead number 53.

	Training

Training focuses on providing the knowledge, skills and abilities specific to an individual’s role and responsibilities relative to IT systems.


   EXPLAIN   Training is used to teach employees the skills that will enable them to perform their jobs more securely.   Security and privacy training is provided to [the Agency] personnel based on their skill requirements.  It is important to recognize that, like awareness, training is also an on-going activity.
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	 Education

Education focuses on developing the ability and vision to perform complex multi-disciplinary activities and the skills needed to further the IT security profession.


EXPLAIN   Education integrates all of the security skills and competencies of the various functional specialties into a common body of knowledge.  Education in this context is developing the skills for a security specialist and professional.

Summary

SAY  [the Agency] is in the process of developing and implementing a security and privacy awareness training program.  This program consists of an annual Security Awareness Day (the first annual awareness day was held last March), specific training for ISSOs, program and functional managers, and Medicare contractors.  Sr. Management was provided a briefing on information security at their off-site meeting last December.
These management controls provide a basis for the rest of the course.  You need to have sound security policies, procedures, and guidelines in place for people to follow, implement adequate personnel security controls, and then ensure that people are aware of their responsibilities, and that they can be held accountable for their actions.  

It is important to remember that people tend to be the weakest link in securing information resources, so before you deal with the technologies, you need to deal with the human element.

Topic 6:
Workstation Security

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction

SAY  PCs and computer workstations  have become an integral part of our daily lives.  We have become dependent on them at home, in the office, and on the road.  The importance of workstations in so many facets of both our business and personal lives requires adequate assurances regarding their availability, their integrity, and in many cases their confidentiality.

REFER participants to page 41 of the Participant's Guide.

Learning Objectives

SAY  At the end of this topic, you will:
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	Topic 6:  Workstation Security

Learning Objectives

·  Know the general security requirements for protecting workstations and the information processed on them.

· Be able to identify the additional security requirements for workstations that process sensitive information and critical applications.

· Know your responsibilities in this area.


Time

Lecture:  30 minutes.

SAY  Let’s ask ourselves a few questions concerning our workstations.

REFER participants to page 42 of the Participant’s Guide.
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	Questions Concerning Your Workstation

1. Is valuable information stored on your workstation?

2. Are you sure that it will be there in the morning and that it won’t be changed?

3. Are you sure that it will not appear in the next edition of The Washington Post or Baltimore Sun?

4. What will you do if your hard disk crashes right now or the office is gutted by fire overnight? 


EXPLAIN  The purpose of these questions is to show you how we tend to take our personal computers for granted.  We assume that our information is not only protected but that it will always be there when we need it.

SAY  Do you realize that most computer users do not know exactly what is stored on their computer, do not perform backups in a timely fashion (if at all), do not use password protection correctly, and do not make proper use of all of the locks that exist between their data and the outside world.  In this topic we will discuss these areas.

ISSO Responsibilities

SAY  Let’s discuss your responsibilities for workstation security.   
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One of the responsibilities that we identified prior is to ensure adherence to [the Agency] national security policies.  Your specific responsibilities for workstation security are as follows:
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	ISSO Responsibilities

· Ensure policies are implemented 
· Ensure all users are following these policies
· Develop local guidelines as necessary


EXPLAIN  each point as necessary.

· It is your responsibility to ensure that the policies we are about to discuss are implemented within your organization and that all users are aware of and following them.

· It may be necessary for you to develop local guidelines in order to support these policies.

General Security Requirements

REFER participants to page 43 of the Participant’s Guide.

SAY  [the Agency] has established some general requirements for personal computers that are to be followed.  They include:

DISPLAY overhead number 58.
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	General Workstation Security Requirements

· Protect from theft

· Do not remove from [the Agency] premises 

· Do not bring in personally-owned equipment 

· Use only authorized software and comply with copyright laws

· Secure all software when not in use

· Use your installed anti-virus software regularly

· Observe same practices when working at home


EXPLAIN each point as necessary.

· Protect from theft.  Workstations and laptops are vulnerable to theft due to their size, light weight, and value.

· Do not remove any equipment from [the Agency] premises except for authorized transport between [the Agency] buildings or official work locations to conduct authorized government business.  

· Employees are not permitted to bring their personally owned computers into the workplace.  However, you are permitted to use personal equipment to do [the Agency]-related work when at home.

· The only software authorized for use on [the Agency] workstations is that purchased through the agency.  Use of personally owned software on [the Agency] workstations is prohibited unless approved by the Sr. ISSO.  And don’t forget to use the software in accordance with contract agreements and copyright laws.

· Secure all software at close of business and/or anytime it is not in use.  Manuals and diskettes or CD-ROMs should be stored out of sight in desks or file cabinets.

· Use the installed anti-virus software to scan all files and software.  

· Observe the same security practices when working at an alternate work site.

Additional Requirements for Systems that Process Sensitive Data

SAY  In addition to the general requirements, special security requirements apply to workstations that process or store sensitive data.  The System Manager is responsible for ensuring that appropriate security safeguards are in place for the systems prior to implementation.  As the ISSO you may be responsible for identifying the appropriate security safeguards or to provide guidance to the system manager.  

REFER participants to page 44 of the Participant’s Guide.

SAY  We will now discuss some of the physical and storage safeguards that should be followed.

DISPLAY overhead number 59.
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	Physical Safeguards

· Position computer screen to preclude unauthorized viewing

· Use anchor pads and lockable cables, where necessary and in public areas

· Use CPU keylocks to prevent access during non-business hours


EXPLAIN  In general, [the Agency] relies on the workplace being a secure building, however, some things to consider include:

· Locate and position hardware components of workstations that contain sensitive data to preclude unauthorized persons from viewing keystrokes, display, or output.  

· If the office location is in an office building which has shared office space used by non-governmental entities, physically secure equipment

· Use CPU keylocks to prevent access during non-business hours.  

SAY  System managers are responsible for deciding if applications and the data they process will be permitted to reside on a portable computer, such as a laptop.  Some storage safeguards include:

DISPLAY overhead number 60.
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	Storage Safeguards

· Use removable media

· Properly store and label removable media

· Ensure access to media is on a need-to-know basis

· Do not store both sensitive and non-sensitive data on the same media 

· Encrypt sensitive data stored on hard disks

· Properly remove data from media

· Do not leave workstations unattended 


EXPLAIN  each point as necessary.

· Use removable hard disks, workstations without floppy drives, or workstations with disabled floppy drives.  In other words, if you must store sensitive data on a hard drive, encrypt it.

· Store removable media in a locked file cabinet, desk drawer, or safe.   If they contain sensitive data, they must be labeled properly.

· Managers are responsible to ensure that diskettes, or other removable media, which contain sensitive data are only accessed by persons with a clear need to know.

· You should not normally store both sensitive and non-sensitive data on the same media.  However, if the media does contain files with different security level designations, the storage media assumes the security level of the data file with the highest designation.

· Data stored on hard disks may be encrypted.  The Digital Encryption Standard (DES) is currently the only data encryption standard approved by NIST for use by federal agencies. We will discuss encryption later in this course.

· Diskettes and other magnetic storage media that contain sensitive data must be completely overwritten when they are no longer used to store the data.  They may be reused after ensuring that the entire media has been completely overwritten or degaussed, or they may be destroyed.  Keep in mind when deleting data you are not actually removing it from the system.  

· Hard disks that contain sensitive data must be completely overwritten using a utility program that overwrites the drive with repetitive characters before the workstations are labeled for excess or surplus, and before they are sent off-site for repair.

· Encourage your users not to leave workstations unattended when processing sensitive data or when sensitive data or a critical application system is resident in memory.

· If the workstation must be left running throughout the work day for multiple users and it cannot be attended, observed, or physically secured at all times, additional measures are necessary.  Use access control software requiring user logon, physical keyboard locks, or electronic key locks, where each user has a key.  If you need assistance in selecting these controls, contact the Sr. ISSO.

For the last two points, users should consider using screen saver passwords in order to prevent unauthorized access to their workstation and data.
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ASK  Can you think of any other ways to safeguard your workstation?

Instructor should solicit comments from participants and discuss as appropriate.

Additional Requirements for Critical Applications

SAY  There is the additional security requirement for audit trails and contingency plans if the workstation processes a critical application.  Critical applications process information which is necessary to perform the mission of the agency such as applications which process payments, vouchers, requisitions, and contracts.  This information is for the end user.  The ISSO’s need to know this for their machine and to pass on to their managers

REFER participants to page 45 of the Participant’s   Guide.
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	Requirements for Critical Applications

· Audit trails

· Contingency plan




EXPLAIN  each point as necessary.

· Audit trails maintain an electronic record of system activity by system or application processes and by user activity.  At a minimum, the audit trail record should: 

· UserID associated with the event. 

· Type of event – such as failed user authentication attempts, changes to user’s security information, and organization- and application-specific security-relevant events.

· When the event occurred – time and date

· Identify what workstation initiated the transaction.

· Program or command used to initiate the event.

· Audit trails maintain the integrity of the process by providing the information necessary to detect, investigate, and support prosecution of individuals suspected of fraud, waste and abuse.

· A contingency plan for workstations should, at a minimum, address:

· Emergency operations and recovery procedures in the event the workstation becomes inoperable for a period of time.

· Use of an alternate workstation located elsewhere or loaned from a vendor.

· Documentation that supports that adequate hardware, software, and data backups have been provided for before an adverse event occurs.  We will talk more about data backups when we discuss contingency planning later in this course.

Summary

SAY  Remember the four questions I asked you in the beginning of this topic.  
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	Questions Concerning Your Workstation

1. Is valuable information stored on your workstation?

2. Are you sure that it will be there in the morning and that it won’t be changed?

3. Are you sure that it will not appear in the next edition of the Washington Post or Baltimore Sun?

4. What will you do if your hard disk crashes right now or the office is gutted by fire overnight? 


SAY  Hopefully, you now feel more comfortable about answering these questions and you understand that workstations and the information we process on them are a vital resource that needs to be adequately protected.

Topic 7:
Malicious Software

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction

SAY  Malicious software and/or computer viruses are now headliners – they are in best selling novels, blockbuster movies, and even on TV.  They are also directly responsible for billions of dollars per year in data damage and lost productivity.  In this topic we discuss the prevention, detection, and recovery from computer viruses and your responsibilities.

REFER  participants to page 46 of the Participant's Guide.

Learning Objectives 

SAY  By the end of this topic, you will:
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	Topic 7:  Malicious Software

Learning Objectives

· Know what malicious software is.

· Be able to identify and implement preventative measures.

· Be able to detect an infection.

· Be able to identify a possible virus hoax.

· Be able to identify and implement recovery techniques.



Time

Lecture:  20 minutes.

Exercise:  30 minutes.


[image: image86.wmf]
ASK  Have you ever been a victim of a computer virus infection?

Instructor should solicit computer virus stories from the participants.  The instructor should be prepared with a computer virus story of their own in case one is not offered by anyone in the class or with recent headlines identifying publicized virus infections.
Definition

SAY  I am sure that everyone at this point is aware of what a computer virus is….here is the definition used by [the Agency].

REFER  participants to page 47 of the Participant's Guide.
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	Computer Viruses

A computer virus is unauthorized software that replicates itself and a set of instructions, sometimes called a payload.  The payload causes unauthorized actions such as displaying odd messages or corrupting or destroying data or programs.



EXPLAIN Viruses use different strategies to remain undetected and spread themselves and their payload.  Two common methods are to attach themselves to an executable program or to hide themselves in the “boot-up” sectors of the hard or floppy disk where they are executed among the first operation system instructions.  The so-called Macro viruses do the same thing except that their attachment is as an executable item in an Excel spreadsheet or within a Microsoft Word document.  

Computers at [the Agency] are NOT immune from virus infection.  Computer viruses are a real and significant threat to [the Agency] information system assets.

Types of Malicious Code

SAY  Although all viruses are malicious code, not all malicious code are really viruses.  Here are five types of malicious code that we currently need to be concerned with.
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	Malicious Code Types

· File Virus

· Boot Sector Virus

· Time or logic bombs

· Macro

· Trojan Horse

· Worms


Explain each of the malicious code types:

· File virus – These viruses attach themselves to ordinary program files, which then become infected “hosts.”  When you execute or run an infected host file the virus is loaded into memory, ready to infect other programs. 
The loss or damage of these files can render a program virtually inoperable and therefore of no use to a system user.  

The difference between the File Virus and the Boot Sector Virus is where the virus resides.  The payload could be the same.
· Boot sector virus – Inserts itself into the sectors of the hard drive or the floppy that is accessed first when the computer “boots up”.  The computer then reads the virus instructions as part of the procedures in getting ready to read program packages, such as a word processor or spreadsheet. Anti-virus packages are now inserted in this same area and, hopefully, are read and executed before the virus.
· Time or logic bombs – This is a resident computer program that triggers an unauthorized activity at a pre-defined time or when a specific activity or condition is occurs.
· Macro virus  - These viruses affect programs that use macros, such as MS Word and Excel by altering the template file that controls new documents.  Basically the macro virus makes itself part of the normal template and thus becomes part of each new document.  You are probably more likely to get an infection from a macro virus than any other type due to the amount of document sharing.
· Trojan Horse – A Trojan Horse performs a desired task, but also includes unexpected (and undesirable) functions.  This program, unlike a virus, does not replicate itself, but, like a virus, it contains a payload. Think of it as an already infected program.

· Worm – A Worm is a self-replicating program which is self-contained and does not require a host program.  The program crates a copy of itself and causes it to execute; no user intervention is needed.  It is not a virus because it does not carry a payload.  Its main harm is clogging communication lines because of the large numbers of copies of itself that it sends.

SAY  We also now have the threat of malicious applets to consider – these are programs sent from servers (Web sites) to clients (Web browsers) where it causes nuisance or harm.

There are non-malicious applets.  Applets can function as viruses because they can include malicious software as a payload and can independently replicate themselves and their malicious payload.

REFER  participants to page 48 of the Participant's Guide.
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ASK  Who can tell me where computer viruses come from?
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WRITE to flip chart.
	Potential Answers include:

· Using or sharing infected diskettes

· Public bulletin board software

· Bootlegged software

· Repair shops

· Shrink-wrapped software

· Shareware or freeware

· Moving files from home and [the Agency] workstations 


EXPLAIN  E-mail attachments are now the principal virus infection source, followed by diskettes from home, downloading from a public bulletin board/Internet Provider Service (ISP) or the Internet, other diskettes, WWW browsing, and sales demo diskettes.  (1999, ICSA “Fifth Annual Virus Prevalence Survey).

Computer Virus Prevention

REFER  participants to page 49 of the Participant's Guide.

EXERCISE
Instructions

Separate participants into two groups.  The objective of this exercise is for the participants to compile a complete list of “do’s and don’ts” for preventing a virus infection at [the Agency].

Allow participants 15 minutes to complete the exercise.  At the end of the allotted time, have a spokesperson from each group provide the answers to the class.

Note to instructor:  If time is a concern, you can do this exercise as a class, by going around the room and asking each participant to either provide a “do” or a “don’t”.

Group 1: 

Identify the things one can do to reduce the risk of computer virus infection (e.g., Do...).

Group 2: 

Identify the things one should not do in order to prevent a computer virus infection (e.g., Don’t...).
WRITE to flip chart.
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	Potential answers include:

DO

· Install (with the upgrade the virus scan comes off the LAN.  Weekly, the scan window appears on the workstation) and use the authorized anti-virus software package

· Scan all diskettes that come into the work environment from external sources, including your home computer

· Make frequent backups of your files

· Lock diskettes and software when unattended

· Periodically scan workstations and diskettes

· Use only software procured and screened by [the Agency]
· Be careful of public domain software and shareware

· Report virus incidents to the [the Agency] Action Desk

· Treat all incoming files, disks, tapes, drives, and systems with suspicion

· Scan all executable attachments
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WRITE to flip chart.
	Potential Answers include:

DON’T

· Load software unless it has been authorized by the Administrator and tested for virus infection

· Copy and share software with others

· Boot from a floppy disk if you have a hard drive

· Download software from non-[the Agency] bulletin boards or questionable Internet sites

· Permit hardware or software maintenance personnel to use test or diagnostic diskettes on your computer until these diskettes have been scanned

· Use illegal copies of software

· Run or use demo diskettes, free sample diskettes, or any software obtained outside of official [the Agency] sources until they have been screened

· Assume that someone else has scanned a file, or that the file has not been changed since the last time it was scanned


EXPLAIN  You should observe these “do’s and don’ts” on your laptops and home computers as well.

Some viruses let you know they exist, but most viruses are designed to hide while they activate.  Be alert to the symptoms of infection. 

Computer Virus Detection

REFER  participants to page 50 of the Participant's Guide.

EXPLAIN  In order to know that there is virus, you need to know what symptoms to look for when a virus attack occurs.  Some known virus symptoms include:
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DISPLAY overhead number 66.

	Computer Virus Detection

· Slower response time

· Blinking drive lights (when they are empty)

· Unusual program messages

· Abnormal workstation behavior

· Warning message from anti-virus software

· Unexplained system crashes

· Files missing or corrupted

· Unexpected sound effects

· Unknown new files or directories

· Sudden decrease in free space


EXPLAIN  Even if you are not sure you have a virus, it is better to be safe than sorry.  Assume that you do and proceed accordingly.

REFER  participants to page 51 of the Participant's Guide.

SAY If you suspect you have a computer virus...
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	If You Suspect 

You Have A Computer Virus:

1. Stop!!!

2. Take notes

3. Call the [the Agency] Action Desk




EXPLAIN  This is the procedure if a virus infection is suspected:

· Immediately stop what you are doing.

· Do not answer any prompts the virus may give.

· Do not turn the system off.  This allows the network manager/system administrator to retrieve valuable information while the system is still on and the virus is active in memory.

· Do not press another key.

· Do not attempt to remove the virus yourself.

· Take notes.  Write down what happened, the program used, file name, symptoms, etc.

· Get help.  Call [the Agency] Action Desk 410-786-2580.

EXPLAIN  Computer virus detection and prevention apply to your area of responsibility.  These are the same instructions that you are to provide to your users when a virus is suspected.  

[the Agency]'s anti-virus package is McAfee. 

Even if your computer is delivered with anti-virus software already loaded on the system, it may be used to screen for viruses, however, the anti-virus software distributed and updated by [the Agency] has been determined to best fit [the Agency]’s needs and it is the agency’s standard.

Virus Demonstration

Instructor should show class a virus demonstration, if possible.



Computer Virus Hoaxes

SAY  Currently there is a proliferation of hoaxes as virus warnings.  They are usually transmitted through e-mail messages.  It is important to realize that these e-mail messages themselves are not viruses.  In most cases these warnings are hoaxes and can cause work disruption through false scares, or overloading of [the Agency]’s e-mail system. If a computer hoax is received, contact the [the Agency] Action Desk, let them review the hoax before deleting it.


[image: image95.wmf]
ASK  So how do you know whether or not you have a hoax?  
Instructor should solicit comments from the participants and write them to the flip chart.  Instructor should then supplement the comments by reviewing the next slide.

REFER  participants to page 52 of the Participant's Guide.
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	Computer Virus Hoax Characteristics

· It is a warning message about a virus

· It is usually from an individual, occasionally from a company, but rarely from the cited source

· It warns you not to read or download the supposed virus

· It describes the virus as having horrific destructive powers

· It has lots of words in all CAPS and loads of exclamation points

· It urges you to alert everyone you know, and usually tells you more than once

· It seeks credibility by citing some authoritative source as the issuer of the warning

· It seeks creditability by describing the virus in misleading technical jargon

Joseph Wells, How to Spot a Virus Hoax, antivirus online (January 1997)


EXPLAIN  Instructor should provide some recent examples of virus hoaxes.  Some examples are provided in the appendix.

SAY  If you receive a warning that you believe is a hoax, do not forward the message to others.  Report them to the Sr. ISSO so that they can verify the validity of the warning and take the appropriate actions.

Computer Virus Recovery

REFER  participants to page 53 of the Participant's Guide.

SAY  If your system is unfortunate enough to be infected by a computer virus, the following tips will aid in your recovery.
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	Computer Virus Recovery Planning

· Backup!  Backup!  Backup!
· Maintain virus-free backup copies of all software installed on your computer
· Make regular and systematic backups of all important data stored on your computer
· Keep hard copies of critical data


EXPLAIN  Backing up computer software and data is the most important recovery planning activity you can perform.  But this has to be done before you have been infected.  A virus could unexpectedly damage or completely destroy all of the software and data stored on your computer.
ISSO Responsibilities


SAY  Your responsibilities for computer virus detection, prevention, and recovery are:

DISPLAY overhead number 71.
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	ISSO Responsibilities

· Prepare suspected systems security incident report
· Coordinate suspected security incident reports within component or region
· Identify trends or spreading viruses


EXPLAIN each point as necessary.

· Prepare suspected systems security incident report on the virus infection and provide copies to management and the Sr. ISSO.
· Keep track of virus infections within your region or component in order to identify trends or spreading viruses.

Summary

SAY  In this topic, we defined and discussed computer viruses.  We identified what a computer virus is, as well as other types of malicious code, how to prevent virus attacks, how to identify the symptoms of a virus, what to do when you get a virus, and how to recover from a virus attack.

Probably the most important weapons in the fight against viruses is reliable, up-to-date information and an informed organization. 
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ASK  Does anyone have any questions about what we have discussed in this section?

Topic 8:
Security in the System Development Life Cycle  

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction
SAY [the Agency] has recognized the importance of conformity in establishing security standards and procedures for the implementation of security within the system development process.

In this topic we will be discussing the security activities that have been defined within the systems development life cycle and your responsibilities.  It is not the purpose of this course to teach you the SDLC methodology, only to provide you an overview of the process and your responsibilities.

REFER participants to page 54 of the Participant's Guide.

Learning Objectives
SAY  By the end of this topic, you will:
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	Topic 8:  Security in the SDLC

Learning Objectives

· Be able to identify the security activities that are or should be included at each phase of the systems development life cycle.

· Understand the System Security Plan Certification/Accreditation Program.

· Know your responsibilities in these processes.


Time
Lecture:  30 minutes.

System Development Life Cycle

SAY  The system development life cycle is typically broken into phases, where each phase consists of a well-defined set of activities.  It has been proven that security is best managed if planned for throughout the development life cycle.  
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SAY   The ISSO in each organization may be responsible for assisting Application System Managers in:

REFER participants to page 55 of the Participant's Guide.
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	ISSO Responsibilities

Assisting Application System Managers in:

· Selecting and implementing appropriate administrative, physical, and technical safeguards for applications under development or enhancement

· Determining the sensitivity level of the application system 

· Defining and approving security specifications

· Conducting design reviews of security features

· Testing security features


EXPLAIN  Additional guidance will be provided if you will be actively involved in this process.

Overview System Development Life Cycle Phases

SAY  [the Agency]’s system development life cycle is broken down into three phases as follows:    

REFER  participants to page 56 in the Participant Guide.
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	Life Cycle Phases

1. Pre-Development

2. Development

3. Post Development


EXPLAIN  
· Pre-Development – This phase begins with the definition of the need to acquire a system, software product, or software service.  This phase primarily involves project management activities, however, technical support should be provided to analyze system requirements.

· Development – This phase involves the activities and tasks of the developer.

· Post Development – After the system is accepted, this phase begins.  This phase involves the operations and maintenance processes  This is the longest period of time in the system’s life cycle. 

SAY In order to ensure that security is addressed in a comprehensive manner throughout a system’s life cycle a system security plan is to be completed early in the life cycle process, and it should updated throughout the cycle.  Information to populate a System Security Plan begins in pre-development but the actual plan is not completed until just prior to implementation.

We will discuss system security plans later in this section.

We will now discuss the recommended security related activities within each of these phases.

Phase 1:  Pre-Development

SAY  During this phase, the need for a system is expressed and the purpose of system is documented.  Some of the key security related activities to be performed include:
REFER participants to page 57 in the Participant Guide.

        DISPLAY  overhead number 75.
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	Phase 1:  Pre-Development

Key Security Activities

· Sensitivity assessment

· Initial risk assessment

· Define security business requirements








EXPLAIN  

· A sensitivity assessment must be completed that looks at the sensitivity of both the information to be processed and the system itself.  The assessment should consider legal implications, organizational policy, and the functional needs of the system.

· An initial or preliminary risk assessment is conducted to determine potential threats, identify vulnerabilities, estimate the magnitude of potential losses, and identify possible safeguards and related costs.  

· During this phase security business requirements should be developed.  These requirements can be expressed as technical features (e.g., access controls), assurances (e.g., background checks for system developers), or operational practices (e.g., awareness and training).

SAY It is important to notice that you can’t start planning for security too soon.  If security is addressed early in the life cycle, you can prevent the cost of retrofitting controls in later phases.

Phase 2:  Development

REFER participants to page 58 in the Participant Guide.

SAY  During the development phase, the system requirements are defined and the system is designed, purchased, programmed, developed, or otherwise constructed.  The security plan should be completed as the phase approaches its end.  Changes will continue to be made as the system matures and technology changes.  This phase is broken down in to the following activities.  
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The key activities of this phase include:

DISPLAY  overhead number 76.

	Phase 2:  Development

Security Activities

· Requirements 

· Design 

· Programming, Coding, and Testing 

· Software Acceptance Support 




EXPLAIN  Each of these security activities have specific security related tasks that will need to be completed.  
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SAY  For the requirements security activities:
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	Phase 2:  Development

Requirements Security Activities

· Initiation of system security plan

· Identify responsibilities

· Define detailed functional and security requirements 

· Identify job functions and interfaces 

· Identify sensitive data objects and operations 

· Identify requirements for the operating environment

· Identify administrative controls

· Validate security requirements




EXPLAIN each point as necessary.
· A system security plan is initiated based on available information.  This plan is updated throughout the system development life cycle.

· When the development team is established, security personnel should be included as part of the team – from the beginning – to ensure that security is addressed throughout the process.

· Define detailed functional and security requirements to include defining error tolerance, system availability, backup requirements, and security controls for data validation, user identity verification, authorization, activity logging, variance detection, and encryption.  This is also the time to ensure that all legal requirements are included.

· Identify the job functions/interfaces.  This is when each task is identified and defined as well as the identification of interfaces to other systems.

· Identify data objects that will be processed, their sensitivity, and the requirements to be implemented.

· Identify requirements for physical security in the operating environment.

· Identify requirements for security administrative procedures and controls.

· Security requirements should be validated against previously defined risks and reviewed by all organizations that will be involved in the use or operation of the application and by the security officer.

REFER participants to page 59 in the Participant Guide.

SAY  Some of the design security activities in this phase include: 
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	Phase 2:  Development

Key Design Security Activities

· Design security controls

· Perform design review

· Develop test plan

· Test security features




EXPLAIN each point as necessary.

· Ensure that security controls are designed to implement the defined security requirements.  It is important that existing operating system and facility management controls are identified and used.  These controls may need to be supplemented, but should not be duplicated.

· Consider whether the security design satisfies the security requirements and identify if any additional risks are introduced by the design.

· Ensure that the test plan includes testing of security related functions.

·  Use the security requirements developed prior to design security tests.
SAY  In this phase, computer programs that meet the approved specifications are developed and tested.

Some of the key programming, coding, and testing security activities in the phase include:
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	Phase 2:  Development

Programming, Coding, and Testing Security Activities

· Develop security-related code/databases

· Include information on security features in documentation

· Perform peer review

· Perform unit and integration testing




EXPLAIN each point as necessary.

· Security features are coded as designed.

· Identify and completely document all security related modules.  In user manuals, include instructions on the use of security features.  In operations/administration manuals, include documentation on security safeguards and controls. 

· Verify that the code contains no security errors, satisfies design specifications, is efficient, and is easily maintainable.

· Test at the unit, subsystem, and system levels to discover errors and discrepancies between design specifications and programs.

REFER participants to page 60 in the Participant Guide.
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SAY  Some of the key software acceptance support security activities in this phase include:

DISPLAY  overhead number 80.

	Phase 2: Development

Software Acceptance Support Security Activities

· Include security features in user manual

· Include security awareness in training

· Develop security test data

· Evaluate access and security controls

· Test backup, contingency and disaster recovery plans

· Conduct certification and accreditation


EXPLAIN each point as necessary.

· Include instructions of the use of security features in the user manual.

· Include security awareness in the training of users.

· Develop security test data.  Do not use production data.

· Evaluate access and security controls to determine whether they can be broken.

· Test backup, contingency, and disaster recovery plans.

· Obtain certification and accreditation.

Phase 3:  Post Development Phase

REFER participants to page 61 in the Participant Guide.

SAY  In this phase, the system is fully implemented at all sites and the operation and maintenance activities begin.  If the system undergoes modifications, any changes to security activities must be documented in the system security plan.   Included in this phase are installation and operations activities as well as system disposal activities for when the system is no longer needed.  Just because the system has been implemented does not mean that there is no longer a need for security.  Security activities in this phase ensure that security keeps up with changes in the systems environment, technology, procedures, and personnel.

SAY The key installation and operations security activities in this phase include:
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	Phase 3:  Post Development

Installation and Operations Security Activities

· Provide complete documentation

· Conduct post-implementation review and recertification/reaccreditation

· Conduct periodic risk assessments

· Conduct periodic security training

· Enforce strict change-control procedures

· Regularly test contingency plans

· Maintain security documentation

· Monitor application/system security

· Review audit reports/logs


EXPLAIN 

· The application is installed in the operational environment.  Ensure that complete documentation of security related code is provided at turnover, as well as operating instructions, and special security considerations.

· Conduct post implementation review and recertification and reaccreditation.  This includes periodically reviewing sensitive applications to assess risk, evaluating the adequacy of security safeguards, ascertaining that safeguards are functioning properly, and implementing new safeguards as required.

· Conduct periodic risk assessments to ensure that an appropriate level of security is maintained within the operating environment.

· Ensure that users and operators are periodically retrained, because security compliance tends to degrade over time.

· The change control process manages changes to the computing environment to ensure that these changes do not affect the implemented security.  Undocumented and uncontrolled changes can cause errors, unauthorized actions, security control bypasses, incorrect actions, and system crashes.

· Ensure that contingency plans are tested regularly.

· Ensure that security related documentation is maintained and readily available.

· Monitor the system security to ensure that it is maintained.

· Ensure that audit reports are produced and reviewed.

SAY  This phase of the life cycle also involves the disposition of information, hardware, and software when the system is at the completion of its use. The key disposal activities in this phase include:
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	Phase 3:  Post Development

Key Disposal Activities

· Move, archive, discard, or destroy information

· Sanitize storage media 

· Determine disposition of hardware and software




EXPLAIN 

· Information may be moved to another system, archived, or destroyed.  When archiving information, consider the method for retrieving the information in the future.   Be sure that proper methods are used when discarding or destroying sensitive information.

· If you are destroying or discarding media – ensure that it is sanitized.

· Disposition of software needs to be in compliance with its license or other agreements with the developer.

· If hardware is being surplused, reused, or discarded, ensure that all data has been properly removed.

System Security Plans Certification/Accreditation Program

REFER participants to page 62 in the Participant Guide.

SAY  [the Agency]’s System Security Plan (SSP) Certification/Accreditation Program establishes a formal system approval process.  It is based on an assessment of management, operational, and technical controls whereby system security plans establish system protection requirements and document the security controls of the system.  Accreditation is supported by a technical evaluation or security evaluation, risk assessment, contingency plan, security test plans and results, and signed rules of behavior.

SAY  [the Agency]’s System Security Plan Certification/Accreditation Program is comprised of the following four major activities:

DISPLAY  overhead number 83.
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	System Security Plan Certification/Accreditation Program

· Sensitivity Determinations

· System Security Plans

· Reviews and Tests

· Certification/Accreditation and Recertification/Reaccreditation 


EXPLAIN  each point as necessary.

· Sensitivity level designations were discussed in topic 2.

· An SSP is required for each IT system that contains sensitive information.  We will discuss these further shortly.

· Reviews and tests are required to verify that the safeguards specified in the system security plan are both present and operationally adequate.  

· OMB A-130, Appendix III requires that upon completion of the system reviews and tests, that an agency official certifies that the system meets all applicable federal policies, regulations, and standards, and that the protection measures in place appear to be adequate.  We will discuss certifications further shortly as well.
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SAY  Before we discuss each of these, let’s identify your responsibilities in this program:

DISPLAY  overhead number 84.
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	ISSO Responsibilities

· Provide technical security support

· Ensure systems have adequate security documentation

· Identifying and nominating systems for inclusion in the [the Agency] SSP Certification/Accreditation Program


EXPLAIN each point as necessary.
· To provide technical security support to line management within your component as needed.

· To ensure that each system has a SSP, contingency plan, risk assessment, and certification statement. 

System Security Plans

SAY  The Computer Security Act requires that security plans be developed for all Federal computer systems that contain sensitive information.  Planning within the system development life cycle is used to ensure that security is addressed in a comprehensive manner.  As previously mentioned, a system security plan should be completed prior to starting the life cycle process and updated throughout the process.

Let’s discuss the purpose of a system security plan.

DISPLAY  overhead number 85.
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	System Security Plan

· Provides an overview of the security requirements of the system

· Describes the controls in place 

· Delineates responsibilities and expected behavior


EXPLAIN  The purpose of a system security plan is to:
· Provide an overview of the security requirements of the system.

· Describe the controls in place for meeting those requirements.

· Delineate responsibilities and expected behavior of all individuals who access the system. 
SAY  Although you may not be responsible for developing security plans you may need to assist the system managers in developing these plans.  You will also sign the certification form verifying that all appropriate steps were taken in the development of the security plan.  Additional guidance may be found in NIST SP 800-18 and [the Agency]’s SSP Methodology which provide detailed instructions on the development of a security plan.  

We will not go into any more detail on system security plans.  If you will be responsible for developing these plans, additional training will be provided.

Reviews and Test

REFER participants to page 63 in the Participant Guide.

SAY  OMB A-130, Appendix III requires agencies to verify that the administrative, technical, and physical safeguards specified in system security plans are both present and operationally adequate.  This is accomplished through reviews and tests designed to access the adequacy of implemented safeguards to ensure that the safeguards are functioning properly, and to uncover security vulnerabilities.

[the Agency] uses tow approaches to accomplish these requirements primarily internal procedural and technical reviews and IV&V’s.

DISPLAY  overhead number 86.
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	Reviews and Test

· Internal Procedural and Technical Reviews or IV&V’s

· Systems Security Life Cycle Process


EXPLAIN

· The [the Agency] security staff reviews the plan for procedural adequacy and ensures that the technical aspects of the system have been thoroughly addressed.  On a selected basis, plans will have an in-depth IV&V through contractor support.

· SDLC – This is where [the Agency] incorporates security activities into the system development life cycle as we just discussed earlier in the topic.

Certification and Recertification

SAY  Certification is the formal process by which a system manager/owner and system maintainer verify, initially or by periodic reassessment, that a system’s security features meet a set of specified requirements.  Security certifications are not permanent.  

SAY [the Agency] systems are to be certified as follows.

DISPLAY  overhead number 87.

[image: image117.png]



	Certification and Recertification

· Prior to implementation

· At least every three years for major applications or annually for general support systems

· When there are significant changes to the system


EXPLAIN Certification is not a one-time event.  It is to be performed:

· Prior to the implementation of the system to ensure that the security controls are adequate.

· At least every three years for major applications or annually for general support systems, since the security of a system will degrade over time, the technology evolves, and people and procedures change. 

· And, anytime there are significant changes to the system that may impact its security controls.

SAY Certification includes the completion of the [the Agency] System Security Certification/Recertification form by the System Manager and System Maintainer, and the component ISSO.  Again, if you will be actively involved in this process, additional training will be provided.

Accreditation

DISPLAY  overhead number 88.
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	Accreditation

Accreditation is the formal process by which the [the Agency] CIO verifies that a system has achieved a satisfactory level of operational security and signs a formal accreditation statement authorizing the system to process.


EXPLAIN

Once a system has been certified, it is then accredited.  This is where a senior management official accepts the responsibility for the operation of the system and any identified or residual risks.

Summary

SAY   Security is best managed if planned for throughout the system life cycle.  It is also much more difficult and expensive to implement it later. 

Topic 9:
Technical Controls

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction

SAY Technical controls are the controls that protect [the Agency]’s systems from unauthorized access or misuse, help detect abuse and security violations, and provide security for applications.  Technical safeguards include user identification and authentication, authorization and access controls, and audit trail mechanisms. 

REFER participants to page 64 of the Participant’s Guide.

Learning Objectives
SAY  By the end of this topic, you will:
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	Topic 9:  Technical Controls

· Know what identification and authentication controls are.

· Know good password management practices.

· Understand what access controls are.

· Know what audit trails are and their appropriate use at [the Agency].


Time
Lecture:  20 minutes.

Exercise:  20 minutes.

Identification and Authentication

SAY  User identification and authentication controls are used to verify the identity of a workstation, originator, or individual prior to allowing access to a system or to data within the system.  These controls prevent unauthorized people or processes from entering a system or accessing data.

REFER  participants to page 65 of the Participant's Guide.
SAY In order to ensure proper identification of an individual or process, identification:
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	Identification

· Must be unique

· Must correlate actions to users

· Must be maintained


EXPLAIN each point as necessary.
· Identification involves the name by which the user is known to the system (i.e., their user ID).  This user ID must be unique in order to provide authorization or access and to hold individuals accountable for their actions.

· All user IDs must belong to currently authorized users.  User IDs that are inactive on the system for a specified period of time should be disabled or removed.

SAY  Authentication is the process of “proving” that the individual is actually the person associated with the identifier.  Authentication is crucial for proper security.

SAY There are three ways that an individual can authenticate himself:
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	Authentication

· Something known by the individual

· Something possessed by the individual

· Something about the individual


EXPLAIN  each point as necessary.

· Something known by the individual (i.e., a password).

· Something possessed by the individual (i.e., token or smartcard).

· Something about the individual (i.e., a fingerprint).

The most common method of authentication is the use of a password. It is very important for you and your users to protect your user ID and password.  The best way to do that is to select a strong password.

REFER participants to page 66 in the Participant Guide.
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ASK  Who can tell me what types of things should not be  used as passwords?

	Potential Answers include:

· Your name or nickname

· Name of pet

· Job title or function

· Dictionary words (including those words found in the Star Trek Klingon dictionary)

· Something that can easily be associated with you
	· “password”

· Date of birth

· Social Security Number

· Name of family member

· Name of hobby

· Sports team


EXPLAIN  Some other common weaknesses are passwords that are too short, are written down, are known by co-workers or your supervisor, or use a dictionary word with a number attached as a suffix or prefix.

SAY  A strong password:
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	A Strong Password 

· Has non-alphabetic characters

· Is at least six characters long

· Is changed every 60 days

· Is not a dictionary word

· Is NEVER shared
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ASK  Who can give me an example of a strong or “good” password?





Instructor should solicit examples from the participants.

Potential answers include:

Passwords that use the initial letters in a favorite phrase

L1I2S3A

R8ED#1  (Rated #1)

EXPLAIN  Remember, your password is your link to data protection.  Protect it as you would your data.
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SAY  If you are responsible for managing passwords, ensure that you establish:
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	Password Management

· Allowable character set

· Minimum/maximum length

· Password aging 

· Number of generations of expired passwords 

· Procedures for password changes, handling lost passwords, and password compromise


EXPLAIN each point as necessary.

· The allowable character set/requirements, i.e., should contain a numeric or special character, no repeating characters, etc.

· Minimum/maximum length of the password is to be 6-8 characters.

· Password aging time frames and enforcement.

· Number of generations of expired passwords disallowed for use is 10

· The procedure for password changes, handling lost passwords, and password compromise is to call the Action Desk.
Authorization and Access Controls

SAY  Authorization and access controls are the hardware or software features used to detect and/or permit only authorized access to or within the system.  Some of you will be responsible for establishing and deactivating system users and maintaining security access controls.

If you have these responsibilities, additional training will be provided.  In this course we will just introduce the concept of access control.

REFER  participants to page 67 of the Participant's Guide.
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	Access Controls

The means whereby it is determined who will have what access to which objects and resources.


EXPLAIN  Basically, access controls are the means whereby management or users determine “who” will have what type of access to which objects and resources.  The who may be people, groups, or programs.  The types of access typically include read, write, delete, and execute.  The objects may include directories, files, programs, commands, printers, transactions, data, and devices.

At [the Agency], access controls are based on policies made by its management officials who are responsible for the specific systems or applications.  Usually access controls are based on the concept of least privilege.
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ASK  Does everyone remember what least privilege is?

Granting to users only those accesses minimally required to perform their duties.
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SAY  As ISSOs, you may be responsible for assisting management in determining access for users and ensuring that access is granted on a least privilege basis.

Audit Trails

SAY Audit trails are a technical control tool for [the Agency] to ensure the integrity of systems and to detect, investigate, and support the prosecution of individuals suspected of fraud, waste, or abuse. 
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It is your responsibility to:
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	ISSO Responsibilities

· Use audit trails in accordance with [the Agency] policies

· Request audit trail access for members of your staff who need to use this data

· Recommending changes to audit trails based on your knowledge of system vulnerabilities, instances of system abuse, and audit records within your area of responsibility 


EXPLAIN  each point as necessary.

SAY  Audit trails maintain a record of system activity by system or application processes and by user activity.  Audit trails should be used for the following:
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	Audit Trails

· Individual accountability

· Reconstruction of events

· Intrusion detection

· Problem identification


EXPLAIN  each point as necessary.

· Audit trails provide the system owner a trace of user actions, thus allowing users to be held accountable for their activities while on the system.

· Audit trails can be used to support after-the-fact investigations of how, when, and why normal operations ceased.

· Audit trails can assist in intrusion detection.

· Audit trails may be used to help identify problems other than intrusions, such as inappropriate access.

REFER participants to page 68 of the Participant’s Guide.

SAY  In order to use an audit trail effectively, the following information must be tracked:
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	Audit Trails 

· Type of event

· When the event occurred

· User ID associated with the event

· Program or command used to initiate the event

· Where the event occurred


EXPLAIN  each point as necessary.

· Type of event –  such as failed user authentication attempts, changes to user’s security information, and organization- and application-specific security-relevant events.

· When the event occurred – time and date.

· User ID associated with the event.

· Program or command used to initiate the event.

· Where the event occurred

SAY  Audit trails are to be properly used in order to obtain information about transactions:
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	Proper Uses

· Obtain information on a suspect claim, applicant, or action

· To support a regional office integrity review function

· To track a profile for suspicious types of actions


SAY  Some other things to consider concerning audit trails include:
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	Other Things to Consider

· Ensure audit trails are protected

· Ensure audit trails are reviewed

· Ensure separation of duties between security personnel who administer the access control function and those who administer the audit trail


EXPLAIN each point as necessary.

· Ensure that audit trails are protected.  Access to on-line audit logs should be strictly controlled.

· Ensure that audit trails are frequently reviewed.  Audit records are useless if they are not reviewed.

· Ensure that there is a separation of duties between security personnel who administer the access control function and those who administer the audit trails.

· Note to participants that this last point may not be possible in some of the regional offices.


[image: image136.wmf]
Why do you think that the last bullet is important?

Potential answer includes:

If the same person sets up access for users and then reviews the audit trails to determine if access and actions look proper, then there is the possibility that improper actions could be performed.

Topic 10:
Operational Controls

Introduction

SAY  In this topic we will discuss some operational controls which include the day-to-day procedures and mechanisms to protect [the Agency]’s systems.  These safeguards include backup and contingency planning, physical and environmental protection, audit and variance detection, and incident handling and reporting. 

REFER participants to page 69 of the Participant’s Guide.

Learning Objectives
SAY  By the end of this topic, you will:
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	Topic 10:  Operational Controls

Learning Objectives

· Be able to identify physical and environmental controls

· Know [the Agency]’s security incident handling and reporting procedures

· Understand the contingency planning process and your involvement




Time
Lecture:  20 minutes.

Exercise:  15 minutes.

Physical and Environmental Security

REFER  participants to page 70 of the Participant's Guide.
SAY  Physical security is:  
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	Physical Security

Those measures or tangible defenses that you can take to protect your facility, equipment, and information from theft, tampering, careless misuse, and natural disasters.


EXPLAIN  Physical security includes the protection of the hardware and software, environmental controls, and physical access to computer rooms.  We will not be addressing physical facility security in this course.

Exercise
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ASK Who can identify some of the physical and environmental safeguards that you currently use at [the Agency]?

Instruct participants to identify examples of physical safeguards.
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WRITE  to flip chart.

	Potential Answers include:

· Printer/fax machine control

· Employee/guest badges

· Escort visitors

· Locks/keys/smart cards

· Loss or theft reporting

· Inventory identification and tracking

· Anti-static protection

· Guards

· Challenging strangers

· Controlled access to restricted areas

· Parcel inspection

· Metal detector

· Alarms

· Secure laptops and other portable equipment

· Position your workstation so that the screen is not easily seen by people passing by

· Secure your office

· Secure hardcopy printouts/diskettes containing sensitive information unattended on your desk, at the printer, or at the fax machine

· Politely challenge strangers wandering through your office

· Surge protectors

· Fire extinguishers and smoke detectors

· Climate control


DISCUSS  the physical security safeguards identified by the participants as necessary.

System Monitoring, Audit, and Variance Detection

SAY In order to ensure that the system is functioning properly, it must be monitored.  This function is usually done by system administration personnel, but you should be aware that it is being performed.  

REFER  participants to page 71 of the Participant's Guide. 
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	Audit and Variance Detection

Reviewing and monitoring to ensure that system controls are adequate, and to detect anomalies.


EXPLAIN  Audit and variance detection is the on-going review and monitoring of [the Agency]’s systems in order to ensure that system controls are adequate and to detect and react to departures from established policies, rules, and procedures, as well as resource availability and allocation, and general system wellness.  

It includes the use of system logs and audit trails to check for anomalies in the number of system accesses, types of access, or files access by users.

Security Incident Handling and Reporting

SAY  We will now discuss the handling and reporting of suspected security incidents.  Agency policy requires prompt reporting and investigation of suspected security incidents.  [the Agency] defines several types of security incidents:

REFER  participants to page 72 of the Participant’s Guide.
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	Categories of Security Incidents
Physical Crimes

Illegal access/disclosure

Misuse of Government property

Systems Security Incident

Security Violation


EXPLAIN  [the Agency] has identified four categories of security incidents.

· The physical crimes against [the Agency] employees or property includes information brokering and other access and disclosure incidents of a serious nature so as to constitute a criminal violation.  It also includes actions taken by [the Agency] employees, beneficiaries, or third parties to defraud [the Agency], usually for monetary gain.  These cases should be referred to the Office of Inspector General.

· Illegal access/disclosure are activities of users that involve improper systems access and unauthorized disclosure of information found, but not serious enough to warrant criminal prosecution.  

· Misuse of government property is the use of computer systems for other than official business that does not involve a criminal violation but is not permissible under [the Agency] policies.

· Systems security incidents are those that are not classified as physical crimes, criminal violations, fraudulent activity, illegal access, and disclosure or misuse of government property.  A system security incident is any action involving a system that, if not corrected, could violate the provisions of the Privacy Act, copyright laws, or [the Agency] security policy or lead to a fraudulent act or criminal violation through use of a [the Agency] system.

· A security violation is an instance in which a user or other person circumvents or defeats the controls of a system to obtain unauthorized access to information contained therein or to system resources.  This includes, but is not limited to, unusual or apparently malicious break-in attempts, virus or network worm attacks, or file or data tampering, or any incident in which a user, either directly or by using a program, performs unauthorized functions. 
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ASK Who can identify an example of a security incident?

Potential answers include:  virus attack, repeated unauthorized attempts to gain access to a network, password openly displayed at your workstation, unauthorized individuals present in restricted systems areas, repeated unauthorized access to files or data, etc.

REFER participants to page 73 of the Participant's Guide.
The procedures discussed here are specifically aimed at computer, network, and computer security-related incidents and do not apply to physical security incidents such as break-ins or fires.

Incident Handling Objectives









SAY  The objectives of the security incident handling procedures are as follows:
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	Incident Handling and Notification

· Determine if an incident has occurred

· Contain the incident to avoid any further incidents or damage

· Call the Action Desk to notify the Sr. ISSO

· Maintain and restore data and service

· Determine what happened and how

· Identify the perpetrators and take appropriate action


EXPLAIN each point as necessary

· Determine if a computer security incident has occurred based upon the types of security breaches we just identified. 

· Contain the incident to ensure that it does not cause any more damage, and notify the Sr. ISSO immediately.

· Maintain and restore data and services to where they were prior to the incident.

· Determine what happened, how it happened, and why.  This is the investigative part of the process and will be performed by the Sr. ISSO.

· And finally, identify the perpetrators and take the appropriate action.

SAY  What are your responsibilities in this process?
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ISSO Responsibilities
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	ISSO Responsibilities
· Identify the incident

· Receive or complete a Systems Security Incident Report

· Report the incident to the Sr. ISSO 

· Ensure incident is investigated

· Assist in the investigation as necessary


EXPLAIN  When a computer security incident is identified and reported to you, it is your responsibility to complete a Systems Security Incident Report to document the incident and then to report it to the Sr. ISSO for investigation.  The Systems Security Incident forms are located on the HCFAnet.

Contingency Planning

SAY  A computer security contingency is an event with the potential to disrupt computer operations, thereby interrupting critical mission and business functions.  Such an event could be a power outage, hardware failure, fire, or storm.  

The terms contingency planning and disaster recovery planning are sometimes user interchangeably.  For the purposes of this course we will use the term “contingency planning.”

REFER participants to page 74 in the Participant Guide.
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	Contingency Planning

The process for assuring, in advance, that any reasonable and foreseeable disruptions will have a minimal effect.

Contingency Plans

Current documented guidance for actions to be taken after a disruption occurs


EXPLAIN  Contingency plans are necessary to reduce to an acceptable level the consequences caused by unexpected and undesirable occurrence to AIS resources or capabilities. 
System Backups

SAY  Before we get into the contingency planning process, we need to discuss backups.  Without backups, it really doesn’t matter how good your contingency plan is, because you probably won’t have any surviving data. 

Backups are one of the most critical aspects of system operations.  Having valid, tested, complete, up-to-date backups may make the difference between a minor incident and a disaster.

You may be responsible for assisting the System Manager in ensuring that adequate backups are being performed for their systems.  Some things to consider, include:

REFER participants to page 75 in the Participant Guide.
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	Backups

· Criticality and sensitivity 

· Frequency of updates 

· Frequency of access 

· Degree of reliance of other functions 

· Time-sensitivity 

· Difficulty in recreating the information


EXPLAIN  each point as necessary.
· Criticality and sensitivity of information

· Frequency of updates to the information

· Frequency of access to the information

· Degree of reliance other functions place on the information

· Time-sensitivity of the information

· Difficulty in recreating the information
SAY  All backups should be done routinely and stored at an alternate location.  This way in the event of a disaster, your backup data will be available.  

Some good back-up practices to follow, include:
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	Good Back-up Practices

· Ensure that back-up media are labeled properly

· Ensure that back-up procedures are documented and followed

· Keep back-ups off-site and on-site in a locked, fireproof, waterproof container

· Ensure that back-ups are periodically verified


EXPLAIN  each point as necessary.

· Ensure that all back-ups are properly labeled with contents, date, and sensitivity level.

· Ensure that all back-up and restore procedures are documented, have been tested to ensure that they work, and are followed.

· Keep back-ups off-site and on-site in a locked, fireproof, waterproof container.  You don’t want a fire, lightning, or other disaster to wipe out your system and your back-ups at the same time.  Ensure that there are procedures in place for the transporting, storing and recovering backup media to and from the backup site.

· Ensure that back-ups are periodically verified.  Ensure that operations periodically checks to make sure that the back-ups were produced correctly and haven’t been damaged in any way.

Contingency Planning Process

SAY Contingency planning involves more than planning for a move off-site after a disaster destroys a data center.  It also addresses how to keep an organization’s critical functions operating during interruptions, both large and small.

Let’s begin this topic with identifying your responsibilities with contingency planning.

REFER participants to page 76 the Participant Guide.
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	ISSO Responsibilities

· Assist in contingency planning process, as necessary.


EXPLAIN  You may be involved in the development of the plan, in the recovery process after a disruption, in the testing of the plan, and maybe even as part of the contingency planning and recovery team.

Before you develop a contingency plan [the Agency] management needs to identify the mission or business critical functions, the resources required to support these critical functions, and the potential threats to these functions.   Once these have been identified, a contingency plan is required for each function.

SAY  We will now briefly review what is included in a contingency plan.
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	Typical Parts of a Contingency Plan

Preliminary planning

Preparatory actions

Action plan

Test and revise the plan


EXPLAIN All contingency plans typically have the following parts.

· Preliminary planning is the basic driver of the actions to be taken in the succeeding parts.  It usually includes the reason or purpose for the plan, the scope (exactly what is to be included in the plan), assumptions (special priorities, assumptions, or commitments of support), responsibilities associated with the plan, and the basic strategy to be followed when implementing the plan (i.e., hot site, cold site, etc.).

· Preparatory actions describe the specific preparation steps and are very detailed.  Identify all the resources necessary, including people, processing capabilities, communications requirements, supplies, space requirements, physical infrastructure (office space and all supporting equipment and services), transportation requirements, and documentation.

· Action plan consists of clearly stated actions which are to be taken in the event of an emergency.  

· Testing and revising the plan ensures that the plan works as intended and that all staff involved in the process know exactly what to do.  It is very important that the plan is tested and periodically re-tested, and that all staff involved in the process are adequately trained on their duties in the plan and that refresher training is provided.  The plan must also be kept current.  Once testing has been completed and periodically as the environment changes the plan should be updated to reflect changes in application/system.

SAY  Contingency planning is an essential part of a sound security plan.  The contingency plan establishes the steps to recover from a loss of resource availability, confidentiality, and integrity.  One of the most important activities that can protect [the Agency] information resources is the preparation and testing of a contingency plan. 

SUMMARY

SAY  In this section we provided you an overview on the operations controls to include physical and environmental controls, audit and variance controls, security incident handling and reporting, and contingency planning.

Topic 11:  
Network Security

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction
SAY  Since networks carry and hold information of enormous total value – they are exceedingly attractive targets to attack. In the networked environment, security becomes more complex.  

In this topic we will discuss the threats and safeguards that apply to networks to include secure communications, e-mail, fax, and the Internet.  

REFER participants to page 77 of the Participant's Guide to follow along.

Learning Objectives

SAY  By the end of this topic you will:
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	Topic 11:  Network Security

· Be familiar with some common network terminology.

· Have a basic understanding of secure communications and remote access security.

· Know good e-mail and fax security practices.

· Understand securing [the Agency]’s network from the Internet.


Time
Lecture: 30 minutes.

Exercise: 20 minutes.

Common Terminology

REFER  participants to page 78-81 of the Participant’s Guide.

SAY  Before we begin discussing network security, let’s discuss some common terminology.
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	Common Terminology

· Networks: LAN, MAN, WAN

· Internet

· Extranet

· Intranet

· Virtual Private Network (VPN)




EXPLAIN  each point as necessary.

· Network – A collection of interconnected systems.

· Local Area Network (LAN) – A network of workstations deployed in a small geographic area such as an office complex, building, or campus.

· Metropolitan Area Network (MAN) – A network, which covers a metropolitan region and typically is shared by different organizations.

· Wide Area Network (WAN) – An arrangement of data transmission facilities that provides communications capability across a broad geographic area.

· Internet – An international collection of interconnected data networks, presently based upon the transmission control protocol and Internet protocol (TCP/IP) suites.

· Intranet - An internal network behind a firewall. HCFANET

· Extranet – A business-to-business intranet that allows limited, controlled, secure access between a company’s intranet and designated authenticated users from remote locations. 

· Virtual Private Network (VPN) – A private network that uses some public segments.  It typically uses the Internet as the transport backbone to establish secure links with business partners and extend communications to regional and isolated offices.  It uses encryption and tunneling to connect users or sites.  In comparison, a private network uses dedicated lines between each point and is usually a more expensive solution.

Threats to Network Security

REFER participants to page 82 in the Participant Guide.

SAY  Connecting computers to networks significantly increases risk.  Threats to networks can compromise confidentiality, or integrity, or can deny services.  Some of the most common threats include:
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	Threats 

· People

· Eavesdropping

· Spoofing

· Vandalism or mischief

· Hijacked connections

· Theft of computing or communication services

· Denial of service


EXPLAIN  each point as necessary.

· The greatest threat to networks are people – and this threat is primarily from insiders.  These are employees who make errors and omissions and employees who are disgruntled or dishonest. 

· In eavesdropping or traffic analysis the intruder simply listens without changing anything.  It can result in disclosure of contents.  Or it can be used to collect passwords and other information that can be used for unauthorized logins (sniffers).

· Many Internet attacks have exploited IP spoofing, which allows one host to masquerade as another.  A packet is sent from one host, but the source address in the packet is that of another host.  This is dangerous because applications commonly use source addresses to identify requests from trusted hosts.

· An attacker gains access to your systems or Web site just to cause damage or mischief, i.e., to plant viruses. 

· An attacker “hijacks” or gains control of an ongoing session and gains the rights of the legitimate user.  Authentication and access controls are useless, since the session is taken over after authentication, and the access control mechanism assumes the user was authenticated.

· Theft of computing or communication services such as a hacker placing illegal copies of software on your server for others to obtain.

· Denial of service can range from delaying specific messages, through deliberate overloading of your system, or to total loss of service.

SAY Networks are also threatened by accidents and errors.  Earthquakes, floods, or fires can damage cables, hosts, and switches.  Hardware, software and human errors can also take down systems.

Firewalls

SAY  In order to protect [the Agency]’s systems from the outside, [the Agency] has put firewalls in place.  The purpose of firewalls is to protect an internal network from threats originating from an external one, especially the Internet.

REFER  participants to page 83 of the Participant Guide.

SAY  Let’s discuss what a firewall can do.
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	Firewalls

· Prevent access to an internal network from external sources

· Control connections between internal and external hosts

· Hide information about the internal network

· Defend against attacks

· Provide for centralized network security administration

· Provide for centralized network logging and incident detection




EXPLAIN  each point as necessary.  Firewalls can:

· Prevent users external to the network from reaching the internal network from external sources.

· Control how the connections between a host external to a network and an internal host occur.

· Hide information such as name and address of hosts within the network as well as the topology of the network it protects.

· Defend against attacks on hosts, applications protocols, and applications.

· Provide a central way of administering security for a network.

· Provide a central way of logging incoming and outgoing traffic to allow for accountability of user actions and for triggering incident response activity if unauthorized activity occurs.

SAY  The purpose of a firewall is to create a security perimeter protecting the internal systems from attacks originating from external sources.  There are many ways to implement a firewall.  But the most important thing to remember is that a firewall can only be successful if the internal network is not accessible through an unprotected avenue of access, such as by dial-in access using a modem.

Modem Use

REFER  participants to page 84 of the Participant Guide.
SAY  [the Agency] does not permit users to attach a modem to their desktop computer due to the security implications.  Modem use:
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	Modem Use

· Dramatically increases the risk to [the Agency]’s systems

· Circumvents security controls

· Must be authorized

· Network is audited/monitored for modem use


EXPLAIN  each point as necessary.

· Using a modem on your desktop to access network resources dramatically increases the risk of unauthorized access to [the Agency]’s systems. 

· You should ensure that users are aware that they are prohibited from attaching a modem to their workstation as they are circumventing the security controls that [the Agency] has put in place.  

· The use of modems at [the Agency] is decreasing due to these security risks and those that are being used must be specifically authorized. 

· It is important that you let the users in your organization know that [the Agency]’s systems are periodically monitored to ensure that no modems are attached.

If you have users who need to remotely access [the Agency]’s systems, contact the Sr. ISSO for more information.

SAY  Although [the Agency] does not permit attaching a modem to its internal network, it has implemented secure measures for accessing it’s resources from a remote site.  This may include access by [the Agency] employees who are participants in [the Agency]’s Flexiplace and Work-at-Home Programs, employees accessing the [the Agency] LANs and e-mail during off hours, and employees at contractor sites or nurses performing home health duties, as well as [the Agency] contractors, and academic researchers that are assisting [the Agency].

Remote Access Procedures

SAY  We will now discuss the security requirements and [the Agency]’s policy for personnel that are authorized to use and access [the Agency] from remote access sites not managed by [the Agency], such as an individual’s residence, a contractor site, or while on travel.

It is the user’s responsibility to implement and carry out the remote access security policies.  The actual degree of security protection necessary will depend on the nature of the work being performed and the degree of sensitivity of the information involved.
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	Remote Access Policies

· Protect [the Agency] information from unauthorized access

· Clear workstation of sensitive information prior to use for non-[the Agency] purposes

· Use anti-virus software

· Disable all connections to non-[the Agency] networks when connected to the [the Agency] network


EXPLAIN  points as necessary.

· Protect [the Agency] information from unauthorized access by:

· Use of a secured remote site for storage, or use of removable diskettes or cartridges.

· Implement access control of files through the use of encryption or password protection.

· Clear workstation of sensitive information prior to use for non-[the Agency] purposes.  Ensure that deleted files cannot be reconstructed and print queues are cleared.

· Use anti-virus software to scan for viruses before the diskette is used at the standard workplace.

· Disable all connections to non-[the Agency] networks when connected to the [the Agency] network in order to mitigate the danger of external penetrations to [the Agency] networks.

Electronic Mail and Facsimile Security

SAY  In this section we will discuss [the Agency]’s policies for e-mail and fax transmissions. [the Agency] fax sits in public, unsecured areas.

E-mail has become an accepted method of conducting business within [the Agency] as it provides faster and easier communications access as well as a more efficient method of sending messages, documents, and files.E-mail in [the Agency] Intranet is encrypted but not when they are sent out over the Internet.

The use of e-mail requires that security, privacy, and integrity of the messages be ensured and that employees make appropriate use of e-mail systems.

The e-mail used at [the Agency] contains a feature that automatically encrypts messages when they are stored.  The messages do not become readable again until the message is retrieved by the user through the e-mail software.

REFER  participants to page 85 of the Participant Guide.
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SAY Your responsibilities in relation to e-mail and fax security are as follows:
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	ISSO Responsibilities

· Ensure [the Agency] e-mail and fax policies are implemented

· Develop local guidelines as necessary




EXPLAIN  each point as necessary.

· You are responsible for working with management to ensure that [the Agency] e-mail and fax policies are implemented within your organizations.  This includes ensuring that users are aware of relevant policies.

· Develop local guidelines consistent with national policy as necessary.

SAY The security requirements for both e-mail and fax usage include:
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	E-mail and Fax Policy

· For official and authorized use only

· Messages are government property

· Information is subject to statutes, regulations, and policies

· Protect copyright information

· Privileged users are expressly prohibited from reading the electronic messages of others 

· Abuse and/or misuse can lead to disciplinary action


EXPLAIN  each point as necessary.

· Access to any communications system is granted to an employee at management’s discretion.  Use of [the Agency]’s e-mail or fax system are intended for official and authorized purposes only.  This point is under revision in accordance with GAO policy documents.

· E-mail and fax messages are considered by [the Agency] to be government property.

· Information contained in e-mails or fax is subject to statutes, regulations, and policies governing records retention and the confidentiality and disclosure of Federal government records, including the Privacy Act and the Freedom of Information Act.  This information may be disclosed only for authorized purposes or as otherwise permitted by law.

· Copyright information should be protected in accordance with the conditions under which it is provided.

· System Administrators and others with special system-level access privileges are expressly prohibited from reading the electronic messages of others unless authorized by appropriate management officials.

· Abuse and/or misuse of these facilities can lead to suspension, termination, or other administrative or legal actions based on the seriousness of the abuse.

E-mail and Fax Security Practices

REFER  participants to page 86 of the Participant Guide.
SAY Some security practices that you and your users should follow when using e-mail and fax include:
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	E-mail and Fax

Security Practices

· Immediately forward misdirected messages

· Exit e-mail software when not in use. 

· Do not leave fax machines unattended during transmission

· Ensure that documents are transmitted to intended person(s)

· Protect your e-mail password

· Never send sensitive information via e-mail unless it is protected

· Do not send executable files through e-mail




EXPLAIN  each point as necessary.

· Immediately forward misdirected messages to the intended recipient or back to the sender.  Do not read the message.  Delete it to prevent further unauthorized access.

· Exit e-mail software when not in use in order to prevent unauthorized access. Invoke your screen saver.

· Do not leave fax machines unattended during transmission of sensitive information.  [the Agency] fax machines are located in public, unsecured areas.

· Ensure that documents are faxed to intended person(s).  

· Use pre-programmed fax numbers to eliminate mis-dialing.

· Use hardware and software enhancements when transmitting sensitive materials.

· Do not leave sensitive materials and messages unattended.

· All fax transmissions require a coversheet or GSA fax Transmittal form.

· Protect your e-mail password and change it frequently.

· Never send sensitive information via e-mail unless it is protected by encryption.

· Do not send executable files through e-mail except when authorized by management.  This may help prevent the proliferation of computer viruses.

Internet Security

SAY  The Internet is a pervasive, daily presence in our personal and business lives.  The opportunities offered by the Internet are unprecedented in terms of remote accessibility of resources and data.  Users can access a score of systems in minutes, permitting them to access databases and obtain information with ease.

SAY  The important thing to remember is that there is no central network authority for the Internet so you are using it at your own risk. 

Exercise - Secure Internet Use

REFER  participants to page 87 of the Participant Guide.
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ASK  How do you think that we can “securely” use the Internet?  What are some good security practices that we can follow?

	Potential answers include:

· Use the Internet for official and authorized purposes only

· Do not download offensive material

· You are responsible for any files downloaded, including executable files; is your responsibility to scan these files for viruses

· Do not share your account with anyone

· Do not abuse or misuse your privilege of access to the Internet

· Do not misrepresent yourself or [the Agency]
· Do not use the Internet for unauthorized, unlawful, or malicious activities

· If you encounter an inappropriate site or material – exit quickly


EXPLAIN  It is permissible to use the Internet for transmission of [the Agency] Privacy Act-protected and/or other sensitive [the Agency] information, as long as an acceptable method of encryption is utilized to provide confidentiality and integrity of this data, and that the authentication or identification features are used to assure that both the sender and the recipient of the data are known to each other and are authorized to receive and decrypt the information.  

[the Agency]’s Internet policy is published and used in Memorandum of Understandings (MOU’s).

Encryption

SAY  The most effective means of keeping messages secret is through the use of encryption.  As we mentioned prior, [the Agency] recommends encryption for all data designated as a Level 3 that is stored on your workstation and all data designated as Level 2 and 3 stored on a laptop.  

In this section we will just provide you an overview of encryption and some of the terminology.  If you have any questions on what should be encrypted and how, see the Sr. ISSO for more information.

REFER  participants to page 87 of the Participant Guide.
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	Encryption

Transforms intelligible data, called plaintext, into an unintelligible form, called ciphertext.

This process is reversed through the process of decryption.


EXPLAIN  Encryption uses an algorithm to transform the data.  An algorithm is a mathematical formula.  The “strength” of an algorithm is generally determined by whether breaking the code can be performed within a reasonable amount of time.

In addition to using an algorithm, encryption systems use a secret value known as a key to encrypt and decrypt.  The key’s value is known only to the sender and receiver of the information.  The key is utilized by the encryption algorithm to transform the data into ciphertext and the key is required to reverse the process as well. 

SAY There are two types of key systems:
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	Types of Encryption Systems

Private or secret key

Public key




EXPLAIN 

· Private (or secret key) – two or more parties share the same key, and that key is used to encrypt and decrypt data.  As the name implies, secret key cryptography relies on keeping the key secret.  If the key is compromised, the security offered by the cryptography is severely reduced or eliminated. The best known secret key system is the Data Encryption Standard (DES).  

· Public – where private key cryptography uses a single key shared by two parties, public key cryptography uses a pair of keys for each part.  One of the keys of the pair is “public” and the other is “private.”  The public key can be made known to other parties; the private key must be kept confidential and must be known only to its owner.  The most popular public key system is RSA.
REFER  participants to page 88 of the Participant Guide.

SAY  Encryption can provide the following features:
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	Encryption Features

· Data confidentiality

· Data integrity

· Authentication of message originator

· Authentication of system user

· Electronic certification and digital signature

· Nonrepudiation




EXPLAIN each point as necessary.
· Encryption can protect sensitive data from unauthorized disclosure.

· Some algorithms protect against forgery or tampering.

· Authentication of message originator is provided if the key has not been compromised and remains secret.

· Authentication of system user takes place by the user performing a  cryptographic function with a unique cryptographic key.

· Electronic certification and digital signature is possible using cryptographic algorithms to protect against unauthorized modification and forgery of electronic documents. Digital signatures provide extremely strong proof that a message has not been altered and was signed by a specific key.

· Nonrepudiation applies strictly to messages;  it is the inability of a sender to deny sending a message.





Summary

SAY  In this topic you gained a basic understanding of network security, secure communications, and proper Internet and e-mail practices.

Topic 12:  
Information Sharing

Instructor should identify appropriate incidents, facts, stories, or statistics that will be presented in this topic.  Some examples are located in the appendix.

Introduction
SAY  In this topic we will briefly discuss the requirements that [the Agency] has established when information is to be shared between internal and external agencies.
REFER participants to page 90 of the Participant's Guide.

Learning Objectives

SAY  By the end of this topic you will:
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	Topic 12:  Information Sharing

· Understand the security and privacy requirements when inter/intra-agency agreement is used.

· Understand the requirements for data use agreements.


Time
Lecture: 10 minutes.

Inter/Intra-agency and Data Use Agreements

SAY  In order to ensure that [the Agency] data is appropriately protected when it is under the custody of, or released to, another organization, a Data Use Agreement is required as part of the Inter/intra-agency Agreement.

REFER participants to page 91 of the Participant's Guide.
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	 Inter/Intra-Agency Agreements

Data Use Agreements


EXPLAIN  An Inter/intra-agency agreement is a document that specifies the details of the agreement and the responsibilities of the respective parties.   [the Agency] requires specific language to be included in the agreement to ensure that the other parties are aware of [the Agency]’s requirements.

DISTRIBUTE HANDOUTS of sample agreements.  

EXPLAIN If the agreement involves the release of [the Agency] data, a Data Use Agreement is required.  This agreement specifies under what conditions [the Agency] will disclose and the other party will obtain and use [the Agency] data.  The Data Use Agreement requires that the other party ensure the integrity, security, and confidentiality of the [the Agency] data.

Summary

As ISSO’s, you should be aware that these agreements are necessary to ensure that [the Agency] data is adequately protected when it is in the custody of others.

Case Study

Assignment:  Espionage

Case study article and answers are provided in the appendix.

Instructions:  

Distribute article to participants.  Have participants break into small groups of 3 or 4 and tell them to read the article.  They are to look for the threats and vulnerabilities and answer the following question:

What would you do to ensure that this does not occur at [the Agency]?

Conclusion


[image: image168.wmf]
ASK  Do you have any questions about anything that we have talked about in this class?  

SAY  Let’s review the course objectives that were presented at the beginning of the class.
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	Course Objectives

· Understand the importance of IS security

· Understand the importance of protecting the privacy and confidentiality of [the Agency] data

· Know/understand Government regulations

· Know/understand your responsibilities

· Assist in the risk management program

· Understand/identify security controls

· Know workstation security requirements

· Understand computer virus prevention, detection, recovery

· Understand general physical security requirements

· Know key security activities in SDLC

· Understand contingency planning process 

· General understanding of network security

· Know secure Internet, remote access, fax, and e-mail use


SAY  Before we finish up, lets take a few minutes to review your security responsibilities that we have identified  in this course.  This is your “cheat sheet” on your responsibilities.

Instructor should direct participants to review their responsibilities that they have been tracking throughout the course.  Ask participants if they have any questions on the responsibilities that we identified.  

Distribute course evaluations.

SAY  Please take a few minutes to constructively evaluate the course.  We will review each evaluation.
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	Thank You!!!




SAY  I would like to thank each of you for participating in this training program.  We hope that it was valuable and provided you with a keener insight into the importance of information systems security here at [the Agency].

Collect course evaluations.
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