
Sample Generic Policy and High Level Procedures
 for

Risk Assessment

Issue Statement 

XX Agency must develop, implement, and maintain a risk management/assessment program to ensure that appropriate safeguard measures are taken to protect Large Service Application (LSA) data. The requirement to perform a risk analysis are contained in the XX Agency Automated Information Systems Security Program Handbook and in the Office of Management and Budget Circular A-130. Risk is the possibility of something adverse happening.  Risk assessment is the process of analyzing and interpreting risk.   A risk assessment is used to identify security risks, examine threats to and vulnerabilities of systems, determine the magnitude of risks, and identify areas needing safeguards.  A risk assessment is necessary to assess the adequacy of existing security controls, planned security controls, and to identify missing security controls.  A risk assessment provides management with information on which to base decisions such as whether it is best to try to prevent a situation or contain its effect.  That is, a risk assessment is used to support two related functions: the acceptance of risk and the selection of cost-effective controls.

Organization’s Position

XX Agency uses a risk-based approach to determining system security requirements to ensure that security is commensurate with the risk and magnitude of harm that can result from the loss, misuse, or unauthorized access to, or modification of, LSA information.

Applicability

XX Agency requires all XX Agency organizations to develop and maintain a risk management program.  These procedures apply to the LSA System.

Roles and Responsibility 

Director, Federal Systems shall

· Consider the results of the risk assessment and in writing accept the adequacy of the systems security, i.e., accept the residual risk and the selection of cost-effective controls.
· Commit to performing on-going, periodic risk management.
Information Systems Security Officer (ISSO) shall 

· Conduct risk assessments of systems when significant changes to existing systems are envisioned, upon discovery of a security breach, when increases in potential threats to the system are detected, upon development of a new system or application, or at least every three (3) years.

· Determine the risk assessment’s scope and methodology.

· Collect asset valuation data.  These include information, software, personnel, hardware, and physical assets (such as the computer facility).  The value of an asset consists of its intrinsic value and the near-term impacts and long-term consequences of its compromise.

· Identify threats that could affect the confidentiality, integrity, or availability of the system and determine the likelihood of their occurrence (likelihood analysis) and their potential to harm assets (consequence analysis).  Typical threats are errors, fraud, disgruntled employees, fire, water damage, hackers, and viruses.  

· Conduct a vulnerability analysis.  A vulnerability is a condition or weakness in (or absence of) security procedures, technical controls, physical controls, or other controls that could be exploited by a threat or other agencies.

· Conduct a safeguard analysis, including an examination of the effectiveness of the existing security measures.

· Evaluate cost-effective controls.

Supervisors and/or System Application Administrators shall

· Assist in the risk assessment process.

· Monitor system use to help identify threats.

· Implement the security safeguards identified from the risk assessment.

· Assist in the selection of cost-effective controls.

Users shall 

· Assist in the risk assessment process. 

· Assist in the selection and implementation of cost-effective controls. 

Compliance

The requirements to perform a risk analysis are contained in the XX Agency Automated Information Systems Security Program Handbook and in the Office of Management and Budget Circular A-130.  

Supplementary Information

XX Agency Automated Information Systems Security Program Handbook, May 1994

Points of Contact 

Information Systems Security Officer

LSA Security Officer – XX Agency Site

� This document was written for a large application it can be modified to service as a chapter in an organization’s information security manual by replacing any reference to one application with the words “all systems.”
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